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Abbreviation / Term Description 

2D Two Dimensional 

2T2R two transmit antennas and two receive antennas 

3D Three Dimensional 
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5G PPP 5G Public Private Partnership 
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ACM Association for Computing Machinery 
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AF Application Function 
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AIaaS Artificial Intelligence as-a-Service 
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AN Access Network 

AnLF Analytics Node Local Function 

APC Authentication and Policy Control 

API Application Programming Interface 

APN Access Point Name 

App Application 

AR Augmented Reality 

ATCLL Aveiro Tech City Living Lab 

AUSF Authentication Server Function 

AWS Amazon Web Services 

B5G Beyond 5G 

BBR Bottleneck Bandwidth and Round-trip propagation time 

BBU Baseband Unit 

BI Business Intelligence 

BiDi BiDirectional 

BLER Block Error Rate 

BPF Berkeley Packet Filter 

BPG Border Gateway Protocol 

BS Base Station 

BSF Binding Support Function 

BTS Base Transceiver Station 

C-SGN Cellular IoT-Serving Gateway Node 

C-V2X Cellular V2X 

CaaS Containers as-a-Service 

CAMAD Computer Aided Modeling and Design of Communication Links and Networks 

CAPIF Common API Framework 

CARL-W Communication Advanced Research Laboratory Wireless Testbed 

CI Confidence Interval 

CI/CD Continuous Integration /Continuous Deployment 

CLI Command-Line Interface 

CMG Cloud Mobile Gateway 
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Abbreviation / Term Description 

CMM Cloud Mobility Manager 

CMU Compact Mobility Unit 

CN Containerised Network 

CN Core Network 

CNF Containerised Network Function 

CP Control Plane 

CP-ABE Ciphertext-Policy Attribute-Based Encryption 

CPE Customer Premises Equipment 

CPF Control Plane Function 

CPRI Common Public Radio Interface 

CPU Central Processing Unit 

CQI Channel Quality Indicator 

CRD Custom Resource Definition 

CRM Customer Relationship Management 

CSV Character Separated Values 

CU Centralised Unit 

CUPS Control User Plane Separation 

DaaS Detection as-a-Service 

DAG Directed Acyclic Graph 

DB Database 

DC Distribution Centre 

DCU Domain Control Unit 

DDOS Distributed Denial of Service 

DDR Double Data Rate 

DFS Depth-First Search 

DHCP Dynamic Host Configuration Protocol 

DL Downlink 

DMAP Digital Media Access Protocol 

DN Data Network 

DNAI Data Network Access Identifier 

DNN Data Network Name 

DNS Domain Name System 

DOI, doi Digital Object Identifier 

DOS Denial of Service 

DOT Distribute Organise Transport 

DRB Data Radio Bearer 

DSCP Differentiated Services Code Point 

DT Digital Twin 

DU Distributed Unit 

E2E End-to-End 

E2SM E2 Service Model 

eBPF Extended Berkeley Packet Filter 

ECN Explicit Congestion Notification 

EDGE Enhanced Data for GSM Evolution 

ELCM Experiment Lifecycle Manager 

ELK Elasticsearch, Logstash and Kibana 

eMBB enhanced Mobile Broadband 

EPC Evolved Packet Core 

ERP Enterprise Resource Planning 

ETL Extract, Transform, Load 

ETSI European Telecommunication Standards Institute 

EU European Union 

EuCNC European Conference on Networks and Communications 

eUPF opensource User Plane Function 

EVPN Ethernet Virtual Private Network 

FDD Frequency Division Duplexing 

FFD First Fit Decreasing 
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Abbreviation / Term Description 

FPS, fps frames per second 

FR Functional Requirement 

FW Firewall 

GA Grant Agreement 

GbE Gigabit Ethernet 

GEO Geostationary Earth Orbit 

gNB Next generation (5G) Node B 

GPRS General Packet Radio Service 

GPSI Generic Public Subscription Identifier 

GSM Global System for Mobile communication 

GSMA GSM Association 

GPU Graphics Processing Unit 

GUI Graphical User Interface 

GW Gateway  

HARQ Hybrid Automatic Repeat Request 

HSS Home Subscriber Server 

HTAP Hybrid Transactional and Analytical Processing 

HTTP, http HyperText Transfer Protocol 

HTTPS, https HyperText Transfer Protocol Secure 

HW, hw Hardware 

I/O, i/o Input / Output 

IaaS Infrastructure as-a-Service 

IAM Identity and Access Management 

ICMP Internet Control Message Protocol 

ID, id Identifier 

IdP Identity Provider 

IDS International Data Spaces 

IEEE Institute of Electrical and Electronic Engineers 

IETF Internet Engineering Task Force 

IMS IP Multimedia Subsystem 

IMSI International Mobile Subscriber Identity 

IoT Internet of Things 

IP Internet Protocol 

IPSec Internet Protocol Security 

IPv4 Internet Protocol version 4 

IRU Indoor Radio Unit 

IT Information Technology 

ITS Intelligent Transport System 

JSON JavaScript Object Notation 

JSON-RPC JavaScript Object Notation-Remote Procedure Call 

JWS JSON Web Signature 

JWT JSON Web Token 

K8s Kubernetes 

KPI Key Performance Indicator 

KVI Key Value Indicator 

KVM Kernel-bases Virtual Machine 

L4S Low Latency, Low Loss, and Scalable throughput 

LADN Local Area Data Network 

LAN Local Area Network 

LBO Local Break-Out 

LCM Life Cycle Management 

LEO Low Earth Orbit 

LLM Large Language Model 

LMF Location Management Function 

LoRa Long Range 

LoRaWAN Long Range Wide Area Network 

LRU Local Radio Unit 



D3.2 6G-PATH experimentation environment ς Final 

ϭ сD-PATH  Page | 12  

Abbreviation / Term Description 

LSP Label-Switched Path 

LSP Link State Propagation 

LTE Long Term Evolution 

LXC LinuX Container 

LXD LinuX Design 

MaaS Metal as-a-Service 

MAC Medium Access Control 

MAEC Mobility-Aware Edge Computing 

MANO (Network) Management and Orchestration 

MCP Model Context Protocol 

MCS Mission Critical Service 

MCS Modulation and Coding Scheme 

MDP Markov Decision Process 

MEC (or EDGE) Mobile/Multi-access Edge Computing 

MIMO Multiple-Input Multiple-Output 

MIRO Multi-domain Intelligent Resource Orchestration 

ML Machine Learning 

MLOps Machine Learning Operations 

MME Mobility Management Entity 

mMTC massive Machine-Type Communications 

mmW millimeter wave 

MNO Mobile Network Operator 

MOS Mean Opinion Score 

MPC Mobile Packet Core 

MPLS Multiprotocol Label Switching 

MPQUIC Multipath QUIC 

MQTT Message Queuing Telemetry Transport 

MTC Machine Type Communications 

MTLF Model Training Local Function 

NaC Network as Code 

NAS Non-Access Stratum 

NB-IoT Narrow Band IoT 

NBI Northbound Interface 

NEF Network Exposure Function 

NF Network Function 

NFS Network File System 

NFVI Network Functions Virtualisation Infrastructure 

NFVO Network Function Virtualisation Orchestrator 

NG Next Generation 

NG-AP Next-Generation Application Protocol 

NGSI-LD Next Generation Service Interface Linked Data 

NITRO Network Integrated Test, Real-time analytics and Optimisation 

NR New Radio 

NRF Network Repository Function 

NS Network Service 

NS Network Slice 

NSA Non-Stand Alone 

NSD Network Service Descriptor 

NSLCM Network Slice Lifecycle Management Model 

NSSAI Network Slice Selection Assistance Information 

NSSF Network Slice Selection Function 

NTN Non Terrestrial Network 

NWDAF Network Data Analytics Function 

O-RAN Open Radio Access Network 

OAI Open Air Interface 

OAI Open Archives Initiative 

OAM Operation, Administration and Maintenance 
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Abbreviation / Term Description 

OAM Operation, Administration and Monitoring 

OAS OpenAPI Specification 

OASIS Organization for the Advancement of Structured Information Standards 

OBU On-Board Unit 

OC#1 6G PATH Open Call 1 

OC#2 6G PATH Open Call 2 

OCI Open Container Initiative 

OIDC OpenID Connect 

OLAP Online Analytical Processing 

OLTP Online Transaction Processing 

ONEmNEF hƴŜ{ƻǳǊŎŜΩǎ aƛŎǊƻǎŜǊǾƛŎŜ-based Network Exposure Function 

ONF Open Networking Foundation 

ONOS Open Network Operating System 

OP OpenID Provider 

OPEN 5GENESIS Experimentation platform from 5G PPP 5GENESIS project 

OS Operating System 

OSA OpenAirInterface Software Alliance 

OSI Open Systems Interconnection 

OSM Open-Source MANO 

OSM Order and Service Management 

OVN Open Virtual Network 

OVS Open vSwitch 

PAM Passive and Active Measurement 

PCF Policy Control Function 

PDP Policy Decision Point 

PDU Packet Data Unit 

PDU Protocol Data Unit 

PEP Policy Enforcement Point 

PNF Physical Network Function 

PoC Proof-of-Concept 

PoP Point of Presence 

PR Performance Requirement 

PRB Physical Resource Block 

PSO Particle Swarm Optimisation 

QoD Quality on Demand 

QoE Quality of Experience 

QoS Quality of Service 

QUIC Quick UDP Internet Connections 

RAM Random Access Memory 

RAN Radio Access Network 

RAG Retrieval-Augmented Generation 

RAT Radio Access Technology 

RC RAN Control 

RDMA Remote Direct Memory Access 

REST Representational State Transfer 

RF Radio Frequency 

RFC Request For Comments 

RIC RAN Intelligent Controller 

RLC Radio Link Control 

ROS Robot Operating System 

RP Relying Party 

RPC Remote Procedure Call 

RRH Remote Radio Head 

RRU Remote Radio Unit 

RSRP Reference Signal Received Power 

RSRQ Reference Signal Received Quality 

RSSI Received Signal Strength Indicator 
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Abbreviation / Term Description 

RTC Real-Time Communication 

RTT Round-Trip Time 

RU Radio Unit 

Rx Receive 

S-NSSAI Single ς Network Slice Selection Assistance Information 

SA Stand Alone 

SaaS Software as-a-Service 

SBA Service Based Architecture 

SBI Southbound Interface 

SC Software Community 

SCA Slice Controller Agent 

SCTP Stream Control Transmission Protocol 

SD Slice Differentiator 

SDK Software-Defined Kit 

SDN Software-Defined Networking 

SDO Standards Development Organization 

SDR Software Defined Radio 

SDS Software Defined Storage 

SECaaS Security as-a-Service 

SEPP Security Edge Protection Proxy 

SFP Small Form-Factor Pluggable 

SGN Serving Gateway Node 

SIDF Subscriber identify De-concealing Function 

SIM Subscriber Identity Module 

SINR Signal-to-Noise Ratio 

SIP Session Initiation Protocol 

SLA Service Level Agreement 

SM Slice Manager 

SMF Session Management Function 

SNS Secure Network Services 

SNS JU Smart Networks and Services Joint Undertaking 

SQL Structured Query Language 

SRAN Single Radio Access Network 

SRS, srs Software Radio Systems 

SSL Secure Socket Layer 

SSO Single Sign-On 

SST Slice/Service Type 

SUMO Simulation of Urban MObility 

SUT System Under Test 

SW, sw Software 

TAF Trusted Application Function 

TAP Test Automation Platform 

TCE Traffic Conditioning Element 

TCP Transmission Control Protocol 

TDD Time-Division Duplexing 

TLS Transport Layer Security 

TMF Tele Management Forum 

TR Technical Report 

TRL Technology Readiness Level 

TS Technical Specification 

TSDB Time Series Database 

TSN Time Sensitive Network 

TWAMP Two-Way Active Measurement Protocol 

Tx Transmit 

UC Use Case 

UDM Unified Data Management 

UDM User Data Management 
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Abbreviation / Term Description 

UDR Unified Data Repository 

UDSF Unstructured Data Storage Function 

UE User Equipment 

UERANSIM 5G UE (User Equipment) and RAN (gNodeB) simulator. 

UI User Interface 

UL Uplink 

UP User Plane 

UPF User Plane Function 

UPG User Plane Gateway 

UPS Uninterruptible Power Supply 

URI Uniform Resource Identifier 

URL, url Uniform Resource Locator 

URLLC Ultra-Reliable Low Latency Communications 

USB Universal Serial Bus 

USIM Universal Subscriber Identity Module 

USRP Universal Software Radio Peripheral 

UTM Urchin Tracking Module 

V2X Vehicle to Everything 

VE Virtual Environment 

vEPC Virtual Evolved Packet Core 

VIM Virtual Infrastructure Manager 

VLAN Virtual Local Area Network 

VLM Vision-Language Model 

VM Virtual Machine 

VNF Virtual Network Function 

VNFD Virtual Network Function Descriptor 

VNFM Virtual Network Function Manager 

VoNR Voice over New Radio 

VPN Virtual Private Network 

VR Virtual Reality 

VSFA Video Spatial-Temporal Feature Aggregation 

VXLAN Virtual Extensible LAN 

WAN Wide Area Network 

Wi-Fi, WiFi Wireless Fidelity 

WIM Wide-area Infrastructure Manager 

WP (6G PATH) Work Package 

WWW, www World Wide Web 

XACML eXtensible Access Control Markup Language 

XML, xml Extensible Markup Language 

XR Extended Reality 

YAML Yet Another Markup Language 

ZSM Zero-Touch Service Management 
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Executive Summary 

This deliverable presents the final status, architecture, and capabilities of the 6G-t!¢I ǇǊƻƧŜŎǘΩǎ ŜȄǇŜǊƛƳŜƴǘŀǘƛƻƴ 
environment developed within the Smart Networks and Services Joint Undertaking (SNS JU) programme under 
Horizon Europe. The document provides an overview of the consolidated work performed in Work Package 3 
(WP3), responsible for the testbed experimentation. This document is an update to deliverable D3.1, presenting 
the final status of the previously described framework, technologies, and testbeds. This document, despite 
following the previous version (D3.1) structure, has focused on the most relevant content to improve readability 
and understanding. This document is complemented by other project technical documents available on the 6G-
PATH website, including specific pages (e.g., testbeds, platforms, advanced features), white papers, and journal 
and conference papers. 

The work presented also άreflectsέ the feedback received from other WPs, including feedback from the first 
phase experimentations (WP4), the open calls extensions (OC#1 TRACK B) (WP4/WP5), the validation and 
evaluation (WP6), and the updated project architecture and the relevant B5G technologies identified and 
adopted (WP2). 

The main contributions of this deliverable can be summarised as follows: 

¶ The definition and integration of a federated experimentation framework enabling coordinated operation 
across multiple geographically distributed testbeds. 

¶ The consolidation and deployment of advanced experimentation features, including security-as-a-service 
(SECaaS), slicing, AI-as-a-service (AIaaS), and closed-loop automation. 

¶ The establishment of a standardised experimentation methodology based on YAML-defined test cases, 
lifecycle automation, and KPI-driven evaluation. 

¶ The validation of the platform readiness to support Beyond-5G and emerging 6G trials across Europe. 

The 6G-PATH experimentation environment is designed as a distributed, multi-testbed platform that enables 
coordinated experimentation across geographically dispersed infrastructures while preserving local autonomy 
and technological diversity. The framework extends the OPEN 5GENESIS suite and aligns with ETSI TR 103 761, 
ensuring methodological consistency for the definition, orchestration, monitoring, and analysis of experiments 
in next-generation wireless systems. Core functionalities provided by the platform include experiment 
formalisation, automated execution, lifecycle management, KPI collection, and analytics-driven visualisation, 
thereby establishing an operational baseline for large-scale experimentation and validation activities.  

From a project execution perspective, this deliverable finalises the experimentation environment within WP3, 
providing the necessary platform, tools, and integrated capabilities to enable experimentation activities. The 
actual execution of experiments, including internal trials, open call experiments, and validation activities, is 
carried out in subsequent work packages (WPs), where the developed framework is utilised to support vertical 
use cases (UCs) and large-scale validation scenarios. 

At the architectural level, the platform is organised into layered components that collectively enable secure 
access, orchestration, and observability. The upper layer provides unified entry through the 6G-PATH Portal and 
programmatic interaction via the Northbound Interface, supported by centralised authentication, authorisation, 
and accounting services. The intermediate layer hosts per-testbed lifecycle management, orchestration 
interfaces, and advanced experimentation services, including security-as-a-service (SECaaS), artificial 
intelligence-as-a-service, slice management, policy enforcement, and closed-loop automation. The infrastructure 
layer comprises heterogeneous 5G/B5G infrastructures, edge and cloud resources, and vertical-domain use cases 
spanning agriculture, education, healthcare, and smart cities. This layered design enables interoperability, 
scalability, and reproducible experimentation across the federation.  

The deliverable further documents the integration of advanced experimentation capabilities that extend beyond 
commercial 5G functionality. These include CAPIF-based secure API exposure, dynamic network slicing, policy-
driven traffic control, AI-enabled optimisation, mobility-aware orchestration, cloud-edge-core continuum 
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management, and enhanced monitoring and data analytics. Such features enable complex, real-world 
experimentation scenarios and provide a άtechnological bridgeέ toward future 6G architectures and services.  

In parallel, the document provides comprehensive descriptions of the final release of all participating testbeds, 
including their infrastructure characteristics, supported features, orchestration mechanisms, KPIs, and open-call 
extensions. The federation of these heterogeneous facilities constitutes a pan-European experimentation 
ecosystem capable of supporting vertical-sector trials and cross-domain innovation.  

Overall, the 6G-PATH experimentation environment establishes a mature, interoperable, and extensible 
platform that serves as the foundation for experimentation activities in subsequent work packages, in particular 
for the case of WP4. By combining federated infrastructures, standardised experimentation methodologies, and 
cutting-edge features, the pƭŀǘŦƻǊƳ ǇǊƻǾƛŘŜǎ ŀ ŎǊƛǘƛŎŀƭ ŦƻǳƴŘŀǘƛƻƴ ŦƻǊ 9ǳǊƻǇŜΩǎ ǘǊŀƴǎƛǘƛƻƴ ǘƻǿŀǊŘ сD ǊŜǎŜŀǊŎƘΣ 
innovation, and large-scale deployment and enables the execution of internal trials, open call experiments, and 
validation activities across the federated testbeds. 
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1 Introduction 

This deliverable is the final document from 6G-PATH WP3 and updates deliverable D3.1, simplifying the content 
for easier readability and understanding. This document reports on the final release of the 6G-PATH framework, 
provides an update on the advanced features integrated and extended into the testbeds, and presents a revised 
and structured description of the project's seven testbeds. Since the delivery of D3.1, this WP has been refined 
by integrating contributions and observations from the other project WPs. This includes lessons learned during 
the initial experimentation phase (WP4), outcomes from the Open Call extensions under OC#1 TRACK B 
(WP4/WP5), findings from validation and assessment activities (WP6), and updates stemming from the revised 
project architecture together with the B5G technologies selected and incorporated within WP2. 

This document is complemented by other project technical documents available on the 6G-PATH website, 
including specific pages (e.g., testbeds, platform, advanced features), white papers, and journals and conference 
papers. 

 

1.1 Mapping 6G-PATH Outputs 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ŀƛƳǎ ǘƻ άƳŀǇέ ǘƘŜ сD-PATH project commitments, as detailed in the project description of work 
within the formal Deliverable and Task description ŀƎŀƛƴǎǘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǊŜǎǇŜŎǘƛǾŜ ƻǳǘǇǳǘǎ ŀƴŘ ǿƻǊƪ ǇŜǊŦƻǊƳŜŘΦ 
Such mapping is presented in Table 1. 

Table 1: Adherence to 6G-PATH GA Deliverable & Tasks Descriptions 

6G-PATH GA Title 6G-PATH GA Component Outline Section(s) Justification 

DELIVERABLE 

D3.1 6G-PATH experimentation environment ς Final 
Reports on the activities performed in WP3. Focus on the final release phase for all activities and report on the activities performed to 
achieve the final version of the integrated testbeds and components. 

TASKS 

T3.1-Testbed 
upgrades and 
extensions 

This task aims to enhance the existing 5G pilot testbeds by 
incorporating the latest commercial products and open-source 
components that support the 3GPP standard and interfaces for 
both the RAN and network components. 

Section 3 and 
Section 4. 

Section 3 describes the 
advanced features, and 
Section 4 details the 
upgrades that have been 
made. 

T3.2 Backend 
components 
extensions 

The 6G-PATH platform backend layer comprises several technical 
ŎƻƳǇƻƴŜƴǘǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ǇŀǊǘƴŜǊǎΩ ǇǊŜǾƛƻǳǎ ŀƴŘ ƻƴƎƻƛƴƎ 
research projects and products. It aims to achieve an overarching 
multi-testbed orchestration and management intelligent layer. 

Section 2 and 
Section 3. 

Section 2 describes the 6G-
PATH Framework, and 
Section 3 describes the 
advanced features integrated 
into the testbeds. 

T3.3 Southbound 
and Northbound 
APIs development 

¢Ƙƛǎ ǘŀǎƪ ƭŜǾŜǊŀƎŜǎ ǇŀǊǘƴŜǊǎΩ ǿƻǊƪ in previous research projects 
and products to evolve the existing solutions to support the 6G-
PATH requirements. This includes re-designing, adapting, and 
extending the Application Programming Interfaces (APIs) for 
automating the northbound communication and interfacing 
between the internal/external applications and the 
experimentation platform of 6G-PATH, as well as the southbound 
communication with the underlying B5G testbed infrastructure. 

Section 2. Section 2 describes the 6G-
PATH Framework, including 
the APIs developed. 

T3.4 
Experimentation 
Dashboard 

This task focuses on leveraging a third-party experimentation 
system and a KPI visualisation system stemming from previous 5G 
PPP projects. This development will also account for all the 
necessary software adaptations to the KPI visualisation system, 
which should enable the visualisation of KPIs and KVIs against 
target and baseline values to evidence incremental improvements 
ƛƴ ǘƘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΩǎ ǇŜǊŦƻǊƳŀƴŎŜΦ 

Section 2. Section 2 describes the 6G-
PATH Framework, including 
the APIs developed. 
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T3.5 System 
integration 

This task will start by developing the integration plans for the 
two-stage 6G-PATH platform and its integration in the testbeds. 
Afterwards, it will be responsible for integrating the different 
extensions and components to release the two versions of the 
platform to support the project trials and pilots. 

All All document sections 
demonstrate the system 
integration and deployment 
in the testbeds. 

 

1.2 Deliverable Overview and Report Structure 

The rest of the deliverable is organised in 4 distinct Sections, as follows: 

¶ Section 2 includes a detailed description of the 6G-PATH experimentation framework, the workflow for 
enabling experiments and the framework key componentsΩ descriptions. 

¶ Section 3 describes the initially planned advanced features as well as the new advanced features.  

¶ Section 4 provides the final release of the testbeds. 

¶ Section 5 provides the conclusions, followed by a set of Annexes that include more details related to some 
content in the main body of the document. 

This document also includes three Annexes: 

Annex A: Network KPIs Templates ς Project defined baseline for network KPIs measurement and analysis. 

Annex B: Experimentation test cases templates ς Experimentation test case templates developed to specify the 
test cases and record the experimentations. 

Annex C: ALB/IT AIaaS use cases ς Two use cases of the usage of ALB/IT AIaaS that demonstrate how an AIaaS 
platform can be integrated into concrete use cases. 
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2 6G-PATH Experimentation Framework  

The 6G-PATH experimentation framework is built on the OPEN 5GENESIS suite1 and implements the framework 
described in the ETSI recommendation TR 103 761 [1]. This technical deliverable details the implementation and 
testing workflow used to validate next-generation wireless communication systems and the use cases deployed 
on top of them. 

This experimentation framework provides a standardised approach to: 

¶ Experiment definition and composition 

¶ Resource orchestration and lifecycle management 

¶ Automated experiment execution 

¶ Performance monitoring and KPI collection 

¶ Result visualisation and analysis 

Within the context of the 6G-PATH project, the OPEN 5GENESIS suite has been integrated as the engine for the 
execution of the experiments and has been extended to support the integration of metrics from Prometheus [3], 
Kafka [23] and MQTT2 ([4], [5]) among other relevant features for experimentation, such as the edition of test 
cases and the storage of metadata and artefacts related to the experimentation. Figure 1 depicts the framework's 
functional architecture. 

 
Figure 1: Functional architecture of the experimentation framework in 6G-PATH 

                                                           

1  The άhǇŜƴ рD9b9{L{ {ǳƛǘŜέ ŀ\can be found at GitHub (https://github.com/5genesis). This open source suite includes the Release A of 
the 5GENESIS project experimentation tools and components that can be integrated on top of any 5G Platform in order to become 
an experimentation facility and support 5G trials, following the 5GENESIS experimentation methodology.  
[More details about the broader context of the H2020 5G PPP 5GENESIS project can be found at: https://5g-ppp.eu/5genesis/]. 

2  MQTT is an OASIS standard messaging protocol for the Internet of Things (IoT). It is designed as an extremely lightweight 
publish/subscribe messaging transport that is ideal for connecting remote devices with a small code footprint and minimal network 
bandwidth. MQTT today is used in a wide variety of industries, such as automotive, manufacturing, telecommunications, oil and gas, 
etc. Also see: https://mqtt.org/      

https://github.com/5genesis
https://5g-ppp.eu/5genesis/
https://mqtt.org/
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In the next subsections, we begin by presenting the 6G-PATH Experimentation Framework and describing its 
three layers. Afterwards, we present the άkey componentsέ of the framework, in more detail. In ά!ƴƴŜȄ .Υ 
9ȄǇŜǊƛƳŜƴǘŀǘƛƻƴ ǘŜǎǘ ŎŀǎŜǎ ǘŜƳǇƭŀǘŜǎέ, we include experimentation test case templates developed to specify 
the test cases and record the experimentations. 

 

2.1 6G-PATH Experimentation Framework 

Figure 2 presents a comprehensive architectural overview of the 6G-PATH Experimentation Framework, 
illustrating the layered structure that enables coordinated experimentation across nine geographically 
distributed testbeds throughout Europe (i.e., the seven project original testbeds and two testbeds coming from 
the OC#1 TRACK A). The architecture employs a federated approach, in which standardised interfaces and 
common data models άunifyέ diverse testbed infrastructures into a cohesive experimentation platform while 
preserving local autonomy and accommodating technological heterogeneity. 

 

 

Figure 2: 6G-PATH Experimentation Framework 

The architecture is organised into three distinct horizontal layers, each serving specific functions within the 
experimentation ecosystem, that is: the upper layer, the middle layer, and the infrastructure layer. 

The uppermost layer provides the primary entry point for experimenters and hosts shared services that operate 
across all testbeds. This layer implements a unified access model that abstracts the complexity of the underlying 
distributed infrastructure. This layer is composed of the following components: 

6G-PATH Portal serves as the main gateway to the entire experimentation framework. This web-based interface 
serves as experimentersΩ first point of contact, providing a graphical environment for discovering available 
testbeds, understanding their capabilities, and initiating experiments. The portal implements single sign-on, 
allowing researchers to authenticate once and access multiple testbeds without re-entering credentials. 
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6G-PATH Northbound Interface operates in parallel with the portal, providing RESTful API3 access for 
programmatic interaction. This dual-access pattern (graphical portal for human users, API for automation) 
enables diverse workflows from manual experiment configuration to fully automated continuous integration 
pipelines.  

AAA provides centralised Authentication, Authorization, and Accounting services. This component maintains 
user identities, manages role-based access control, enforces permissions determining which testbeds and 
resources users can access, and logs all authentication events for audit purposes. By centralising identity 
management, the AAA enables seamless access across the testbed federation with consistent security policies. 

Image Repository stores containerised applications and virtual machine (VM) images that experiments deploy. 
This repository provides version-controlled storage, ensuring experiment reproducibility; the same image version 
always produces the same deployment. Researchers upload their use case applications to this repository, making 
them available for deployment across any testbed in the federation. 

6G-PATH Testbed Repository maintains a comprehensive registry of all participating testbeds. For each testbed, 
the repository stores technical specifications (available infrastructure, supported features), API endpoints 
enabling programmatic access, operational status indicating current availability, and capability metadata 
describing what specific experiments each testbed can support. This registry enables the portal to present 
accurate, current information about testbed options. 

 

The middle layer contains components instantiated per-testbed (purple blocks without background colour), 
providing customised experimentation capabilities for each facility. This distributed instantiation pattern 
balances standardisation (i.e., components share common interfaces and data models) with localisation (each 
instance is optimised for its specific testbed). The components integrating the middle layer are the following: 

ELCM Portal 0 provides a web-based interface for experiment management within a specific testbed. Each 
testbed operates its own ELCM Portal instance, customised ǘƻ ǊŜŦƭŜŎǘ ǘƘŀǘ ŦŀŎƛƭƛǘȅΩs unique capabilities and 
configuration options. Through this portal, experimenters define test cases, configure experiment parameters, 
launch executions, monitor progress in real-time, and access results.  

Experiment Lifecycle Manager (ELCM) 0 constitutes the core orchestration engine, managing the complete 
experiment lifecycle from initial deployment through final collection and aggregation of the collected 
measurements. Based on the ETSI TR 103 761 standard [1], the ELCM executes test cases defined in the YAML 
(YAML Ain't Markup Language) format, coordinating complex sequences of operations across infrastructure 
components. Figure 9 depicts the ELCM with multiple puzzle-piece icons, symbolising its modular, extensible 
architecture, in which different task types plug into the execution framework. Each ELCM instance maintains 
deep integration with its local testbed through the two essential interfaces: 

¶ Service Manager/Orchestrator enables deployment and lifecycle management of network services and 
functions. The ELCM uses this interface to instantiate VNFs4 and CNFs5, configure network slices, deploy MEC6 

                                                           

3  A RESTful API (Representational State Transfer API) is an interface that allows two computer systems to exchange information securely 
over the internet. It follows a set of constraints and principles to ensure efficient, reliable, and scalable communication between 
clients and servers. For more details also see, among others: https://aws.amazon.com/what-is/restful-api/  

4  Virtual Network Functions (VNFs) are software applications that deliver network functions such as directory services, routers, 
firewalls, load balancers, and more.  They are deployed as virtual machines (VMs) and have often been the next step for 
telecommunications providers in their digital transformation from the physical network functions (PNFs) of legacy network appliances 
on proprietary hardware. 

5  Containerized Network Functions (CNFs) are software implementations of network functions that traditionally run on physical devices 
but are now executed within Linux containers. These containers are typically orchestrated by Kubernetes. CNFs offer several 
advantages over traditional Virtualized Network Functions (VNFs), including improved scalability, resilience, and efficiency. 

6  Multi-Access Edge Computing (MEC), formerly known as mobile edge computing, is a network architecture concept defined by the 
European Telecommunications Standards Institute (ETSI). MEC brings cloud computing capabilities and an IT service environment 

https://aws.amazon.com/what-is/restful-api/
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applications, and orchestrate complex multi-component services. The interface abstracts differences 
between testbed orchestration systems (OSM7, Kubernetes8 [15], proprietary systems). 

¶ Standard/Custom Infrastructure Management APIs provide access to underlying infrastructure resources. 
Through the APIs exposed by the infrastructure components, the ELCM manages the infrastructure building 
blocks to execute the tests defined by the experimenter. Custom interfaces accommodate testbed-specific 
management systems. 

The Analytics component aggregates monitoring data collected during the tests/experiments, processes it into 
meaningful insights, and presents results through interactive dashboards.  

¶ Grafana9 provides the visualisation platform for creating and displaying dashboards. As an industry-standard 
open-source tool, Grafana connects to monitoring databases and renders time-series graphs, histograms, 
statistical summaries, and other visualisations. 

¶ InfluxDB10 [27] serves as the time-series database storing all monitoring data. Each testbed operates its own 
InfluxDB instance, but all instances share a common data model, identical schemas and tag structures. 

¶ Common Monitoring Tools include standard measurement utilities deployed across all testbeds: iPerf11 for 
throughput testing, ping12 for latency measurement, resource monitoring agents tracking 
CPU/memory/storage utilisation, and protocol analysers capturing network traffic. 

¶ Commercial/Custom Tools accommodate specialised monitoring equipment available at specific testbeds. 
These might include professional network analysers, RF measurement equipment, or proprietary monitoring 
systems. The framework supports the collection of data and measurements from these diverse sources and 
the storage of all of them into the InfluxDB. 

The Advanced Experimentation Features represent cutting-edge capabilities that differentiate 6G-PATH 
testbeds from conventional 5G infrastructure. These features, shown in the darker grey boxes on the right side 
of the middle layer, include: 

                                                           

closer to the edge of the cellular network, or more generally, to the edge of any network. By running applications and performing 
related processing tasks closer to the cellular customer, MEC reduces network congestion and improves application performance. 
MEC technology is designed to be implemented at cellular base stations or other edge nodes, enabling flexible and rapid deployment 
of new applications and services for customers. For further details also see: https://www.etsi.org/technologies/multi-access-edge-
computing  

7  Open-Source MANO is an ETSI-hosted initiative to develop an Open Source NFV Management and Orchestration (MANO) software 

stack for production-ready Multi-Cloud Telco Orchestration. For further details see: https://osm.etsi.org/  
8  Kubernetes, also known as K8s, is an open source system for automating deployment, scaling, and management of containerized 

applications. It groups containers that make up an application into logical units for easy management and discovery. Kubernetes builds 
upon 15 years of experience of running production workloads at Google, combined with best-of-breed ideas and practices from the 
community. More details can be found at: https://kubernetes.io/  

9  Grafana is an open source multi-platform analytics and interactive visualization web application developed by Grafana Labs. It enables 
users to query, visualise, alert on, and understand metrics, logs, and traces from multiple data sources through customisable 
dashboards. For further information see: https://grafana.com/  

10  InfluxDB is a time series database (TSDB) developed by the company InfluxData. It is used for storage and retrieval of time series data 
in fields such as operations monitoring, application metrics, Internet of Things (IoT) sensor data, and real-time analytics. For further 
information see, for example: https://www.influxdata.com/     

11  iperf, Iperf or iPerf, is a tool for network performance measurement and tuning. It is a cross-platform tool that can produce 
standardised performance measurements for any network. The iperf has client and server functionality and can create data streams 
to measure the throughput between the two ends in one or both directions. A typical iperf output contains a time-stamped report of 
the amount of data transferred and the throughput measured. Also see, among others: https://iperf.fr/    

12  The Ping tool is used to test whether a particular host is reachable across an IP network. A Ping measures the time it takes for packets 
to be sent from the local host to a destination computer and back. The Ping tool measures and records the round-trip time of the 
packet and any losses along the way. Also see, among others: https://en.wikipedia.org/wiki/Ping_(networking_utility) 

https://www.etsi.org/technologies/multi-access-edge-computing
https://www.etsi.org/technologies/multi-access-edge-computing
https://osm.etsi.org/
https://kubernetes.io/
https://grafana.com/
https://www.influxdata.com/
https://iperf.fr/
https://en.wikipedia.org/wiki/Ping_(networking_utility)
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¶ Security-as-a-Service13: Implementing CAPIF14-compliant API security frameworks, these services provide 
authentication, authorisation, and secure API exposure for experimental applications. 

¶ AI-as-a-Service: Enabling deployment of AI/ML models at the network edge or core, supporting intelligent 
network optimisation, predictive analytics, and AI-powered applications. 

¶ Close Loop Coordinator: Implementing closed-loop automation where the network monitors its own 
performance, detects issues or optimisation opportunities, and automatically adjusts configurations without 
human intervention. 

¶ Police Enforcer: Enforcing network policies and QoS guarantees, ensuring experimental traffic receives 
configured treatment and validating that policy-based network control operates correctly. 

¶ Slice Manager: Managing the complete lifecycle of network slices ς dynamic creation, configuration, 
monitoring, modification, and deletion of logically isolated network segments with guaranteed 
characteristics. 

Not every testbed implements every advanced feature. The testbed repository indicates which facilities offer 
each capability, reflecting the federation's strength through diversity rather than uniformity. 

 

The infrastructure layer represents the actual network infrastructure and the vertical use cases it supports. This 
layer includes the physical and virtualised components that comprise the testbeds: Radio Access Network 
elements (base stations, antennas, radio units (RUs) operating in various frequency bands), 5G Core (5GC) 
Network functions implementing 3GPP-specified components15 (AMF, SMF, UPF, PCF, UDM, AUSF), Edge 
computing platforms hosting applications close to users, and Transport networks connecting all these elements. 

Finally, Use Case Domains are shown as purple ovals at the bottom represent the four vertical sectors that 
άdriveέ 6G-PATH experimentation: 

¶ UC-FARM (CSIC, TER, UMA, HPE): Agricultural use cases validating 5G/6G technologies for precision farming, 
agricultural robotics, sensor networks, and farm automation. 

¶ UC-EDU (OROF, ORO, UWS, RZ, KAU): Educational use cases exploring immersive learning, remote 
laboratories, collaborative virtual environments, and educational content delivery. 

¶ UC-HEALTH (CHAR, MCS, FOKUS): Healthcare use cases testing telemedicine, remote patient monitoring, 
and medical device integration. 

¶ UC-CITIES (IT, ALB, ACTA, OTE): Smart city use cases including intelligent transportation and automated 
logistics. 

 

                                                           

13  Security-as-a-service (SECaaS) is a business model in which a service provider integrates their security services into a corporate 
infrastructure on a subscription basis more cost-effectively than most individuals or corporations can provide on their own when the 
total cost of ownership is considered. SECaaS is inspired by the "software as a service" (SaaS) model as applied to information security 
type services and does not require on-premises hardware, avoiding substantial capital outlays. These security services often include 
authentication, anti-virus, anti-malware/spyware, intrusion detection, Penetration testing, and security event management, among 
others. For more informative details also see, for example: https://en.wikipedia.org/wiki/Security_as_a_service  

14  /!tLC ƛǎ ǘƘŜ ά/ƻƳƳƻƴ !tL CǊŀƳŜǿƻǊƪέ ŘŜŦƛƴŜŘ ōȅ оDtt ǘƻ ƳŀƴŀƎŜ ǘƘŜ !tLǎ ŜȄǇƻǎŜŘ ōȅ оDtt ƴŜǘǿƻǊƪǎ ƛƴ ǘƘŜƛǊ ƴƻǊǘƘōƻǳƴŘ ƛƴǘŜǊŦŀŎŜs 
(NBIs). CAPIF is defined to establish a single and harmonised platform for exposure of all the 3GPP capability exposure APIs (network 
northbound APIs and application enabler layer APIs), and also for any non-3GPP defined APIs (i.e., APIs defined by other SDO or 
consortiums such as ETSI ISG MEC, TM Forum, CAMARA, etc.). CAPIF offers the common functionalities (e.g., API publication, API 
discovery, API exposing function (e.g., NEF) management, API invoker (e.g., Application Function) onboarding management, Security 
(e.g., NBI API access control), Routing management, auditing and charging) applicable to any set of network or service APIs. Among 
its security, authentication and authorization functionalities, CAPIF also enables the collection and management of user consent for 
applications that require the consent of the end users. CAPIF avoids duplication, brings in a consistent approach to common 
supporting capabilities, eases the development and rapid deployment of applications (AFs) invoking APIs (e.g., 3GPP network and 
service APIs). For further details also see, among others: https://www.3gpp.org/technologies/ct3-exp-fr-apis  

15  Also see, among others: https://www.5gtechnologyworld.com/how-does-a-5g-core-work/  

https://en.wikipedia.org/wiki/Security_as_a_service
https://www.3gpp.org/technologies/ct3-exp-fr-apis
https://www.5gtechnologyworld.com/how-does-a-5g-core-work/
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As illustrated in Figure 3, the experimentation workflow begins at the 6G-PATH Portal, where they authenticate 
via AAA and select a testbed from the repository. The experimenter can consult the information about the 
features exposed by the testbeds in the Testbed Repository. 

 
Figure 3: Experimentation flow involving layers and components 

Once the experimenter has chosen a testbed, he/she can decide to deploy a service either before running the 
experiment or as part of it. The images to be deployed should be stored in the Image Repository, which provides 
an interface for uploading these images. The experimenter then accesses that testbedΩs ELCM Portal to configure 
and launch experiments. The execution of the experiments is oriented towards testing test cases. The 6G-PATH 
experimentation framework employs YAML (Yet Another Markup Language) as the formal specification language 
for defining test cases. YAML provides a human-readable format. An experimenter can open a test case file and 
immediately understand άwhat it doesέ, without needing to parse complex code. At the same time, the 
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structured nature of YAML ensures that the specification is unambiguous and machine-readable, enabling full 
automation. 

άAnnex A: Network KPIs Templatesέ includes the test cases templates defined to measure the Network KPIs used 
in the project to characterise the performance provided by the testbeds. After the textual definition of the test 
cases, they are implemented using the YAML-based scripting synthesis defined as part of the experimentation 
framework. The documentation available in the GitLab repository includes examples of test case 
implementations16, and the ELCM Portal also includes reference test cases to provide a baseline for 
experimenters when writing their YAML test cases. At this point, and for experimenters without a technical 
background, the testbed owners can offer support with programming the executable test cases. Thus, the 
testbed owners can make available to the experimenter, via the ELCM portal, an implementation of the test 
cases based on the experimenter's test case description, following the standardised template. 

The ELCM Portal includes an editor for writing and checking the syntax of YAML test cases. The ELCM offers a list 
of tasks17 which enables a direct translation between the steps defined in the test cases and tasks specified in 
YAML to implement the cases. Additionally, the ELCM, as an open-source tool, offers the possibility to implement 
new tasks to control new or proprietary components available in the testbed or that are part of the use case 
under test. Once the test case is edited, it appears in the experiment dashboard exposed by the ELCM Portal, 
and the experimenter can create an experiment based on this test case.  

The ELCM executes the experiment against the actual network infrastructure. The ELCM is a central component 
of the experimentation framework, designed to orchestrate and manage the entire lifecycle of 5G experiments. 
By automating the routine aspects of experimentation (i.e.: deployment, configuration, monitoring, and data 
collection), the ELCM άfreesέ researchers to focus upon άwhat really mattersέΣ ǘƘŀǘ ƛǎ: formulating hypotheses, 
designing innovative tests, and interpreting results. 

The test case includes activating and configuring the service under test and collecting the metrics identified by 
the experimenter as the άkey performance measurementsέ for the application under test. During the 
experiment, measurements defined in the test case are collected and tagged with the same execution ID. 

Once the experiment finishes, all measurements are available in the InfluxDB integrated into the framework. This 
database is used by the Analytics module to inspect and visualise the measurements recorded.   

 

2.2 6G-PATH Portal 

The 6G-PATH Portal 0 is the primary user-facing component of the 6G-PATH experimentation environment and 
constitutes the main entry point for experimenters and stakeholders. It provides a unified, web-based interface 
that enables users to securely access the platform, discover authorised testbeds, manage experimentation 
activities, and access experiment results, while abstracting the complexity of the underlying multi-testbed 
infrastructure. The Portal acts as a coordination and interaction layer between users and the core platform 
services. It integrates with the Authentication, Authorisation, and Accounting (AAA) component for secure access 
control, the Northbound Interface (NBI) for platform interactions, the Experiment Lifecycle Management (ELCM) 
services for experiment execution, and the Analytics dashboard for graphical rendering and data visualisation of 
KPIs/KVIs and experiment metrics. Through these integrations, the Portal supports the complete 
experimentation workflow without directly interacting with testbed infrastructures or data collection systems. 

From an architectural perspective, the Portal does not execute experiments, deploy workloads, or process 
monitoring data. Instead, it orchestrates user actions by invoking backend services through standardised APIs 
and by redirecting users to specialised components (e.g., ELCM and Analytics dashboards) responsible for 

                                                           

16  See: https://gitlab.com/morse-uma/elcm/-/tree/main/Samples?ref_type=heads   
17  See: https://gitlab.com/morse-uma/elcm/-/blob/main/docs/3-2a_GENERAL_TASKS.md  

https://gitlab.com/morse-uma/elcm/-/tree/main/Samples?ref_type=heads
https://gitlab.com/morse-uma/elcm/-/blob/main/docs/3-2a_GENERAL_TASKS.md
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execution and analysis. This design ensures scalability, modularity, and a clear separation of concerns within the 
6G-PATH platform. The following figures present some views of the 6G-PATH Portal, including the authentication 
interface and testbed selection view. 

 

Figure 4: 6G-PATH Portal Sign-in 

 

 

Figure 5: Testbed selection view 

 
The 6G-PATH Portal provides a comprehensive set of functionalities designed to support user interaction with 
the experimentation environment throughout the experiment lifecycle. 

¶ User authentication and access management: Access to the Portal is secured through integration with the 
AAA component. During sign-in, user credentials are validated, and associated roles and permissions are 
retrieved. These permissions determine which testbeds, experiments, and platform features are visible and 
accessible to each user. The Portal enforces role-based access control across all user interactions and ensures 
that only authorised actions are exposed through the user interface. 

¶ Testbed discovery and selection: Once authenticated, users can browse the list of testbeds available to them 
through the Portal. Testbed information, including access endpoints and metadata, is retrieved from the 
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¢ŜǎǘōŜŘ wŜǇƻǎƛǘƻǊȅ Ǿƛŀ ǘƘŜ bƻǊǘƘōƻǳƴŘ LƴǘŜǊŦŀŎŜ ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊƳƛǎǎƛƻƴǎΦ The Portal presents a 
unified view of heterogeneous testbeds, enabling users to select a target environment without requiring 
knowledge of underlying infrastructure-specific details. 

¶ Access to experiment analytics and results: The 6G-PATH Portal provides access to experiment results by 
integrating with the Analytics component through the Northbound Interface. Analytics within 6G-PATH 
follow a decentralised approach, where each testbed deploys its own analytics dashboards and monitoring 
databases. Using the Experiment ID supplied by the ELCM, the Portal enables users to access analytics 
dashboards that visualise KPIs and KVIs associated with specific experiments. The computation and 
visualisation of metrics are performed entirely by the Analytics component, which retrieves monitoring data 
from the testbed-specific Monitoring Databases. 

¶ Documentation and user support: The Portal provides access to platform and testbed documentation to 
support ǳǎŜǊǎΩ onboarding and correct usage of the experimentation environment. This includes guidance 
on experiment workflows, testbed capabilities, and interaction with analytics and lifecycle management 
tools. 

The 6G-PATH Portal is fully integrated with the platformΩs backend services via the Northbound Interface/API. 
Its modular design and reliance on standardised interfaces ensure interoperability, scalability, and ease of 
extension as new testbeds, analytics modules, and experimentation services are added. 

By centralising user interaction while delegating execution and analytics to specialised components, the Portal 
enables a coherent and efficient user experience across the entire 6G-PATH experimentation ecosystem. 

To validate the correct operation of the 6G-PATH Portal and its interaction with other platform components, a 
set of integration tests is defined and executed. These tests verify end-to-end user workflows across the Portal, 
AAA services, Northbound Interface, ELCM, and Analytics components. 

Overall, the 6G-PATH Portal provides a unified and secure interface for interacting with the 6G-PATH 
experimentation environment. By coordinating authentication, testbed selection, experiment management, and 
access to decentralised analytics, the Portal enables efficient and controlled experimentation workflows while 
maintaining a clear separation of responsibilities among platform components. 

 

2.3 6G-PATH Northbound Interface 

The 6G-PATH Northbound Interface constitutes the main access layer between user-facing components and the 
internal services of the 6G-PATH experimentation environment. It provides a secure, standardised, and 
technology-agnostic interface that enables the 6G-PATH Portal and other authorised external components to 
ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ŎƻǊŜ ǎŜǊǾƛŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǘŜǎǘōŜŘ ŘƛǎŎƻǾŜǊȅΣ ŜȄǇŜǊƛƳŜƴǘ lifecycle 
management, and monitoring. The Northbound Interface acts as a logical control-plane entry point, decoupling 
the user-interaction layer from the underlying heterogeneous testbed infrastructure and orchestration 
mechanisms. Exposing well-defined APIs allows higher-level services to manage experiments without requiring 
direct knowledge of testbed-specific technologies, protocols, or deployment details. 

The Northbound Interface/API provides a comprehensive set of functions to support end-to-end 
experimentation workflows across multiple testbeds and user roles. 

¶ User authentication and access control: All interactions through the Northbound Interface are secured via 
integration with the AAA component. User credentials are validated before any operation is allowed, and 
role-based authorisation policies are enforced to ensure that users can only access testbeds, experiments, 
and resources for which they are authorised. This mechanism supports: Single sign-on interaction with the 
6G-PATH Portal; Role-based access control for individual users, groups, and collaborative experimentation 
scenarios; Secure session handling and token-based authentication for API calls. 
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¶ Testbed discovery and access management: The Northbound Interface exposes APIs that allow authorised 
users to discover available testbeds and retrieve relevant metadata, including access endpoints and 
supported capabilities. This enables the Portal to dynamically populate ŜŀŎƘ ǳǎŜǊΩs list of available testbeds 
based on their permissions. The interface άabstractsέ the heterogeneity of testbeds, presenting a uniform 
access model regardless of the underlying infrastructure or technology stack. 

¶ Monitoring, status reporting, and error handling: The Northbound Interface supports real-time feedback on 
experiment execution by exposing monitoring and status reporting APIs. These APIs allow higher-level 
components to retrieve: Execution state transitions (e.g., initialised, running, completed, failed); Runtime 
notifications and error messages; Basic performance and execution metadata used by analytics and 
visualisation components. 

Standardised error-handling mechanisms ensure that failures are reported in a structured, actionable way, 
improving troubleshooting and operational robustness. 

The Northbound Interface is implemented using open, extensible APIs, enabling interoperability with both 
internal and external components. It is designed to evolve alongside the platform, allowing new services, 
experiment types, and testbeds to be integrated without disrupting existing workflows. Its integration with the 
Portal and ELCM components enables a seamless user experience, where authentication, experiment 
configuration, execution, and monitoring are orchestrated transparently through a unified control plane. Overall, 
the Northbound Interface represents a άkey enablerέ for scalable, secure, and multi-domain experimentation 
within the 6G-PATH platform. 

To validate the correct behaviour of the Northbound Interface and its interaction with other platform 
components, a set of integration tests is defined and executed. These tests focus on verifying end-to-end (E2E) 
functionality across component boundaries rather than isolated unit behaviour. 

Overall, the 6G-PATH Northbound Interface provides a secure, scalable access layer that enables seamless 
interaction between user-facing components and the platformΩs core experimentation services. Its advanced 
features support authentication, testbed access, experiment lifecycle management, and monitoring, while the 
defined integration tests ensure correct behaviour and robust operation within the overall 6G-PATH 
experimentation environment. 

 

2.4 Authentication, Authorization and Accounting 
The Authentication, Authorization and Accounting (AAA) component is a core security element of the 6G-PATH 

platform, responsible for managing user identities, controlling access to platform services and testbeds, and 

supporting auditing of user activity. The AAA functionality is implemented using Keycloak 0, an open-source 

Identity and Access Management (IAM) solution that provides a centralised, standards-compliant security 

framework for the entire 6G-PATH ecosystem. The AAA component ensures that only authenticated and 

authorised users can access the platform and that their permissions are consistently enforced across all services, 

including the 6G-PATH Portal, the Experiment Lifecycle Manager (ELCM), the Analytics subsystem, and the 

Testbed Repository. It also enables Single Sign-On18 (SSO), allowing users to seamlessly access multiple platform 

components after a single authentication step. 

                                                           

18  Single sign-on (SSO) is an authentication scheme that allows a user to log in with a single ID to any of several related, yet independent, 
software systems. True single sign-on allows the user to log in once and access services without re-entering authentication factors. 
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Keycloak is deployed as a standalone service and acts as the identity provider19 (IdP) for the 6G-PATH platform. 
All major platform components are integrated with the AAA service using standard OAuth 2.020 / OpenID 
Connect21 (OIDC) mechanisms. Upon successful authentication, Keycloak issues access tokens that are validated 
by the platform components to enforce authorisation decisions. 

Within Keycloak, all security-ǊŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƴǘŀƛƴŜŘ ƛƴ ŀ ŘŜŘƛŎŀǘŜŘ ǊŜŀƭƳΣ άсD-t!¢IέΦ ¢Ƙƛǎ ǊŜŀƭƳ 
encompasses all users, clients, roles, and groups required to support the platformΩs operation. Keycloak clients 
are configured in the 6G-PATH Portal (portal-cli), the ELCM (elcm-cli), the Analytics Data Collector (analytics-cli) 
and the Testbed Repository (tb-repo-cli). Each client relies on OIDC-based authentication and authorisation and 
validates the received access tokens before granting access to protected resources or APIs. 

The access-control model adopted in 6G-PATH combines users, groups, and roles, enabling scalable and flexible 
management of permissions across multiple testbeds and experimenter entities. 

Users - A single Keycloak user account is created for each individual person accessing the platform (e.g., 
researchers, engineers, or operators). Users do not receive permissions directly; instead, access rights are 
inherited through group membership and assigned roles. 

Groups - Groups are used as the primary organisational construct to reflect both experimenter entities and 
testbed ownership.  

¶ Experimenter groups: One group per experimenter entity (consortium partner or third-party organisation), 
following the naming convention exp-<entity>. All users belonging to the same organisation are assigned to 
the corresponding experimenter group. 

¶ Testbed groups: One group per testbed, following the naming convention tb-<testbed>. These groups are 
used to manage permissions related to testbed administration and access. 

This group-based approach simplifies administration and ensures consistent access control for all users belonging 
to the same entity. 

Roles - The following roles are defined in the 6G-PATH realm: 

¶ experimenter: grants permissions to view authorised testbeds and run experiments. 

¶ testbed: grants permissions to manage testbed metadata. 

¶ tb-<testbed>: testbed-specific roles (one role per testbed) used to control access to individual testbeds. 

Roles are assigned at the group level, rather than directly to users, ensuring scalable and maintainable access 
management. 

Access to platform resources is enforced through the combination of group membership and assigned roles. 

This mechanism applies uniformly to both consortium partners and third-party experimenters onboarded 
through the Open Calls, ensuring a consistent and secure access model across the platform. 

The AAA component supports Single Sign-On (SSO) across the 6G-PATH platform. A user authenticates once via 
the 6G-PATH Portal, after which Keycloak establishes a session within the 6G-PATH realm. When the user 

                                                           

19  An identity provider (abbreviated IdP, IDP, or idp) is a system entity that creates, maintains, and manages identity information for 
principals and also provides authentication services to relying applications within a federation or distributed network. Identity 
providers offer user authentication as a service. 

20  OAuth 2.0 is the industry-standard protocol for authorisation. OAuth 2.0 focuses on client developer simplicity while providing specific 
authorisation flows for web applications, desktop applications, mobile phones and living room devices. For more details also see: 
https://oauth.net/2/   

21  OpenID Connect (OIDC) is an ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭ ōǳƛƭǘ ƻƴ ǘƻǇ ƻŦ ǘƘŜ h!ǳǘƘ нΦл ŦǊŀƳŜǿƻǊƪΣ ŘŜǎƛƎƴŜŘ ǘƻ ǾŜǊƛŦȅ ŀ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅ ŀƴŘ 
provide basic profile information in a secure, standardized way. While OAuth 2.0 focuses on authorization (granting access to 
resources), OIDC adds authentication (verifying who the user is) using JSON Web Tokens (JWTs). OIDC is widely used for single sign-
on (SSO), allowing users to log in once with an OpenID Provider (OP) such as Google, Microsoft, or Facebook, and then access multiple 
applications (Relying Parties, RPs) without re-entering credentials. 

https://oauth.net/2/
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accesses other components (e.g., ELCM Portal or Analytics Dashboard), the existing session is reused, and new 
access tokens are issued without requiring additional authentication. 

Each platform component independently validates the received tokens and enforces access control based on the 
roles and group information embedded in the token claims. This approach provides a seamless user experience 
while maintaining strict security and isolation guarantees. 

YŜȅŎƭƻŀƪΩǎ ōǳƛƭǘ-in accounting and logging mechanisms support basic auditing and operational monitoring. These 
include: User authentication and session events; Client access and token issuance events. These records provide 
traceability of platform usage and can be correlated with experiment execution data managed by the ELCM, 
supporting auditing, troubleshooting, and future extensions toward more advanced usage accounting if required. 

 

2.5 Image Repository 

The Image Repository is a core component of the 6G-PATH experimentation framework, responsible for 
managing and storing use-case images ŘŜǇƭƻȅŜŘ ŀŎǊƻǎǎ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǘŜǎǘōŜŘǎΦ Lǘ ŜƴǎǳǊŜǎ ǘƘŀǘ ǾŀƭƛŘŀǘŜŘ ŀƴŘ ǳǇ-
to-date images are readily available to the 6G-PATH Experimentation Framework for seamless deployment 
during experimentation. GitLab serves as the central platform for the full lifecycle of these images and their 
associated experiments, enabling users to interact through both a web-based interface and the Git command-
line for version control. Integrated CI/CD pipelines automate the build, validation, and testing of images, and 
upon successful checks, publish them to the centralised 6G-PATH Use Case Image Repository. From this 
repository, the deployment can be initiated to the appropriate testbeds, while configurable pipeline stages allow 
for automated execution of test scripts to assess image functionality and performance prior to experimentation. 

Since the intermediate release, the 6G-PATH Image Repository has transitioned from a conceptual framework 
component into a fully operational collaboration platform actively used by the project partners. The GitLab-
based repository has proven to be a major enabler for distributed development, integration, and 
experimentation across the consortium. 

Multiple project-specific repositories can be created within the GitLab environment to support the development 
of use case images. These repositories are now routinely used by partners to: 

¶ Upload and version container and VM images for use cases and experiments. 

¶ Share configuration files, deployment descriptors, and supporting scripts. 

¶ Maintain documentation related to image usage, dependencies, and execution contexts. 

¶ Track changes and evolution of artefacts through Git-based version control. 

The repository has significantly improved cross-partner collaboration. Teams located at different sites and 
testbeds can work on shared artefacts in a controlled, transparent manner using standard Git workflows 
(branches, merge requests, and reviews). This has enabled: 

¶ Parallel development of use case images by multiple partners. 

¶ Structured peer review of changes prior to integration. 

¶ Traceability of modifications over time, supporting reproducibility of experiments. 

¶ Faster onboarding of new contributors through a unified toolchain and process. 

Dƛǘ[ŀōΩǎ ƛƴǘŜƎǊŀǘŜŘ /Lκ/5 ŦǳƴŎǘƛƻƴŀƭƛǘȅ Ƙŀǎ ōŜŜƴ ŀŎǘƛǾŜƭȅ ǳǎŜŘ ǘƻ ŀǳǘƻƳŀǘŜ ǾŀƭƛŘŀǘƛƻƴ ŀƴŘ ǇǊŜǇŀǊŀǘƛƻƴ ƻŦ 
artefacts. Partners have begun defining pipelines that build images, perform basic consistency checks, and 
prepare them for deployment. This automation has reduced manual effort and minimised configuration errors 
prior to deployment on testbeds. 

From an operational perspective, the Image Repository now serves as the single source of truth for use-case 
images within 6G-PATH. The ELCM can reliably retrieve validated artefacts from the repository, or they can be 
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manually deployed by experimenters, ensuring consistency between what partners develop and what is 
deployed on the infrastructure.  

 

2.6 6G-PATH Testbed Repository 

The 6G-PATH Testbed Repository is a centralised service within the 6G-PATH architecture that maintains 
authoritative information about all registered testbeds. It acts as άthe single source of truthέ for testbed 
metadata, access endpoints, and monitoring resources, enabling consistent discovery and controlled access to 
testbeds across the platform. The repository is accessed programmatically via a REST API and is primarily 
consumed by the 6G-PATH Portal and other platform components through the Northbound Interface, in 
coordination with the AAA component. Its role is to ensure that authenticated users are presented only with the 
testbeds they are authorised to access, together with the necessary technical details to support experiment 
execution, monitoring, and result visualisation. 

The Testbed Repository supports the centralised registration and maintenance of testbed metadata, controlled 
exposure of testbed information based on user authorisation, provision of access endpoints required by the 
Portal to redirect users to testbed-specific services (ELCM Portal and Analytics Dashboard), and support for 
monitoring and analytics by storing references to monitoring databases and dashboards associated with each 
testbed. By decoupling testbed discovery and metadata management from the Portal and ELCM, the repository 
improves scalability, simplifies administration, and ensures consistency across multiple testbeds and 
experimenter entities. 

Access to the Testbed Repository is governed by the AAA component. Users must be authenticated and 
authorised before accessing any testbed information. Authorisation decisions are based on user group 
membership (e.g., experimenter or testbed groups) and on assigned roles (e.g., experimenter, testbed, and 
testbed-specific roles). As a result, Testbed operators can view and manage the metadata of the testbeds they 
own, and Experimenters (consortium partners or third-party users from Open Calls) can view only the testbeds 
for which they have been granted access and can use these details to run experiments. The Testbed Repository 
itself does not manage authentication credentials; instead, it relies on validated access tokens issued by the AAA 
component. 

Each testbed is described using a structured set of metadata fields (see Table 2). These fields are exposed through 
the repository API and presented to users via the 6G-PATH Portal UI. This extensible metadata model allows the 
Testbed Repository to support heterogeneous testbeds while maintaining a consistent interface for users and 
platform services. 

Table 2: Testbed Description Metadata 

Category Field Description 
Identification Testbed ID Unique identifier of the testbed within the 6G-PATH platform. 

Basic Information 
Testbed Name Human-readable name uniquely identifying the testbed. 

Owner/organisation Organisation responsible for operating and maintaining the testbed. 

Location Primary location Main geographical location of the testbed (e.g., city, country). 

Experimentation 
Scenarios 

Scenarios supported List of supported experimentation scenarios (e.g., indoor, outdoor, vehicular, 
pedestrian). 

Contacts and Notes 

Primary contact Contact information (name and email) of the technical or operational point of 
contact. 

Notes / special 
considerations 

Free-text field describing operational constraints, access conditions, or other 
relevant remarks. 

Infrastructure Details 

Compute capabilities Description of available compute resources (e.g., number of hosts, CPUs/cores, 
accelerators). 

Storage capabilities Description of storage resources (e.g., capacity and storage type). 

Virtualisation and 
orchestration tools 

Platforms used for virtualisation and orchestration (e.g., OpenNebula [24], 
Kubernetes). 
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Monitoring tools Monitoring solutions deployed in the testbed (e.g., Prometheus, Nemo Handy). 

Monitoring and Access 
URLs 

ELCM Portal URL Endpoint (IP: Port or URL) used by the 6G-PATH Portal to redirect authorised 
ǳǎŜǊǎ ǘƻ ǘƘŜ ǘŜǎǘōŜŘΩǎ 9[/a ƛƴǎǘŀƴŎŜΦ 

Monitoring database 
endpoint 

Endpoint of the monitoring database used to store experiment measurements 
(e.g., InfluxDB IP: Port). 

Analytics Dashboard URL Endpoint (IP: Port or URL) used by the 6G-PATH Portal to access experiment 
analytics and KPI/KVI dashboards. 

Network Details ς 5G 
Infrastructure 

Frequency bands Supported radio frequency bands (e.g., FR1, n78, mmWave). 

Cell types and 
transmission power 

Description of deployed cell types (e.g., microcells, picocells) and indicative 
transmission power. 

Deployment mode Network deployment mode (e.g., NSA, SA). 

Maximum bandwidth Maximum supported bandwidth per carrier. 

Network Details ς 
Capabilities 

Network slicing 
capabilities 

Description of supported slicing modes (static and/or dynamic). 

Radio configuration 
parameters 

List of APIs available for network configuration, control, or exposure. 

APIs for configuration and 
control 

List of APIs available for network configuration, control, or exposure. 

 

The Testbed Repository exposes a RESTful API that allows authorised components to retrieve testbed 
information. Typical operations include retrieving the list of testbeds accessible to the authenticated user and 
retrieving detailed metadata for a specific testbed. These APIs are consumed by the 6G-PATH Portal, which uses 
them to display the list of available testbeds after user authentication, retrieve testbed-specific URLs and 
metadata and redirect users to the corresponding ELCM Portal and Analytics Dashboard instances. Figure 6 
depicts a sequence diagram illustrating the interaction between external clients and the Testbed Repository. 

 

 

Figure 6: Testbed Repository API sequence diagram 

The Testbed Repository is accompanied by a web-based user interface that allows authorised users (typically 
testbed operators) to view and manage testbed entries, depicted in Figure 7. The UI supports the creation and 
update of testbed metadata, the validation of mandatory fields, and visual inspection of testbed capabilities and 
access endpoints. 
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Figure 7: Testbed Repository management Web view 

 

2.7 6G-PATH Analytics  

The Analytics follows a decentralised approach, where each testbed is responsible for independently deploying 
the required dashboard modules. Detailed deployment instructions are provided for each testbed owner to 
ensure consistency. The Analytics collects data and calculates KPIs (and/or KVIs if applicable). The Analytics 
ǊŜǘǊƛŜǾŜǎ Řŀǘŀ ŦǊƻƳ ŜŀŎƘ ǘŜǎǘōŜŘΩǎ сD-PATH Monitoring Database (e.g., InfluxDB) and calculates KPIs/KVIs based 
on the Experiment ID provided by the ELCM. The Experiment ID, supplied by the ELCM, allows users to select 
KPIs associated with specific testbed experiments they are authorised to access.  

Frontend Analytics is a dashboard for data visualisation that graphically renders KPIs/KVIs and experiment 
metrics. This dashboard allows users to interactively select KPIs/KVIs and visualise data from their experiments. 
The Analytics dashboard is seamlessly integrated with the 6G-PATH Northbound Interface, ensuring that users 
can only access and visualise data from the testbeds they are authorised to use, as verified by the AAA 
component.  

Each testbed maintains its own Monitoring Database to store experiment data, which is retrieved by Analytics 
for KPI/KVI calculation and visualisation. While the data collected will vary across testbeds, the information will 
follow a standardised structure, ensuring consistency and interoperability in storing and visualising the data. 
Although certain testbeds will offer unique metrics based on their specific infrastructure, there will also be a set 
of common KPIs/KVIs across all testbeds. This unified data structure is formalised to streamline querying, 
calculation, and visualisation, enabling a coherent user experience across the 6G-PATH testbed ecosystem. 

All testbeds are integrated with the REST endpoints and tools provided (Docker Compose, K8s YAML files, and 
Helm Charts22) for the data collector to transfer KPIs to the Portal for visualisation. Throughout the process, 
continuous support is provided for each testbed. 

The Backend Analytics service, implemented as a Spring Boot application23, is an intermediary between the 
frontend dashboard and the InfluxDB database in the testbeds. It provides a REST API endpoint that allows the 

                                                           

22  Helm Charts are a packaging format used in Kubernetes to simplify the deployment and management of applications. A Helm Chart is 
essentially a collection of files that describe a set of Kubernetes resources, enabling users to deploy complex applications with a single 
command. Helm, often referred to as the package manager for Kubernetes, uses these charts to streamline application management, 
versioning, and upgrades. For further details also see: https://helm.sh/docs/topics/charts/  

23  Spring Boot is a powerful framework for building web applications with minimal configuration. It simplifies the development process 
by providing a range of features and tools. For more details see, for example: https://www.baeldung.com/spring-boot-start  

https://helm.sh/docs/topics/charts/
https://www.baeldung.com/spring-boot-start
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dashboard to request specific Key Performance Indicators (KPIs) and Key Value Indicators (KVIs) for a given 
experiment, identified by its execution ID. Upon receiving such a request, the service forwards it to the InfluxDB 
database, fetches the relevant data, organises it into a standardised JSON format, and returns the processed 
data to the dashboard. 

The Analytics Dashboard is a React-based web application that provides visualisation and monitoring capabilities 
for the 6G-Path testbeds. It connects to the Northbound API and related backend services to display experiment 
results, KPIs, and system metrics. The interaction with other components is depicted in Figure 8. 

 

Figure 8: 6G-PATH Analytics Dashboard interaction with other 6G-PATH Framework components 

 

2.8 ELCM 

The ELCM 0 is the component that enables the execution and orchestration of experiments across the 6G-PATH 
testbeds. It enables the ŜȄŜŎǳǘƛƻƴ ƻŦ ŎƻƴŎǳǊǊŜƴǘ ŜȄǇŜǊƛƳŜƴǘǎ όŀƭƭƻǿƛƴƎ ǘƘŜ ƛǎƻƭŀǘƛƻƴ ƻŦ ǘƘŜ ǘŜǎǘōŜŘǎΩ ǊŜǎƻǳǊŎŜǎύΦ 
Experiments are defined as a set of test cases which, in turn, are described as the set of actions that must be 
performed to generate the desired results.  

These actions (for instance, executing a command, sending a request to an API, retrieving measurements, and 
delegating to another orchestration solution, among others) correspond to tasks implemented in the ELCM. The 
ELCM contains pre-defined tasks for many everyday actions that a testbed owner may need to execute to run a 
test case. In contrast, new tasks can be easily implemented by following simple guidelines. Once a test case has 
been defined, it can be exposed to experimenters via the ELCM Portal. At the same time, advanced users and 
testbed owners can use the ELCM APIs to control experiment execution directly. 

 

2.9 ELCM Portal 

The ELCM Portal 0 provides a unified interface for experimenters to ǳǎŜ ǘƘŜ ǘŜǎǘōŜŘǎΩ experimentation 
capabilities. For experimenters, this interface removes the complexity of creating test cases, limiting the 
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customisation to a pre-defined set of configurable parameters. For platform owners, it separates external users 
and the testbed capabilities, restricting access to the actual components.  

Internally, the ELCM Portal makes use of the ELCM APIs for retrieving information about the available test cases 
and for requesting the execution of experiments, while on the front-end it: 

¶ Implements user registration and authentication, integrated with the central portal through Keycloak to 
enable single sign-on and centralised user management, including access control for specific test cases. 

¶ Provides a graphical user interface for the definition of experiments. 

¶ Allows authorised users to modify and customise the test case code directly within the portal, enabling fine-
grained adaptation of experimentation logic without requiring external development tools. 

¶ Gives access to execution logs and results and to pre-configured Grafana dashboards for visualisation. 

Figure 9 depicts the ELCM Portal dashboard after the experiment is executed. 

 

 

Figure 9: ELCM Portal 
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3 Advanced features  

This section describes the advanced experimentation features provided by the 6G-PATH testbeds. The advanced 
features have been classified into five topics. For each topic, different implementations come from different 
partners. It includes the new advanced features introduced in the 6G-PATH project to extend and enrich the 
overall technical capabilities available for experimentation. Many of these features build on technologies 
developed in related projects, research initiatives, and industrial platforms and are incorporated into the 6G-
PATH ecosystem to άaddressέ advanced requirements across the cloud, edge, network, data, and AI domains.  

A high-level introduction of these features and their positioning within the project was previously provided in 
Deliverable D2.2 0. Further details on how these features are leveraged within specific UCs and experimentation 
scenarios will be provided in the forthcoming Deliverables D2.3 and D4.2, where their application and validation 
will be discussed in more detail. 

Table 3 presents an overview of the 6G-PATH complete set of advanced features, described in the next sub-
sections. 

Table 3: Advanced features per testbed 

Domain Feature Providers Testbeds TRL 

Security-as-a-Service CAPIF TEL UMA 7 

WireGuard Connectivity FOKUS FOKUS 6 

Policy Enforcer FOKUS Policy Enforcer FOKUS FOKUS 5 

ONEmNEF Policy Enforcer ONE ALB/IT 6 

Slice Manager FOKUS Slice Manager FOKUS FOKUS 5 

UMA Slice Manager UMA UMA 6 

ALB/IT Slice Manager ALB, IT ALB/IT 5 

OTE Slice Manager OTE OTE 5 

AU Slice Manager AU AU 5 

ORO Slice Manager ORO ORO 6 

Close Loop 
Coordinator 

MIRO Close Loop Coordinator ONE, ICT-FI FOKUS 5 

AI-as-a-Service KAU AIaaS KAU KAU 5 

ALB/IT AIaaS ALB/IT ALB/IT 5 

Cloud Native and 
Edge Computing 

Intelligent and Human-Centric Edge-to-Cloud 
Orchestration 

ONE, ICT-FI UMA 5 

Advanced Mobility-Aware Edge Computing IT, ALB IT/ALB 7 

Cloud-Native Health Platform FOKUS FOKUS 7 

Access and Flow 
Scheduling 

Monty Multi-flow Multi-access Scheduling KAU KAU 5 

Secure data storage, 
visualisation, and 
sharing 

Secure data storage, visualisation, and sharing OdinS IT/ALB, UMA 5 

Network 
Performance 
Monitoring 

Advanced Network Performance Monitoring IT, ALB IT/ALB 6 

HPE Aruba Network Observability and Metric 
Collection 

HPE UMA 9 

ORO Network Monitoring Platform ORO ORO 7 

Network 
orchestration (ZSM) 

Network Orchestration across Cloud-Edge-Core 
Continuum (ZSM) 

ORO ORO 6 

AI Data Management 
and Analytics 

OmniFabric Cloud-native Data and AI platform CS UMA, IT/ALB 7 
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3.1 CAPIF  

The Common API Framework (CAPIF) is designed to provide a standardised and secure way for network functions 
and services in 5G networks to expose and consume APIs. The CAPIF API, as defined by the standard, describes 
how third parties can safely access the APIs exposed by CAPIF. The process of how an invoker (or client) obtains 
an authorisation token from the CAPIF services and uses it to access APIs is explained below and depicted in 
Figure 10. It is a seamless but secure system that simplifies API interactions while maintaining strict authorisation 
standards. 

 

Figure 10: Workflow of the usage of CAPIF 

The CAPIF is integrated into the 6G-PATH experimentation environment as a Security-as-a-Service (SECaaS) 
feature to enable controlled, secure exposure of APIs across distributed testbeds. This approach allows 
experimenters and internal services to access APIs uniformly while ensuring authentication, authorisation, and 
traceability across the entire 6G-PATH infrastructure. 

The CAPIF Central instance is deployed and exposed in Cloudsigma (CS), acting as the single authorisation 
authority for API access across all participating facilities. Application Enabler Functions (AEFs) exposing APIs are 
deployed in different 6G-PATH testbeds. These AEFs register their APIs with CAPIF and rely on CAPIF-issued 
tokens to enforce access control. API consumers, regardless of their physical location, interact with CAPIF Central 
to obtain authorisation before invoking any protected API. The deployment is represented in Figure 11. 
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Figure 11: OpenCAPIF deployment and interaction with 6G-PATH facilities 

CAPIF provides mechanisms for secure client registration, authentication, and authorisation. Clients are 
identified using a client identifier and secret, which are issued during the registration phase. Authentication is 
performed over secure channels using HTTPS and can be strengthened through mutual TLS when required. 
Authorisation is based on scopes, which define the APIs and operations a client is permitted to access. Upon 
successful authentication and authorisation, CAPIF issues an access token, typically a JSON Web Token24 (JWT), 
containing the client identity, authorised scopes, and token validity period. 

API access enforcement is performed at the Application Enabler Function level. When invoking an API, the client 
includes the CAPIF-issued token as a Bearer token in the HTTP Authorization header. Each AEF validates the 
received token by verifying its signature, checking its expiration time, and ensuring that the authorised scopes 
match the requested API operation. CAPIF is not involved in the data path and does not proxy API traffic, allowing 
AEFs to independently enforce access control. 

 

3.2 WireGuard Connectivity 

The security-as-a-service component is developed to provide secure connectivity between central and edge 
nodes. This connectivity is limited to edge nodes and third-party Integrators, providing a secure communication 
channel between the core and an external application function over public infrastructure. The network tunnel 
protocol WireGuard25 [19] provides security for communication. The server is deployed in Fraunhofer FOKUS 
premises. For security reasons, this component is internal and will not be exposed to external services via APIs. 
Fraunhofer FOKUS personnel must generate access configurations for edge nodes or on-demand third-party 
integration. 

Figure 12 depicts how this component provides secure connectivity between central and edge nodes, with an 
extended scope to support multi-site deployments. The component enables protected communication between 
edge nodes and approved third-party integrators, ensuring a secure communication channel between the core 

                                                           

24  JSON Web Tokens (JWT) are a compact, URL-safe method for securely transmitting claims between two parties. These claims are 
encoded as a JSON object and digitally signed using JSON Web Signature (JWS), ensuring data integrity and authenticity. More details 
can also be found at: https://www.jwt.io/   

25  WireGuard is an open-source protocol for creating secure Virtual Private Networks (VPNs). It encrypts data within a Wireguard tunnel 
using advanced cryptographic methods. Originally built into the Linux kernel in 2020, it is now available for many operating systems. 
For further details also see, inter-alia: https://nordlayer.com/learn/vpn/wireguard/  

https://www.jwt.io/
https://nordlayer.com/learn/vpn/wireguard/
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infrastructure and external application functions over public networks. This setup allows geographically 
distributed sites to be securely interconnected while maintaining a consistent security model across the testbed. 

 

Figure 12: Wireguard network overlay architecture 

This component enables scalable interconnection of multiple sites, enabling secure, distributed operation of the 
testbed while preserving the established security architecture. In addition, this secure connectivity framework is 
actively used by OpenCall#1 winners to support the integration and testing of their extensions within the testbed 
environment. By providing controlled and secure access to the core and edge components, the Security-as-a-
Service component enables external innovators to deploy, validate, and experiment with their solutions without 
compromising the integrity of the underlying infǊŀǎǘǊǳŎǘǳǊŜΦ ¢Ƙƛǎ ŘŜƳƻƴǎǘǊŀǘŜǎ ǘƘŜ ŎƻƳǇƻƴŜƴǘΩǎ ŜŦŦŜŎǘƛǾŜƴŜǎǎ 
in supporting collaborative development, third-party integration, and experimental validation within the project 
ecosystem. 

 

3.3 FOKUS Policy Enforcer  

The Policy Enforcer, deployed at the FOKUS testbed, is an implementation of an Application Function (AF), 
designed by Fraunhofer FOKUS, to enforce network policies for user equipment (UEs), enabling efficient 
connectivity management and data routing. The AF is based on 3GPP Release 16 specifications26 and supports 
the Traffic Influence API, with UEs identified by their IP addresses. This !CΩs primary focus is to enable traffic 
steering capabilities and incorporate QoS-related policy enforcement. 

The AF supports the creation and deletion of policy subscriptions, which can be triggered either through an 
integrated command module or via a JSON-RPC27 API. Since the Network Exposure Function28 (NEF) of 
Open5GCore [18] initially supports UE identification by IP address, all AF requests rely on this identification 
method. The NEF supports the Traffic Influence API as specified in 3GPP TS 29.522 Error! Reference source not 
ound. with plans to extend support for QoS enforcement and UE identification using the GPSI29 (Generic Public 
Subscription Identifier). The overall request flow is illustrated in Figure 13. 

                                                           

26  In 3GPP Release 16 (R16), the wireless network standards body, enhanced the capabilities of 5G to support several improvements to 
the NR air interface, including unlicensed spectrum in the millimeter wave (mmW) range and improved support for the Industrial 
Internet of Things (Industrial IoT) and Ultra-Reliable Low Latency Communications (URLLC). Further details can also be found at: 
https://www.3gpp.org/specifications-technologies/releases/release-16  

27  JSON-RPC (JavaScript Object Notation-Remote Procedure Call) is a remote procedure call (RPC) protocol encoded in JSON. It is similar 
to the XML-RPC protocol, defining only a few data types and commands. JSON-RPC allows for notifications (data sent to the server 
that does not require a response) and for multiple calls to be sent to the server which may be answered asynchronously. 

28  The Network Exposure Function (NEF) is a key component in the emerging 5G network architecture that enables the secure and 
controlled exposure of network services to external applications and systems. As 5G networks are designed to support a wide range 
of use cases, including Internet of Things (IoT) applications, mission-critical services, and high-bandwidth multimedia content, the NEF 
plays a crucial role in facilitating the dynamic and flexible interactions between network operators and third-party developers. 

29  The GPSI is a standardised identifier used in the context of public cellular networks (such as 3GPP networks) to simplify communication 
between different network operators and service providers. Its primary purpose is to enable subscribers to change operators or 

https://www.3gpp.org/specifications-technologies/releases/release-16
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Figure 13: FOKUS Policy Enforcer: Traffic Influence Flow 

When the AF issues a traffic-ƛƴŦƭǳŜƴŎŜ ǊŜǉǳŜǎǘΣ ƛǘ ǎŜƴŘǎ ǇŀǊŀƳŜǘŜǊǎΣ ǎǳŎƘ ŀǎ ǘƘŜ ¦9Ωǎ Lt ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ǘŀǊƎŜǘ 
DNS configuration, to the NEF. Upon receiving the request, the NEF stores it in the subscription table and 
translates the information into an Npcf_PolicyAuthorization object for further processing. If an error occurs 
during processing, the NEF responds with a 500 status code or other error codes defined in the specification; 
otherwise, it returns a 204 success response. The NEF then forwards the request to the Policy Control Function30 
(PCF), which creates the corresponding policy and pushes it to the Session Management Function31 (SMF). The 
SMF enforces the policy and configures the User Plane Function32 (UPF) to update the data path, enabling 
changes in traffic routing for the UE without requiring any explicit action from the UE itself. 

Additionally, the Policy Enforcer was extended to support QoS enforcement in addition to traffic influence, 
thereby significantly enhancing its functional scope. With this update, the AF supports both the Traffic Influence 

                                                           

service providers without having to alter their phone number or other subscriber identifiers. The GPSI is typically associated with data 
networks outside the 3GPP system. It serves as a means of addressing a 3GPP subscription in these external data networks. The GPSI 
can be thought of as a public identifier that allows seamless interaction across different network domains. 

30  The Policy Control Function (PCF) in 5G is a sophisticated entity that combines policy definition, decision-making, and enforcement to 
manage and optimise network resources, ensure QoS, and control user access in real-time. Its dynamic nature allows it to adapt to 
changing network conditions and user requirements, providing a flexible and efficient mechanism for policy management in 5G 
networks. 

31   The Session Management Function (SMF) is a critical component of the 5G Core (5GC) network, responsible for managing Protocol 
Data Unit (PDU) sessions and ensuring seamless communication between the control and user planes. It plays a pivotal role in the 
Service-Based Architecture (SBA) of 5G by handling session establishment, modification, and termination. 

32  In 5G Core (5GC) networks, the User Plane Function (UPF) is a key component responsible for handling user data traffic τ the actual 
packets sent and received by devices τ as opposed to control signalling. Essentially, it connects the 5G radio network (gNB) with the 
data network (DN), overseeing how user traffic flows, ensuring Quality of Service (QoS), and managing packet routing. 
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API and the associated callback mechanisms for status and state change notifications. These callbacks enable 
external consumers to be informed about the current state of the user and the applied policies, improving 
transparency and observability for integrated applications. 

When the AF issues a QoS enforcement request, it follows a request flow similar to the traffic influence procedure 
and uses comparable API interactions with the NEF. The request includes the UE identification information and 
the required QoS parameters to be applied. Upon receiving the request, the NEF validates and stores the 
subscription information and translates the received data into the corresponding Npcf_PolicyAuthorization 
object for further processing. In case of processing errors, appropriate error responses, such as a status code 500 
or other specification-defined error codes, are returned; otherwise, a 204 success response is sent back to the 
AF. 

Once the request is successfully handled by the NEF, it is forwarded to the Policy Control Function (PCF), which 
creates or updates the relevant QoS policies. These policies are then pushed to the Session Management 
Function (SMF) for enforcement. The SMF applies the policies by configuring the necessary rules on the User 
Plane Function (UPF) and triggers state-change notifications to the NEF and AF, enabling external consumers to 
be informed of the current policy status. This mechanism allows QoS policies to be dynamically enforced and 
monitored without requiring any explicit action from the UE, while maintaining consistency with the existing 
traffic influence API workflow. The flow for the QoS enforcement request is depicted in Figure 14. 

 

Figure 14: FOKUS Policy Enforcer - QoS Request Flows 
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Supporting these new capabilities required corresponding enhancements to the core network functions. The NEF 
and PCF were updated to support the relevant QoS-related APIs, while the SMF was extended to trigger state-
change notifications toward the NEF and the AF. Together, these updates enable end-to-end QoS policy 
enforcement and dynamic feedback to external systems, demonstrating the evolution of the Policy Enforcer from 
a traffic steering component to a more comprehensive policy control and notification mechanism in the current 
extended development. 

 

3.4 ONEmNEF Policy Enforcer 

¢ƘŜ hb9Ƴb9C όhƴŜ{ƻǳǊŎŜΩǎ aƛŎǊƻǎŜǊǾƛŎŜ-based Network Exposure Function) serves as the Policy Enforcer 
within the IT testbed, enabling secure, efficient interactions between external Application Functions (AFs) and 
the 5G Core (5GC). Built on a scalable, cloud-native microservice architecture, it aligns with 3GPP Releases 16 
and 1733, facilitating dynamic orchestration and secure network exposure to authorised third-party applications. 
Beyond its role in network exposure, ONEmNEF enforces policies to ensure AF compliance with predefined 
network policies, offering advanced features such as QoS Control and Traffic Influence. 

The integration of the Network Exposure Function in question can be divided into three main sections: the 
standard NEF API, the AFs supported by the testbed that will leverage ǘƘŜ b9CΩǎ ŎŀǇŀōƛƭƛǘƛŜǎΣ ŀƴŘ ǘƘŜ рD /ƻǊŜΦ 
Between the external Application Functions (AF) and the NEF, the architecture includes a Load Balancer and a 
Proxy for Northbound communication, with the same configuration on the Southbound side.  

As shown in Figure 15Σ ǘƘŜ b9CΩǎ άŎƻǊŜέ ŎƻƳǇǊƛǎŜǎ ǎŜǾŜǊŀƭ ŘƛǎǘƛƴŎǘ ŎƻƳǇƻƴŜƴǘǎ ŎŀǘŜƎƻǊƛǎŜŘ ƛƴǘƻ ŦƻǳǊ ƎǊƻǳǇǎΥ ǘƘŜ 
northbound gateway, southbound gateway, NEF API services, and database-related services. Additionally, a 
crucial message broker component facilitates communication between services and ensures scalability, as does 
a database to store requests and subscription data. The message broker lies at the centre of the NEF architecture, 
acting as a hub that links various components. It facilitates the flow of requests from the Northbound Gateway 
to the Southbound Gateway via the API services, performing necessary validations and payload conversions for 
core service requests. Utilising a message broker for inter-service communication optimises NEF performance by 
distributing load across multiple instances of the same service. 

 

Figure 15: ONEmNEF High-Level Architecture 

Two Northbound APIs [8] have been leveraged in the context of 6G-PATH: 

¶ QoS Control: The Quality of Service (QoS) Control service manages requests to create sessions with the 
specified QoS parameters (0, [7]).  

¶ Traffic Influence: The Traffic Influence service plays a crucial role in handling requests from Application 
Functions that pertain to the creation, update, or deletion of a "TrafficInfluenceSubscription". This endpoint 
allows service or user routing between public and private domains, enables edge deployments and resource 
allocation, and does so through the re-routing of UPFs. Upon receiving a POST request to create a 

                                                           

33 For further information see: https://www.3gpp.org/specifications-technologies/releases/release-17     

https://www.3gpp.org/specifications-technologies/releases/release-17
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subscription, a validation process is initiated. If the request is invalid, the Network Exposure Function 
responds promptly with a "400 Bad Request" status code. Conversely, when the request is valid, the NEF 
takes distinct actions depending on the nature of the values contained within the payload 0. 

QoS Control 

When an AF intends to initiate, update, or terminate a session with particular QoS requirements, it sends a 
request to the NEF (see Figure 16). Upon receiving this request, the NEF diligently verifies the payload for validity. 
If the payload άmeetsέ the necessary criteria, the NEF will transmit a corresponding request to the Policy Control 
Function (PCF) to establish the session and align the QoS settings. This involves carefully mapping values from 
ǘƘŜ !CΩs request to the new request intended for the PCF. Conversely, if the request is invalid, the NEF promptly 
responds with a "400 Bad Request" status 0. 

 

Figure 16: QoS control sequence diagram 

Upon receiving a response from the PCF, the NEF takes the appropriate action based on the outcome. If the PCF 
successfully fulfils the request, the NEF creates an "AsSessionWithQoSSubscription" resource. Subsequently, the 
NEF responds to the AF, conveying this resource within the response payload. If the PCF returns an error code 
during the process, the NEF promptly informs the AF of the relevant error details 0. The functionality of this 
endpoint was tested in the IT-ALB testbed and on smartphones and modems connected to a SA B5G network. 
The PCF supported Video and Audio service types, allowing the AF to control QoS with IP, port, and protocol 
granularity. While the subscription remains active, the NEF stands ready to receive notifications. As notifications 
are received, the NEF acts as a conduit, forwarding them to the AF to maintain seamless communication. For a 
visual representation of this process, refer to Figure 16, which clearly illustrates the described workflow. For this 
flow to act on the network, the PCF must forward the rules to the User Plane Function (UPF) and the Radio Access 
Network (RAN). In the latter, the session modification capabilities must be present for the requested QoS to be 
applied. 

Traffic Influence 

The Traffic Influence service plays a crucial role in handling requests from Application Functions to create, 
update, or delete a "TrafficInfluenceSubscription". This endpoint allows service or user routing between public 
and private domains, enables edge deployments and resource allocation, and does so by re-routing UPFs.  Upon 
receiving a POST request to create a subscription, a validation process is initiated. If the request is invalid, the 
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Network Exposure Function responds promptly with a "400 Bad Request" status code. Conversely, when the 
request is valid, the NEF takes distinct actions based on the nature of the values in the payload 0. If the request 
is directed towards a single User Equipment (UE), the NEF may retrieve the respective PCF information from the 
Binding Support Function (BSF). Subsequently, the NEF requests the PCF's "Npcf_PolicyAuthorization" service to 
create an "ApplicationSessionContext." This process is depicted in Figure 17, which illustrates the workflow. 

 

 

Figure 17: Traffic influence sequence diagram (AF identified by UE address) 

In cases where the payload does not contain information identifying the UE address, the NEF interacts with the 
User Data Management34 (UDM) function to retrieve either the Subscription Permanent Identifier35 (SUPI) or the 
External Group Identifier, depending on whether the UE is an individual or a group of UEs. Upon successful 
retrieval, the NEF sends a request to the Unified Data Repository36 (UDR) through the "Nudr_DataRepository" 
service. This process is visually represented in Figure 18. 

To select the target UPF for a UE, a group of UEs, or a service, the network operator must define a Data Network 
Access Identifier37 (DNAI) and associate it with ŀ ¦tCΦ ¢Ƙƛǎ 5b!LΣ ƛŦ ǇǊŜǎŜƴǘ ƛƴ ǘƘŜ !CΩǎ ǇŀȅƭƻŀŘΣ ǿƛƭƭ άmapέ the 
desired traffic to the intended UPF whilst maintaining a default route through the original UPF. The endpoint 
setup and validation were performed in the IT-ALB testbed using a simulated B5G SA network. 

 

                                                           

34  In 5G, the User Data Management (UDM) function is an essential component within the 5G core network architecture that is 
responsible for the management of user-related data and authentication processes.  

35  ¢ƘŜ {¦tL ƛǎ ǘƘŜ рD ǎȅǎǘŜƳΩǎ ǇǊƛƳŀǊȅΣ ǇŜǊƳŀƴŜƴǘ ƛŘentifier that uniquely represents a subscriber in their home network. It is the direct 
successor to the IMSI (International Mobile Subscriber Identity) used in 2G/3G/4G. The SUPI is securely stored in the subscriōŜǊΩǎ 
USIM (or eSIM) and in the Unified Data aŀƴŀƎŜƳŜƴǘ ό¦5aύ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ƘƻƳŜ ƴŜǘǿƻǊƪΩǎ ŎƻǊŜΦ 

36  The Unified Data Repository (UDR) is a critical component of the 5G Service-Based Architecture (SBA). It serves as a centralized, cloud-
native database for storing and managing various types of data, including subscription, authentication, service authorization, policy 
data, session binding, and application state information. This repository enables seamless data access and management across 
network functions (NFs) without requiring knowledge of the underlying database location. 

37  DNAI identifies specific data network access point that a User Equipment (UE) connects to. It enables the efficient routing and delivery 
of data to the appropriate data access network. This supports advanced services like multi-access edge computing (MEC).   
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Figure 18: Traffic sequence diagram (AF instance not identified by UE address) 

 

3.5 FOKUS Slice Manager 

The FOKUS Slice Manager was introduced as a new extension that enables dynamic management of user slice 
associations. Its primary function is to allow the registration, modification, and deregistration of network slices 
for individual users through a set of dedicated APIs. These APIs provide external consumers with a standardised 
mechanism to perform slice booking operations, enabling flexible assignment and reassignment of users to 
different slices based on service requirements. 

The FOKUS Slice Manager is designed to be easily consumed by third-party applications and integrated with the 
OpenCall#1 extensions, supporting the slice booking use case through CAMARA-compatible38 APIs. This 
integration enables external applications to interact with the underlying slice management functionality in a 
unified, technology-agnostic manner. By enabling controlled and programmable slice assignment, the Slice 
aŀƴŀƎŜǊ ŜƴƘŀƴŎŜǎ ǘƘŜ ǘŜǎǘōŜŘΩǎ ŀōƛƭƛǘȅ ǘƻ ǎǳǇǇƻǊǘ ŀŘǾŀƴŎŜŘ ŜȄǇŜǊƛƳŜƴǘŀǘƛƻƴ ŀƴŘ ǾŀƭƛŘŀǘƛƻƴ ƻŦ ǎƭƛŎŜ-aware 
services within the project ecosystem. 

 

3.6 UMA Slice Manager 

The slice manager in the UMA testbed is based on Nokia's NaC (Network as a Code) solution39. The APIs exposed 
by NaC are used to manage slices and were previously introduced in the deliverable D2.1 [29]. This section 

                                                           

38  CAMARA is an open source project within Linux Foundation to define, develop and test the APIs. CAMARA works in close collaboration 
with the GSMA Operator Platform Group to align API requirements and publish API definitions. Harmonization of APIs is achieved 
through fast and agile created working code with developer-friendly documentation. API definitions and reference implementations 
are free to use (Apache2.0 license). For more details see: https://camaraproject.org/  

39  Nokia's Network as Code platform brings together networks from around the globe, along with systems integrators and software 
developers, into a unified ecosystem. It draws inspiration from industry initiatives like the GSMA Open Gateway and the Linux 

https://camaraproject.org/
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provides example code for accessing specific APIs related to IMSI management, network slices, QoS profiles, and 
radio status. The NaC server-client architecture leverages RESTful APIs to allow seamless integration of network 
capabilities into applications. This architecture enables applications to interact with network resources and 
features as needed, abstracting away the complexities of network management.  

The NaC server is a centralised provider that exposes network capabilities through REST APIs. These APIs allow 
clients to interact with various network functionalities, such as Quality of Service (QoS) and network slicing (see 
Figure 19). On the client side, applications connect to the NaC server using a Python-based NaC library or 
Software-Defined Kit (SDK), which provides ready-to-use methods for making API calls. This library simplifies 
client interactions, enabling developers to request network features without needing to understand the 
underlying network infrastructure. Clients initiate requests (e.g., adjusting network QoS or checking device 
location) via API calls. The SDK abstracts away HTTP handling, so developers call functions within their application 
code. The server processes the request and returns a response in JSON or XML format.  

 

Figure 19: NaC client-server communication workflow 

 

The final release of the Slice Manager in the UMA testbed consolidates the initial prototype into an operational 
tool aimed at repeatable experimentation. Compared to the initial version, the final release strengthens 
configuration handling, provides a complete operator workflow through a web interface, and improves 
observability by integrating monitoring views for the different 5G cores used in the testbed. 

The final release introduces a web interface for operating on real radio configurations, reducing the risk of direct 
changes. The current configuration snapshot (backup) can be retrieved.  This allows the experimenter to 
download the current radio configuration to consult it and store it locally as a safety snapshot. The experimenter 
can navigate to the radio parameters and consult the configuration. The only parameters that can be modify is 
the ones related to the resources assigned to the different slices defined in the radio (see Figure 20). 

                                                           

Foundation's CAMARA project. Further information can be found at: https://www.nokia.com/programmable-networks/network-as-
code/  

https://www.nokia.com/programmable-networks/network-as-code/
https://www.nokia.com/programmable-networks/network-as-code/
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Figure 20: Radio configurations navigation menu 

The lice-related objects expose editable scheduler quota limits that regulate radio resource sharing 
(minimum/maximum bounds). The user can inspect and modify these parameters from a dedicated slice 
configuration view, apply changes in a controlled manner, and persist them through authenticated procedures. 
In addition, the final release integrates a dedicated monitoring dashboard for the different 5G core deployments 
used in the testbed, the Athonet monitoring. This dashboard provides infrastructure KPIs such as CPU, RAM, disk 
and network utilisation. Metrics are retrieved from the monitoring stack with authenticated access and stored 
for later analysis (see Figure 21). 

 

 

Figure 21: Parameters monitored in the 5G core network 

The final release evolves the prototype into a practical experimental tool, providing a more user-friendly 
interface, reducing manual errors, and improving traceability through the management of configuration 
snapshots and access to monitoring data. 
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3.7 ALB/IT Slice Manager 

The Slice Manager at the ALB-IT testbed is the component responsible for managing 5G end-to-end network 
slicing. It integrates with the ELCM local deployment in the testbed, which receives data from the Data 
Aggregators and Collectors. This data provides insights from the 5G Core and the Radio Access Network (RAN), 
such as a UEΩs IP address and its throughput. This component receives the data with requirements and 
creates/updates/deletes the slices in the RAN and the CORE on demand. The slice operations can implement any 
logic the operator desires, with the necessary complexity. It also allows isolating operations and executing 
multiple operations in parallel or in a serialised manner. The slice manager provides an interface between a Kafka 
interface northbound on the 6G-PATH project and the core network functions below, permitting the modification 
of traffic flows on demand (see Figure 22).  

 

Figure 22: Architecture of Slice Manager integration 

The Slice manager resides on OSM, and it is comprised of two components: 

¶ Northbound interface: it receives the Kafka requests from an exterior Kafka producer, and after analysis, it 
implements the required modifications (CRUD) of slices on the network layer as well as specific traffic 
modification flows. 

¶ Southbound interface: it carries out the actions following requests on the northbound interface. This is 
achieved through remote requests from the OSM into the Open5GS platform40. Each modification performed 
remotely on the Open5GS platform will require a change to the Open5GS database to άreflectέ the new 
characteristics of the traffic flow and to ensure the persistence of these new properties. Furthermore, it can 
issue remote requests to the NEF, which serves as the gateway for the Open5GS deployment. 

The reception of an answer to the northbound request involves the use of the same Kafka topic for the answer, 
and so the northbound interface is at the same time a consumer and a producer for the same Kafka topic ς a 
necessity if we need to involve the ELCM for the dialogue capture because it traps only one topic ς it follows only 
one Kafka dialogue. 

                                                           

40  Open5GS is an advanced, open-source project designed for building and managing a NR/LTE mobile network. Whether 
the network owner is setting up a private network for testing, research, or deployment, Open5GS offers a robust solution 
for configuring both 5G (NR) and LTE (evolved) networks. Also see: https://open5gs.org/  

https://open5gs.org/
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To create a new slice on srsRAN41 or CableFree42, we would send the following JSON to the northbound Kafka 
interface. If success is achieved, the slice manager would reply with parameters defining the slice from the 
srsRAN. This process is further depicted in Figure 23. If our intention is to provide a switch from the Open5GS 
target networks, we can perform a request through Kafka. 

 

 
Figure 23: Slice creation flow diagram 

 

For QoS provisioning, the Slice Manager will send its requests to the NEF (partner extension from OneSource). 
The request to the NEF follows 3GPP standards, for the request Nnef_AsSessionWithQoS defined in 3GPP TS 
3GPP TS 29.122 Error! Reference source not found.. The request is then forwarded to PCF, which will apply the 
olicy in the core and RAN. This request format applies to one UE per request, but can be repeated as many times 
as needed for as many UEs. 

 

3.8 OTE Slice Manager 

Within the scope of the 6G-PATH project, a slice management solution was implemented to automate the 
processing of network performance measurement data and to structure the representation of slice and CPE 
performance conditions. The implementation is based on real test data and supports automated slice-
management actions driven by continuous-monitoring results. 

The implemented slicing mechanism is based on three main components: the Slice Manager, the adaptor and 
the Monitoring Tool (see Figure 24). The Slice Manager handles the creation, update, and removal of network 
slices and shares information about the available slices and their configuration with the adaptor. 

The adaptor is responsible for making decisions about slice changes. It combines slice information with real-time 
data from the Monitoring Tool, which measures network performance KPIs across the 5G Core, the RAN, and the 

                                                           

41  The srsRAN Project is an open-source 5G CU/DU from SRS. It is a complete RAN solution compliant with 3GPP and O-RAN Alliance 
specifications. The srsRAN Project includes the full L1/2/3 stack with minimal external dependencies. For further details see: 
https://www.srslte.com/  

42  For more related information see, for example: https://www.cablefree.net/  

https://www.srslte.com/
https://www.cablefree.net/
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UE (for the needs of UC-CITIES 2, the UE is a robot). Based on predefined criteria and simple rules, the adaptor 
checks whether the current slice still meets the required performance. 

When the performance is not satisfactory, the adaptor requests a slice change from the Slice Manager. This 
interaction enables automatic, dynamic slice management based on current network conditions. 

 

Figure 24: Automated slice management in a network end-to-end architecture 

To enable consistent evaluation and comparison of performance conditions, the concept of performance images 
was introduced. An image represents a logical abstraction of the observed state of a network entity, derived 
directly from measurement data. The solution utilises active TWAMP measurements, where a TWAMP initiator 
performs test runs and generates intermediate measurement results during test execution. Two types of reports 
are supported. Real-time reports are transmitted every 5 seconds upon request after the test has started, while 
performance management reports are generated at configurable intervals of 1, 5, or 15 minutes. The statistical 
values included in each report correspond to the respective reporting interval. Both report types contain the 
same set of measured parameters and are distinguished exclusively through the report-type tag, which is set to 
άǊǘέ ŦƻǊ ǊŜŀƭ-ǘƛƳŜ ǊŜǇƻǊǘǎ ŀƴŘ άǇƳέ ŦƻǊ ǇŜǊŦƻǊƳŀƴŎŜ ƳŀƴŀƎŜƳŜƴǘ ǊŜǇƻǊǘǎΦ ¢ƘŜ ƎŜƴŜǊŀǘŜŘ ¢²!at ƳŜŀǎǳǊŜƳŜƴǘ 
data are received by the Slice Manager through the NetworkSense API/listener interface. Upon reception of 
incoming data, the orchestrator parses the reports and extracts the relevant performance parameters. The 
extracted values are then evaluated against specific network parameters, which may be predefined statically 
and/or defined dynamically within the system configuration. 

Based on this evaluation process, performance images are formed for both network slices and CPEs. Each image 
άreflectsέ the current performance condition of the corresponding entity, as derived from the processed 
measurement data. According to the outcome of the parameter comparison, slices and CPEs are characterised 
ŀǎ ŜƛǘƘŜǊ άǎǘǊƻƴƎέ ƻǊ άǿŜŀƪέΦ ¢ƘŜ ǊŜǎǳƭǘƛƴƎ ƛƳŀƎŜ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ ƛǎ ǳǎŜŘ ǘƻ ǎǳǇǇƻǊǘ decisions on slice management. 
In particular, the implemented logic enforces the association of a CPE ŎƘŀǊŀŎǘŜǊƛǎŜŘ ŀǎ άǿŜŀƪέ ǿƛǘƘ ŀ ƴŜǘǿƻǊƪ 
slice characterised ŀǎ άǎǘǊƻƴƎέΦ ¢Ƙƛǎ ŀǎǎƻŎƛŀǘƛƻƴ ƛǎ ŘŜǊƛǾŜŘ ŘƛǊŜŎǘƭȅ ŦǊƻƳ ǘƘŜ ŜǾŀƭǳŀǘŜŘ ƳŜŀǎǳǊŜƳŜƴǘ Řŀǘŀ ŀƴŘ 
reflects the operational policy applied within the implemented solution. 

 

3.9 ASTON Slice Manager 

The ASTON Slice Manager (SM) delivers end-to-end (E2E) network slicing in multi-tenant, multi-domain 5G/6G 
environments. Its goal is to create an adaptable, interoperable, and flexible network-slicing framework to 
support the complex requirements of 6G deployments. To achieve this, the SM must provide a robust slicing-
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control solution capable of managing the diverse array of programmable network devices and technologies in 
the data plane. 

 

Figure 25: ASTON Slice Manager Architecture Overview 

 

The SM includes three core components, as depicted in Figure 25, each playing a crucial role in enabling the 
system's overall functionality: 

¶ SM North-Bound Interface (NBI) - API REST: The Slice Manager offers a North-Bound Interface (NBI) through 
a REST API, utilising JSON messages for communication. This interface allows upper-layer components, such 
as orchestration platforms, to interact with the SM seamlessly. 

¶ E2E Slice Engine: The E2E Slice Engine manages network slices actively enforced in the data plane. It provides 
slicing capabilities to upper layers by utilising detailed network topology data supplied by the Topology 
Inventory Agent. This agent ǇǊƻǾƛŘŜǎ ǘƘŜ {a ǿƛǘƘ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǾƛŜǿ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪΩǎ ǎǘǊǳŎǘǳǊŜΣ ŜƴŀōƭƛƴƎ 
efficient decision-making on where to apply slices for an optimal E2E deployment. Once the Slice Engine 
ŘŜǘŜǊƳƛƴŜǎ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ǎƭƛŎŜ ǇƭŀŎŜƳŜƴǘΣ ƛǘ ǎŜƴŘǎ ŀ άǘŜŎƘƴƻƭƻƎȅ-ŀƎƴƻǎǘƛŎ ǎƭƛŎŜ ŘŜŦƛƴƛǘƛƻƴέ ǘƻ ǎǇŜŎƛŦȅ 
actions like creating, deleting, or associating network flows with specific slices. 

¶ Slice Controller Agent (SCA): The SCA serves as the South-Bound Interface (SBI) for the Slice Manager, acting 
as a distributed component deployed across the infrastructure nodes that may host network slices. The SCA 
provides programmability for the underlying technologies and network interfaces in the data plane (DP), 
particularly for the lifecycle management of network slices. It άabstractsέ the complexity of the data plane, 
presenting a unified API to upper layers while utilising specific slicing enablers. The SCA translates the 
άǘŜŎƘƴƻƭƻƎȅ-ŀƎƴƻǎǘƛŎ ǎƭƛŎŜ ŘŜŦƛƴƛǘƛƻƴέ ƳŜǎǎŀƎŜǎ ŦǊƻƳ ǘƘŜ 9н9 {ƭƛŎŜ 9ƴƎƛƴŜ ƛƴǘƻ άǘŜŎƘƴƻƭƻƎȅ-dependent slice 
ŜƴŦƻǊŎŜƳŜƴǘέ ŀŎǘƛƻƴǎΣ ŜȄŜŎǳǘŜŘ ŀǘ ǘƘŜ Řŀǘŀ ǇƭŀƴŜ ƭŜǾŜƭ ǘƻ ŎǊŜŀǘŜΣ ŘŜƭŜǘŜΣ ƻǊ ƳƻŘƛŦȅ ǎƭƛŎŜǎ ŀǎ ƴŜŜŘŜŘΦ 

This architecture enables a scalable, flexible approach to managing network slicing in advanced multi-tenant, 
multi-domain environments, laying the groundwork for a dynamic, responsive 6G infrastructure. The underlying 
technologies supported and exposed by the Slice Controller Agent are Linux TC, OpenVSwitch43 [25], 

                                                           

43  Open vSwitch is a production quality, multilayer virtual switch licensed under the open source Apache 2.0 license. It is designed to 
enable massive network automation through programmatic extension, while still supporting standard management interfaces and 
protocol. Also see: https://www.openvswitch.org/  

https://www.openvswitch.org/
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OpenAirInterface44 FlexRAN45, and the Nokia UDR API. The North-Bound interface of the Slice Manager is 
integrated with OpenCAPIF and exposed via an OpenCAPIF GW to standardise them for the 6G ecosystem. 

 

3.10 ORO Slice Manager 

The ORO testbed is a pre-6G testbed supporting multiple slice types (eMBB, URLLC), enabling simultaneous multi-
slice connectivity for individual users. It offers high availability through redundant infrastructure, flexible 
virtualisation with OpenStack46 and Kubernetes, edge computing for low-latency services, integrated real-time 
monitoring, and GPU resources for AI/ML applications. ORO testbed architecture includes 5G, a virtualised 5G 
Core with advanced slicing and security, a high-availability transport network, flexible virtualisation and 
orchestration using OpenStack, Kubernetes, and ETSI OSM47, and edge nodes for low-latency processing close to 
users. 

 

Figure 26: ORO Network Testbed Logic Design 

As seen in Figure 26, ORO platform is emphasising the 5G slicing capabilities and their management across the 
Radio Access Network (RAN), Core, and Transport network domains. The architecture connects modules (such 
as monitoring, slice inventory, service management, and catalogue) to the testbed via dedicated APIs and three 
main plugins: the Monitoring Plugin for KPI collection; the 5G Slice Management Plugin for slice configuration 
and lifecycle; and the Orchestration Plugin for deploying and managing network services and slices.  

ORO 5G Slice Management System Block is composed of several elements, as 5G slicing in the testbed is 
coordinated across RAN, Core, and Transport domains, with dedicated controllers managing slice-aware radio 
resources, core partitioning, and transport paths to ensure end-to-end service differentiation: 

                                                           

44  The OpenAirInterface Software Alliance (OSA) is a non-profit organization that develops and promotes the OpenAirInterface (OAI) 
open-source platform, delivering 4G and 5G RAN and Core network software for research and industry. For more details see: 
https://openairinterface.org/  

45  For further informative details also see, among others: https://www.openairinterface.org/docs/workshop/8_Fall2019Workshop-
Beijing/Training/2019-12-03-NIKAEIN.pdf  

46  OpenStack is an open source cloud computing infrastructure software project and is one of the three most active open source projects 
in the world. Also see: https://www.openstack.org/  

47  Open Source MANO is an ETSI-hosted project to develop an Open Source NFV Management and Orchestration (MANO) software stack 
aligned with ETSI NFV. For more details see: https://osm.etsi.org/  

https://openairinterface.org/
https://www.openairinterface.org/docs/workshop/8_Fall2019Workshop-Beijing/Training/2019-12-03-NIKAEIN.pdf
https://www.openairinterface.org/docs/workshop/8_Fall2019Workshop-Beijing/Training/2019-12-03-NIKAEIN.pdf
https://www.openstack.org/
https://osm.etsi.org/
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¶ 5G Network Slice Management, this component is responsible for the end-to-end lifecycle management of 
5G network slices. It ensures that each slice is configured according to specific service requirements (e.g., 
eMBB, URLLC). 

¶ 5G CN Config: Manages the configuration of the 5G Core Network to support multiple, isolated network 
slices, each with its own control and user plane resources. 

¶ Radio Controller: Extends slicing capabilities to the RAN by configuring gNodeBs to support multiple slices, 
enabling differentiated services at the radio level. 

¶ Transport Network Controller: It ensures that the underlying transport network (IP/MPLS) is aware of and 
can support the requirements of each slice, such as bandwidth guarantees and path redundancy. 
 

 

Figure 27: Slicing approach in ORO Testbed 

As illustrated in Figure 27, the slicing solution leverages a 5G Standalone (SA) network architecture, enabling 
end-to-end network slicing. The architecture supports the creation and management of network slices that span 
the entire network ς from the radio access (RAN) to the core network and the underlying virtualised 
infrastructure. The ORO testbed delivers flexible, secure, and automated end-to-end 5G network slices using a 
fully virtualised and orchestrated infrastructure, supporting advanced 5G use cases and service differentiation. 

¶ Slice Definition: Each slice is defined by a unique NSSAI48, service type, and DNN, allowing the network to 
distinguish and route traffic according to the requirements of each service (e.g., high throughput for eMBB, 
low latency for URLLC). 

¶ QoS Enforcement: The UPF uses the 5QI-to-DSCP mapping49 to enforce QoS policies per slice, ensuring that 
each service receives the appropriate network resources and prioritisation. 

¶ RAN Integration: The gNodeBs are configured to support multiple slices simultaneously, allocating radio 
resources as needed for each slice. 

¶ End-to-End OrchestrationΥ ¢ƘŜ ŜƴǘƛǊŜ ǇǊƻŎŜǎǎ ƛǎ ƳŀƴŀƎŜŘ ŀƴŘ ƻǊŎƘŜǎǘǊŀǘŜŘ ōȅ ǘƘŜ ǘŜǎǘōŜŘΩǎ ǎƭƛŎŜ 
management and orchestration systems, ensuring seamless E2E delivery from device to application. 

For the End-to-End Slice Management, the slice manager enables the definition and instantiation of network 
slices. Each slice is uniquely identified by its S-NSSAI50, which combines Slice/Service Type and Slice Differentiator. 
                                                           

48  NSSAI is Network Slice Selection Assistance Information (NSSAI) in 5G (NR) systems, which is a άkey factorέ in the definition of specific 
network slice functions and characteristics. For more details see, for example: https://www.olaxwifi.com/news/what-is-nssai-in-5g-
nr-slicing-185721.html  

49  For further information also see, for example: Bino, G. (2020): 5G QoS: 5QI to IP DSCP Mapping. Nokia White Paper. Available at: 
https://www.researchgate.net/profile/Bino-George/publication/344287398_5G_QoS_5QI_to_IP_DSCP_Mapping/links/ 
5f63933392851c14bc82d3a1/5G-QoS-5QI-to-IP-DSCP-Mapping.pdf  

50  It is an identifier of a network slice in the 5G network. The S-NSSAI is sent to the network by the UE to select a network slice. The S-
NSSAI is composed of the SST (slice/service type) and an optional SD (slice differentiator). 

https://www.olaxwifi.com/news/what-is-nssai-in-5g-nr-slicing-185721.html
https://www.olaxwifi.com/news/what-is-nssai-in-5g-nr-slicing-185721.html
https://www.researchgate.net/profile/Bino-George/publication/344287398_5G_QoS_5QI_to_IP_DSCP_Mapping/links/%205f63933392851c14bc82d3a1/5G-QoS-5QI-to-IP-DSCP-Mapping.pdf
https://www.researchgate.net/profile/Bino-George/publication/344287398_5G_QoS_5QI_to_IP_DSCP_Mapping/links/%205f63933392851c14bc82d3a1/5G-QoS-5QI-to-IP-DSCP-Mapping.pdf
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These slices can be customised to άmeetέ various service requirements, where a single subscriber can access 
multiple slices at once, enabling services to be differentiated according to specific application needs. The testbed 
maintains a comprehensive inventory of available slice profiles, profiles containing parameters such as 
bandwidth, latency, and Quality of Service. All profiles can be queried and managed through application 
programming interfaces. This capability facilitates differentiated services based on varying application needs. 
The system maintains a complete inventory of available slice profiles with their associated parameters, including 
bandwidth, latency, and QoS characteristics, all of which can be managed through APIs. 

 

3.11 MIRO Close Loop Coordinator 

Multi-domain Intelligent Resource Orchestration51 (MIRO) draws inspiration from ETSI Zero-Touch Service 
Management (ZSM) principles52 of autonomous service management and closed-loop automation. Still, it is 
reimagined as a modern Cloud-Native orchestration framework for multi-cluster scenarios. MIRO provides a low-
barrier solution for automating Cloud-Native resource management, including applications, services and 
infrastructure.  

More than Cloud-Native, MIRO was designed as a native Kubernetes solution extending the Kubernetes 
controller and operator paradigms 053 to implement orchestration operations as closed-loop behaviours. Indeed, 
MIRO integrates various closed loops, each focused on a specific task (e.g., application lifecycle management, 
infrastructure bootstrapping, or even an AI-driven optimal resource allocation). In this sense, MIRO can serve as 
a coordinator for closed-loop operations. Figure 28 illustrates one of those closed-loop fashion operations that 
leverages MIRO Kubernetes Custom Resource Definitions (CRDs) together with a Kubernetes operator (orient) 
and a custom driver (actuator).  

MIRO integrates open-source technologies such as Liqo 054 for multi-cluster interconnection, Cluster API55 0 for 
multi-infrastructure support, and Thanos56/Prometheus57 (0, 0), for continuous monitoring of infrastructure and 
applications.  

In 6G-PATH, such closed-loop notions and concepts will be explored to allow the conduct of experiments across 
multi-clusters. This includes the capability to host and run various applications across multi-Kubernetes-based 
environments, collecting metrics and relevant data during a set period. 

 

                                                           

51  MIRO is a new architectural multi-domain orchestration paradigm. MIRO stands at the forefront of Cloud-Native resource 
management, bringing cutting-edge Cloud technologies and AI to maximise application and profits. MIRO offers an effortless 
experience for deploying applications worldwide. It άembracesέ a new era of simplicity and efficiency, where technology works 
seamlessly to meet specific needs. For more details see: https://miro.onesource.pt/en  

52  More informative details can be found at: https://www.etsi.org/technologies/zero-touch-network-service-management  
53  Also see: https://www.cncf.io/blog/2022/06/15/kubernetes-operators-what-are-they-some-examples/  
54  For further information see: https://docs.liqo.io/en/stable/index.html  
55  See: https://cluster-api.sigs.K8s.io/  
56  See: https://thanos.io/  
57  See: https://prometheus.io/  

https://miro.onesource.pt/en
https://www.etsi.org/technologies/zero-touch-network-service-management
https://www.cncf.io/blog/2022/06/15/kubernetes-operators-what-are-they-some-examples/
https://docs.liqo.io/en/stable/index.html
https://cluster-api.sigs.k8s.io/
https://thanos.io/
https://prometheus.io/
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Figure 28: Infrastructure dedicated to closed-loop 

As cloud-native applications span heterogeneous testbeds hosting multiple clusters, orchestration must couple 
consistent deployment with continuous KPI/KVI-driven observability so that closed loops can detect deviations 
and enforce corrective actions across sites. In this setting, MIRO acts as the coordinating layer that aligns 
multi-cluster application lifecycle management with the monitoring and feedback mechanisms used by 
closed-loop automation. MIRO offers a unified interface for scheduling and deploying applications/services and 
their dependencies across clusters, while also supporting dynamic cluster creation and peering across providers, 
ingesting application descriptors, and subscribing to telemetry streams. This reduces the effort required to 
compose multi-site scenarios and to operationalise them consistently across heterogeneous infrastructures.  

In MIRO, high-level operations, such as application deployment, are decomposed into discrete workflows, each 
composed of minor tasks that represent small, individual operations. Tasks typically have dependencies that 
constrain the execution order, ensuring prerequisites are completed before dependent tasks run. Hence, instead 
of a fire-and-forget model58, MIRO adopts a state-based approach that relies on a feedback-driven control loop 
that continuously observes, decides, and corrects execution until the desired state is reached. This ensures tasks 
can run asynchronously and in parallel when no dependencies block their execution, improving efficiency and 
reducing processing time. These tasks and topologies can range from simple operations, such as bootstrapping 
a cluster in a cloud provider, to complex deployments involving multiple services and dependencies. This 
approach enables the encoding of orchestration logic in a structured, manageable way, for example, ensuring 
that an application is deployed only after the necessary cluster is set up, which itself requires multiple 
intermediate steps. 

MIRO employs a Graph-Based Task Execution59 with feedback-driven control to run tasks in a predefined order. 
The executor uses a topological sort algorithm60 to determine the execution order and detect cycles in the 
task graph. It also interacts with other components to execute tasks and manage failures efficiently. It maintains 
a record of executed and pending tasks, enabling retries for failed tasks. In case of failure, it employs a Depth-
First Search (DFS)61  rollback mechanism to revert dependent tasks. Additionally, it cancels all dependents of a 
failing task and rolls back its dependencies, ensuring system stability and avoiding conflicts. 

This closed-loop coordination model ensures that orchestration operations converge reliably toward the desired 
system state, even in the presence of partial failures, delays, or transient errors. Graph-based task execution 
improves efficiency by ensuring correct task order with topological sorting and enabling parallel execution of 
independent tasks. It enhances resilience through automatic retries, dependency-aware rollbacks, and 

                                                           

58  The άfire-and-forget modelέ is an asynchronous interaction pattern where a sender dispatches a message or task without waiting for 
a response, confirmation, or completion status. It offers the loosest coupling, allowing the originator to immediately pursue other 
tasks. Key applications include logging, sending emails, or triggering long-running background processes. 

59  Graph-based task execution represents workflows as nodes (tasks) and edges (dependencies) in a graph structure, often a Directed 
Acyclic Graph (DAG). This model enables efficient, organized processing of complex, interdependent tasks by optimizing parallel 
execution, reducing bottlenecks, and allowing for dynamic, automated task management in cloud, robotic, or AI applications. 

60  For further information also see: https://www.geeksforgeeks.org/dsa/topological-sorting/  
61  See: https://www.geeksforgeeks.org/dsa/depth-first-search-or-dfs-for-a-graph/  

https://www.geeksforgeeks.org/dsa/topological-sorting/
https://www.geeksforgeeks.org/dsa/depth-first-search-or-dfs-for-a-graph/
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containment of cascading failures. System stability is strengthened by cycle detection and consistent state 
management that prevent deadlocks and preserve integrity. Finally, it offers strong observability, fine-grained 
execution control, and scalability to support dynamic, complex workflows in distributed systems. 

Based on these capabilities, MIRO supports third-party closed-loop components as deployable elements, 
enabling them to be onboarded, deployed, and operated alongside the services they optimise. This means third-
party closed-loop logic can consume the same service context and telemetry (e.g., CPU, memory), produce 
recommendations or policies, and contribute to corrective actions.  

MIRO enables the coordination of the application lifecycle directly on top of a multi-domain infrastructure. Each 
deployment is treated as an application executed under specified conditions (e.g., target testbed/cluster scope, 
configuration, and KPI/KVI objectives). Applications can be started, tracked, and terminated to observe 
behaviour, collect evidence, and compare outcomes across instantiations. Therefore, MIRO exposes an 
Applications view in the user interface (Figure 29), providing a consolidated overview of ongoing deployments 
and resource usage.   

 

 
Figure 29: MIRO Applications List View 

 

The onboarding workflow offers a guided, low-barrier approach to defining a new cloud-native application for 
deployment across clusters. Users can specify the application by, for instance, defining high-level metadata, 
common deployment prerequisites (e.g., environment variables), and component resource requirements (e.g., 
CPU, RAM), making application setup explicit and repeatable rather than relying on ad hoc, external configuration 
steps. ¢ƻ ǘƘƛǎ ǇǳǊǇƻǎŜΣ aLwh ǎǳǇǇƻǊǘǎ ŀ Ǿƛǎǳŀƭ ά/ƻƳǇƻƴŜƴǘ .ǳƛƭŘŜǊέ ǘƘŀǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀǎ ŀ 
composition of deployable components, helping users structure microservice-based applications. This visual 
model aligns onboarding with the actual operational decomposition used during deployment (components, 
dependencies, and endpoints), so that the resulting application definition is not just descriptive, but directly 
actionable for orchestration and later closed-loop operations (e.g., placement decisions, scaling, or component 
migration). 

During operation, MIRO continuously collects infrastructure and application signals and provides runtime 
visibility, allowing services to progress and their behaviour to be validated while execution is ongoing. In addition 
to live inspection, MIRO supports the extraction/export of multiple metrics (KPIs/KVIs) in standard formats (e.g., 
CSV/JSON), enabling structured post-execution analysis and integration with external analysis pipelines. Figure 
30 illustrates the MIRO application details page for a running deployment, showing the application description 
and status, together with summary metadata such as owner, creation time, number of components, and the 
cluster. At the top, MIRO surfaces high-level lifecycle actions (e.g., migrating components and deleting the 
application), allowing operators to directly steer application placement and lifecycle from the same view. A set 
of live KPI panels (e.g., CPU usage, memory usage, and network I/O) is displayed alongside a component health 
summary, enabling operators to correlate application state with runtime resource behaviour. Below these 
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summary indicators, MIRO organises operational details into dedicated tabs (e.g., components, access/URLs, 
monitoring, Kubernetes, geolocation, and logs), supporting deeper inspection of both service composition and 
telemetry as the application runs. From this page, users can manage the services lifecycle through direct actions 
exposed in the interface (e.g., component-level management and placement-oriented operations), reinforcing 
operational control by keeping monitoring context and lifecycle controls tightly coupled rather than split across 
separate tools. 

 

 

Figure 30: MIRO Application Details View 

MIRO provides migration as a capability to relocate one or more microservice components of an application 
ōŜǘǿŜŜƴ YǳōŜǊƴŜǘŜǎ ŎƭǳǎǘŜǊǎ ƛƴ ŀ ŎƻƴǘǊƻƭƭŜŘΣ ŎƻƻǊŘƛƴŀǘŜŘ ƳŀƴƴŜǊΦ Lƴ ƭƛƴŜ ǿƛǘƘ aLwhΩǎ ŎƭƻǎŜŘ-loop coordination 
model, migration serves as an available actuation option, enabling placement adjustments when monitoring 
insights indicate a potential benefit. This migration is handled as a multi-step procedure that can include 
coordinated deployment on the destination, controlled traffic redirection, and cleanup of the source-side 
resources, with particular care for dependency ordering and failure handling. 

 

3.12 KAU AI-as-a-Service 

The KAU AI-as-a-Service62 (AIaaS) component developed at KAU provides automatic, real-time video quality 
assessment. It provides real-time video Quality-of-Experience (QoE) estimation by directly predicting a Mean 
Opinion Score63 (MOS) from live streaming video. The goal is to continuously monitor perceived quality at 
runtime. The perceived video quality is also affected by the number of frames received, motion artefacts such as 
blur and stutter, blockiness, frozen frames (when frame drops occur), texture, and related impairments. The 
service outputs an updated MOS value every second, enabling rapid detection of quality degradation and 

                                                           

62  Artificial Intelligence-as-a-Service (AIaaS) refers to the provisioning of AI services and tools through a cloud computing platform. This 
model allows users to access and utilize AI capabilities without the need to invest in and maintain the underlying infrastructure. AIaaS 
enables businesses and developers to leverage AI technologies such as machine learning, deep learning, natural language processing, 
and computer vision through APIs or other cloud-based services. For more informative details see, among others: 
https://www.ibm.com/think/topics/ai-as-a-service-aiaas  

63  Mean Opinion Score (MOS) is a measure used in the domain of Quality of Experience (QoE) and telecommunications engineering, 
representing overall quality of a stimulus or system. It is the arithmetic mean over all individual άvalues on a predefined scale that a 
subject assigns to his opinion of the performance of a system qualityέ. Such ratings are usually gathered in a subjective quality 
evaluation test, but they can also be algorithmically estimated. For further information also see, among others: 
https://en.wikipedia.org/wiki/Mean_opinion_score  

https://www.ibm.com/think/topics/ai-as-a-service-aiaas
https://en.wikipedia.org/wiki/Mean_opinion_score
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supporting closed-loop decisions (future work) in the 6G-PATH context (e.g., adapting bitrate profiles or 
requesting QoD). 

 

 

Figure 31: AI-as-a-Service pipeline at KAU 

 

As shown in Figure 31, the end-to-ŜƴŘ !Lŀŀ{ ǇƛǇŜƭƛƴŜ ǎǘŀǊǘǎ ŦǊƻƳ ŀ ƭƛǾŜ ŎŀƳŜǊŀ ǎƻǳǊŎŜ όŜΦƎΦΣ ослϲ ƻǊ ƘŜŀŘ-
mounted) connected to a smartphone that transmits video over WebRTC64. On the receiving side, a Puppeteer65-
based capture module attaches to the WebRTC session, forwards the decoded video stream to the Python 
inference pipeline, and simultaneously extracts session telemetry, including incoming FPS, bitrate, resolution 
(height/width), and dropped frames. In the Python service, frames are processed continuously, and visual 
features are extracted frame-by-frame using a ResNet-50 backbone. Afterwards, a Video Spatial-Temporal 
Feature Aggregation66 (VSFA) model aggregates spatialςtemporal information to predict perceived quality. The 
raw VSFA output is then refined through a lightweight post-processing stage that adjusts/normalises the 
predicted MOS using additional indicators of perceptual degradation (e.g., blockiness, blur, texture, and the 
number of successfully received frames), producing a timestamped MOS value every second for each active 
stream/session. The AIaaS is exposed as a lightweight service interface suitable for integration into 6G-PATH 
workflows. Typical operations include starting a monitoring session for a given stream, querying the latest MOS, 
and optionally subscribing to a continuous MOS feed (e.g., via WebSocket or a message bus). The output format 
is designed to be machine-consumable (JSON) so it can be integrated with monitoring dashboards, analytics 

                                                           

64  WebRTC (Web Real-Time Communication) is an open-source, plugin-free technology enabling browsers and mobile applications to 
exchange audio, video, and arbitrary data directly peer-to-peer. Supported by major browsers (Chrome, Firefox, Safari) and backed 
by Google, Apple, and Mozilla, it reduces latency by removing intermediary servers during data transmission. For further details see: 
https://webrtc.org/  

65  Puppeteer is a JavaScript library which provides a high-level API to control Chrome or Firefox over the DevTools Protocol or WebDriver 

BiDi (BiDirectional). Also see: https://pptr.dev/   
66  For more details see, for example: Dingquan Li, Tingting Jiang, and Ming Jiang (2019): Quality assessment of in-the-wild videos. In: 

Proceedings of the 27th ACM International Conference on Multimedia, 2019. 

https://webrtc.org/
https://pptr.dev/
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components, or automated policy/control functions that react when MOS exceeds thresholds for a sustained 
period. 

 

Figure 32: System output Live QoE graph (MoS time series) 

The AIaaS service further provides real-time QoE monitoring and recording functions on top of the MOS inference 
pipeline. During runtime, it can visualise a live video-quality time series (MOS graph) to support immediate 
debugging and demonstrations. In parallel, it can record the incoming stream to a video file for later manual 
inspection or offline analysis. For quantitative logging, the service writes a per-second CSV output that includes 
the final MOS, the raw VSFA MOS, stream metadata (e.g., resolution), and per-second quality indicators such as 
blur, stutter, blockiness, texture, processed FPS, the number of frames processed/received, and related 
telemetry. For integration with the 6G-PATH platform, the service can also push per-second results to the 
InfluxDB (6G-PATH database) to enable dashboards, long-term storage, and correlation with network-side 
metrics. End-to-end, the system is designed for near real-time operation: the MOS values and telemetry are 
produced with a bounded processing delay and do not drift by more than ~2 seconds relative to the live stream, 
ensuring the output remains actionable for monitoring and closed-loop control. 

MOS is reported on a 1ς5 scale, where values below 2.7 indicate bad/worst quality, values between 2.7 and 3.3 
indicate average and acceptable quality, and values above 3.3 indicate best quality. A screenshot of a live QoE 
graph (MoS) output of the system is shown in Figure 32. The live QoE monitoring was used to illustrate video 
quality during the UC-EDU-3 demo at the 6G-PATH open seminar in Karlstad on December 4, 2025. An early, 
more limited version of AIaaS, restricted to offline analysis, was also used to automatically assess QoE video 
quality during the phase 1 UC-EDU-3 trials in the spring of 2025. 
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3.13 ALB/IT AI-as-a-Service 

The ALB/IT AI-as-a-Service (AIaaS) is a Federated AI Testbed for Scalable AI Experimentation and MLOps67, which 
provides access to AI tools and models in the cloud, eliminating the need to invest in complex infrastructure. 
Most AIaaS offerings include ready-to-use models, while more advanced services also enable users to train 
custom models with their own data in a simplified, accessible way. Therefore, AIaaS stands out by reducing the 
cost of adopting AI, offering easy access and integration, providing scalable solutions that adapt to business size, 
and maintaining flexibility through the ability to train personalised models with proprietary data. 

Figure 33 illustrates a reference AIaaS architecture divided into two complementary parts. On the left side, it 
depicts the machine learning lifecycle, starting with data collection from databases, applications, networks, and 
external sources, followed by ETL pipelines68 that prepare and standardise data. This data feeds the model 
management lifecycle, which includes training new model versions, evaluating their performance, tracking 
experiments and metrics in MLflow69, and promoting models to production when they άmeetέ predefined 
criteria. On the right, Figure 33 shows the operational AIaaS layer exposed to end users. Here, deployed models 
power intelligent services that continuously consume real-time inputs from devices, applications, or network 
elements and produce outputs such as analytics, reports, automated decisions, and intelligent service 
management actions. This separation highlights the link between continuous model evolution and scalable AI-
driven services. 

 

 

Figure 33: General AIaaS architecture 

This envisions a federated AI testbed aligned with AIaaS and MLOps paradigms, enabling scalable, collaborative 
AI experimentation. By interconnecting multiple testbeds, the platform enables the exchange of models, 
workflows, and AI-driven insights, fostering innovation through a distributed, cooperative approach. By 
integrating Apache Airflow70 and MLflow, the testbed acts as a Scalable AI Experimentation Platform, enabling 
seamless model lifecycle management, experiment tracking, and workflow orchestration. The federated nature 

                                                           

67  With Machine Learning Model Operationalization Management (MLOps), we want to provide an end-to-end machine learning 
development process to design, build and manage reproducible, testable, and evolvable ML-powered software. For more details also 
see: https://ml -ops.org/  

68  An ETL (Extract, Transform, Load) pipeline is an automated system that extracts raw data from multiple sources (databases, APIs, 
files), cleans and restructures it to fit business needs, and loads it into a centralized destination like a data warehouse or data lake. It 
is crucial for data quality, analytics, and business intelligence. 

69  MLflow is an open-source platform, purpose-built to assist machine learning practitioners and teams in handling the complexities of 
the machine learning process. MLflow focuses on the full lifecycle for machine learning projects, ensuring that each phase is 
manageable, traceable, and reproducible. Also see: https://mlflow.org/docs/latest/ml/  

70  Apache Airflow is a platform created by the community to programmatically author, schedule and monitor workflows. Also see: 
https://airflow.apache.org/  

https://ml-ops.org/
https://mlflow.org/docs/latest/ml/
https://airflow.apache.org/
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of the testbed allows for AI models to be trained and fine-tuned across different environments, while its MLOps 
capabilities ensure automation, reproducibility, and scalability. 

As an example, Figure 34 illustrates an architecture designed to ingest data from a 5G network and leverage it 
for AI/ML experimentation. AI models can be fine-tuned, adapted, and deployed across different domains, 
fostering collaboration and scalability in AI-driven network intelligence. 

 

Figure 34: Example of AI Testbed for Scalable AI Experimentation 

In a multi-testbed scenario, as shown in Figure 35, Apache Airflow is deployed per domain (one instance per 
testbed) to orchestrate data processing and training workflows locally. This domain-level deployment allows 
each testbed to retain autonomy over its data, pipelines, and execution policies, while respecting constraints on 
data locality, sovereignty, and latency. By running Airflow close to the data sources, each testbed can efficiently 
manage its own experiments, adapt workflows to local infrastructure characteristics, and independently evolve 
its AI pipelines without being tightly coupled to other domains.  

In contrast, MLflow is used as a multi-domain, centralised component, providing a single point for experiment 
tracking, model versioning, and model governance across all testbeds. This centralisation enables comparison of 
experiments and models trained in different domains, fostering collaboration and knowledge sharing while 
avoiding duplication of effort. A shared MLflow Model Registry allows the best-performing models to be 
promoted, reused, fine-tuned, or deployed across testbeds, supporting federated experimentation and ensuring 
consistency, reproducibility, and scalability at the ecosystem level.  
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Figure 35: Multi-Testbed Paradigm: Airflow and MLflow 

ά!ƴƴŜȄ /Υ ![.κLw¢ !Lŀŀ{ ǳǎŜ ŎŀǎŜǎέ presents two examples of ALB/IT AIaaS usage, one for an NWDAF71 use case 
and another for the Reinforcement Learning for Resource Management use case [26]. 

 

3.14 Intelligent and Human-Centric Edge-to-Cloud Orchestration 

The Intelligent and Human-Centric Edge-to-Cloud Orchestration provided by MIRO enable adaptive application 
placement and management across heterogeneous edge and cloud domains. The solution combines AI-assisted 
scheduling with intent-based interaction mechanisms to support both automated orchestration and human-
centric control, with a focus on dynamic, multi-domain environments. 

MIRO provides intelligent scheduling through a modular environment where multiple scheduling algorithms can 
be hosted as independent, containerised services and selected at deployment time. Currently, these include both 
heuristic baselines (e.g., First Fit Decreasing72 (FFD)) and Particle Swarm Optimisation73 (PSO) based variants, 
notably RALA PSO, a resource-and-latency-aware PSO approach designed to improve placement decisions under 
multi-objective constraints in heterogeneous environments74. These algorithms consume operational context 
ŦǊƻƳ aLwhΩǎ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳ όŜΦƎΦΣ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƳŜǘǊƛŎǎΣ ƭŀǘŜƴŎȅ ǎƛƎƴŀƭǎύ ǘƻ ǇǊƻŘǳŎŜ ǇƭŀŎŜƳŜƴǘ ŘŜŎƛǎƛƻƴǎ 
ǘƘŀǘ ŀǊŜ ǘƘŜƴ ŜƴŦƻǊŎŜŘ ōȅ aLwhΩǎ ƻǊŎƘŜǎǘǊŀǘƛƻƴ ŦǳƴŎǘƛƻƴǎ ŀŎǊƻǎǎ ŜŘƎŜ ŀƴŘ Ŏƭoud domains. This design supports 

                                                           

71  NWDAF, short for 5G network data analytics function, is a crucial 3GPP standard method. It efficiently collects data from user 
equipment, network functions, operations, administration, and maintenance (OAM) systems within the 5G Core, Cloud, and Edge 
networks. This wealth of data is then utilized for powerful 5G analytics, enabling better insights and actions to enhance the overall 
end-user experience. Also see, inter-alia: https://www.oracle.com/europe/communications/5g-core/network-data-analytics/  

72  First-fit-decreasing (FFD) is an algorithm for bin packing. Its input is a list of items of different sizes. Its output is a packing - a partition 
of the items into bins of fixed capacity, such that the sum of sizes of items in each bin is at most the capacity. Ideally, we would like 
to use as few bins as possible, but minimizing the number of bins is an NP-hard problem, so we use an approximately-optimal heuristic. 
Also see, among others: https://en.wikipedia.org/wiki/First-fit-decreasing_bin_packing  

73  Particle Swarm Optimisation is a population-based algorithm in which a collection of individual particles move in steps throughout a 
region. A collection of individuals called particles move in steps throughout a region. At each step, the algorithm evaluates the 
objective function at each particle. After this evaluation, the algorithm determines the new velocity of each particle. The particles 
move, then the algorithm re-evaluates their objective functions. Also see: https://www.mathworks.com/help/gads/what-is-particle-
swarm-optimization.html  

74  See: Dias, T., Velasquez, K., Ferreira, L., Fevereiro, D., Rosa, L., & Cordeiro, L. (2026): Resource-and-Latency-Aware PSO τ A novel 
algorithm for intelligent and contextual cloud native resource scheduling. In: Proceedings of the 2026 IEEE 23rd Consumer 
Communications & Networking Conference (CCNC). DOI: 10.1109/CCNC65079.2026.11366484 

https://www.oracle.com/europe/communications/5g-core/network-data-analytics/
https://en.wikipedia.org/wiki/First-fit-decreasing_bin_packing
https://www.mathworks.com/help/gads/what-is-particle-swarm-optimization.html
https://www.mathworks.com/help/gads/what-is-particle-swarm-optimization.html
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ŜȄǘŜƴǎƛōƛƭƛǘȅ Ǿƛŀ ŀ ŎƻƴǎƛǎǘŜƴǘ !tL ǇŀǘǘŜǊƴ όǊŜǘǊƛŜǾƛƴƎ άǊŜǉǳƛǊŜŘ ŦŜŀǘǳǊŜǎέ ŀƴŘ ǊŜǉǳŜǎǘƛƴƎ άŘŜŎƛǎƛƻƴǎέύΣ ŀƭƭƻǿƛƴƎ 
new algorithms to be integrated without disrupting the orchestration flow. To reduce the operational barrier for 
non-expert users, MIRO complements its orchestration and observability workflows with an Intent-Based System 
that allows users to express requests in natural language (e.g., metric exploration, operational actions) rather 
than specialised languages. The approach combines function calling to map intents to concrete operations and 
Retrieval-Augmented Generation75 (RAG) to ground responses in documentation/code context, enabling 
explainable support for tasks such as intent-driven analytics, explainable log insights, and guided 
application/infrastructure workflows. 

 

 

Figure 36: MIRO multi-domain orchestration workflow with AI-based scheduling 

Figure 36 represents the scheduling architecture that Ŧƻƭƭƻǿǎ aLwhΩǎ ƻǊŎƘŜǎǘǊŀǘƻǊ ǇƛǇŜƭƛƴŜΦ ¢ƘŜ ǳǎŜǊ ǎǳōƳƛǘǎ ǘƘŜ 
application specification via the Dashboard to the API. The API then first queries the selected algorithm service 
for its required ŦŜŀǘǳǊŜǎ όǾƛŀ ǘƘŜ άŦŜŀǘǳǊŜǎέ ŜƴŘǇƻƛƴǘύΣ ǊŜǘǊƛŜǾŜǎ ǘƘƻǎŜ ƳŜǘǊƛŎǎ ŦǊƻƳ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ǎƻǳǊŎŜǎΣ ŀƴŘ 
ǘƘŜƴ Ŏŀƭƭǎ ǘƘŜ ǳƴƛŦƛŜŘ άŘŜŎƛǎƛƻƴǎέ ŜƴŘǇƻƛƴǘ ǿƛǘƘ ŀ ǇŀȅƭƻŀŘ ŎƻƴǘŀƛƴƛƴƎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ǘƘŜ ŎǳǊǊŜƴǘ 
infrastructure state. The algorithm then returns a placement decision that MIRO executes through its domain 
orchestration functions. This workflow supports both baseline heuristic scheduling, such as FFD, and more 
advanced AI-based schedulers, including multiple RALA-PSO variants designed for different optimisation goals 
(e.g., resource-aware, resource-and-latency-aware, and location-aware placement in edge scenarios). 

The intent-driven architecture is centred on an Intention Controller (LLM) that receives a natural-language 
request from the dashboard assistant agent and routes it through a multi-agent structure. A Root Agent 
dispatches the request to specialised agents, including a RAG Agent (grounding via ChromaDB76), a Monitoring 
Agent (observability queries via Grafana Model Context Protocol (MCP) Server), and a MIRO Agent (orchestrator 
actions via MIRO Model Context Protocol (MCP) Server), with the LLM runtime served by Ollama77. This design 
separates concerns (documentation grounding vs monitoring vs orchestration actions), while using MCP to 

                                                           

75  Retrieval-Augmented Generation (RAG) is an AI framework that improves Large Language Model (LLM) accuracy and relevance by 
fetching trusted, up-to-date data from external knowledge bases before generating a response. It reduces hallucinations by anchoring 
answers in specific, verifiable documents, making it ideal for chatbots, research, and enterprise data analysis. 

76  See: https://docs.trychroma.com/docs/overview/getting-started  
77  See: https://ollama.com/  

https://docs.trychroma.com/docs/overview/getting-started
https://ollama.com/
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expose tool capabilities in a standard way so the LLM can invoke them without embedding platform-specific API 
logic directly in prompts. This intent-driven, multi-agent design is shown in Figure 37. 

 

 

Figure 37: Intent-driven multi-agent architecture for MIRO orchestration and observability 

 

3.15 Advanced Mobility-Aware Edge Computing  

The Advanced Mobility-Aware Edge Computing78 capabilities implemented in the IT/ALB testbed extend 
conventional edge orchestration platforms to support dynamic smart-city and vehicular scenarios. The solution 
enables proactive and reactive service orchestration based on user mobility, 5G network conditions, and edge 
platform status, leveraging Kubernetes extensions and external orchestration components. Next, the key 
architectural elements are detailed, including custom resource definitions, scheduling and load-balancing 
enhancements, and mobility-aware coordination mechanisms that collectively support adaptive service 
deployment in highly dynamic environments. 

The default Kubernetes platform, designed primarily for cloud environments, struggles to meet the dynamic 
requirements of smart-city services, particularly in vehicular contexts where users are constantly on the move. 
As such, the following extensions have been introduced to address these challenges: 

¶ FogService CRD and FogService Controller: This new resource type enables deploying services optimised for 
edge environments. It allows defining instantiation locations, the number of replicas, and service-specific 
metrics to assess replica status and adjust deployment based on node capabilities, node status, application 
status, and node latency/geographic location. The FogService controller implements object reconciliation by 
watching the current state of the FogService objects and performing the necessary actions to match such 
state with the desired one described in the object declaration. 

¶ Custom Load Balancer: The default Kubernetes load-balancing algorithm distributes network requests 
equally among replicas, which is often inadequate in edge environments. A custom Load Balancer was 

                                                           

78  Advanced Mobility-Aware Edge Computing (MAEC) is an evolution of Multi-access Edge Computing (MEC) designed to handle the 
challenges posed by moving users and devices (e.g., connected vehicles, drones, smartphones) in 5G and 6G networks. Unlike 
traditional edge computing, which assumes static, location-fixed users, MAEC employs proactive service migration, trajectory 
prediction, and intelligent resource allocation to ensure seamless service continuity, ultra-low latency, and high-quality user 
experience (QoE) as users move between edge servers. 
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developed to adjust the probability of each replica receiving requests based on service-specific metrics and 
network latency within the cluster. 

¶ Scheduling Plugins: bŜǿ ǇƭǳƎƛƴǎ ǿŜǊŜ ŀŘŘŜŘ ǘƻ ŜȄǘŜƴŘ YǳōŜǊƴŜǘŜǎΩ ǎŎƘŜŘǳƭƛƴƎ ǇǊƻŎŜǎǎΦ ¢ƘŜǎŜ 
enhancements aim to create a more flexible and comprehensive scheduling system that considers factors 
such as service priority, existing applications, service dependencies, and performance.  

These extensions, their logical interactions and deployment within the Kubernetes cluster are represented in 
Figure 38. 

 

Figure 38: Edge orchestration extensions 

In addition to these orchestration extensions, new components external to the Kubernetes core were developed 
to gather data from external sources and proactively influence service performance and distribution across the 
edge platform. This data includes the status of 5G and edge computing platforms, city congestion information, 
and user mobility details.  

¶ Data Aggregators and Data Collectors: Data collectors collect data from various domains (e.g. edge platform, 
5G RAN and UE mobility data) that is then processed and normalised by data aggregators. 

¶ MEC Orchestrator: Receives the aggregated data scores computed in the aggregators and performs 
proactive orchestration decisions, such as activating or deactivating replicas to save edge resources or 
triggering network handovers to improve signal strength and maintain quality of service. 

¶ Edge Utils: Proxy component that performs the actions issued by the MEC orchestrator upon the edge 
platform infrastructure itself by interacting with the Kubernetes API. Its features include the retrieval of real-
time information about pod states, cluster topology, and edge node labels or annotations, which are then 
exposed to upper-level orchestration components, enabling them to make informed decisions based on the 
actual state of the cluster. 

The architecture with the components that coordinate mobility-aware service deployment is represented in 
Figure 39 and the main components responsible for such actions include: 
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Figure 39: Mobility-Aware Service Deployment Architecture 

The interactions between these components are represented in Figure 40. 

 

Figure 40: Interactions between mobility-aware components for proactive service orchestration 

 

3.16 Cloud-Native Edge Health Platform  

The architecture of the Cloud-Native Edge Health Platform, deployed on the FOKUS testbed, is based on cloud-
native services and enables the system to be both scalable and resilient, leveraging built-in recovery and 
orchestration mechanisms to ensure high availability. Cloud-native principles such as containerisation and 
automated lifecycle management allow services to be deployed, updated, and scaled efficiently across edge 
nodes. The edge nodes host the 5G data plane, enabling low-latency communication and shorter routing paths, 
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thereby significantly improving the overall user experience. Based on the experience of deploying such edge 
nodes for other use cases, the control plane remains centralised, to be efficient (we do not consider so many 
users connected to the edge nodes to require a distributed control plane architecture, which is one of the critical 
features for the success of beyond 5G distributed architectures). In addition, the edge infrastructure supports e-
health applications, including 3D wound scanning and elderly monitoring use cases, which require real-time data 
processing and reliable local execution. By processing data closer to users and devices, edge deployment reduces 
dependence on centralised infrastructure and supports continuous operation even in constrained connectivity 
scenarios. This approach provides a flexible and robust platform for running latency-sensitive healthcare services 
at the network edge while relieving the network of user-plane data traffic and, at the same time, maintaining 
appropriate security and control levels. 

The architecture of the system consists of a combination of central and edge deployments, as shown in Figure 
41, connected via a secure Security-as-a-Service component based on WireGuard. Edge nodes host the 5G data 
plane and cloud-native applications, enabling low-latency processing for critical e-health services, such as 3D 
wound scanning and elderly monitoring. Cloud-native principles, including containerisation, orchestration, and 
automated scaling, provide resilience and ensure that services can recover automatically in the event of failures, 
while maintaining efficient resource utilisation. The deployment on top of small- and large-scale cloud 
infrastructures for edge and central is part of the state of the art, using Kubernetes with an additional separation 
of the Kubernetes-based data plane at the edge of the network. This provides the expected additional flexibility, 
ease of management and deployment, as well as the possibility to run, if needed, multi-operator infrastructures 
using the same edge nodes. 

 

Figure 41: Cloud-Native Edge Health Platform 

However, the literature describes how such edge nodes are connected to the central nodes; most current 
publications assume a high-capacity, low-delay, and highly reliable operator network. For use cases like eHealth, 
we cannot make such an assumption. Instead, we have developed a new solution for secure, reliable connectivity 
of the data place across unreliable third-party backhauls, enabling interconnection among highly distributed 
locations without requiring special support from a mobile network operator. This offers high flexibility in 
deployment locations (especially administratively, there is no need to reserve network resources; a best-effort 
internet connection is sufficient for backhaul).  

The new communication between the central and edge nodes is performed over an encrypted backhaul, ensuring 
that both control-plane signalling for 5G core components and remote data access are secure. This secure 
channel allows supervisors and healthcare personnel to remotely access edge nodes, enabling them to add 
exercises for elderly patients, verify data after exercise sessions, and monitor health metrics even when they are 
not physically present at the pilot sites. 

The architecture also supports dynamic policy enforcement, especially for local services, and the use of the 
unreliable, best-effort backhaul connection. Remote access allows the system to prioritise users based on 
ŜȄŜǊŎƛǎŜ ǎŎƘŜŘǳƭŜǎΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ŀŎǘƛǾŜ ǳǎŜǊǎΩ ƘŜŀƭǘƘ Řŀǘŀ ƛǎ transmitted and processed in real time. This 
capability is critical for providing immediate feedback to supervisors, improving patient care, and enabling 
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reliable operation of latency-sensitive applications. By combining edge processing, cloud-native deployment, and 
secure connectivity, the system achieves a flexible, scalable, and robust platform for distributed e-health services 
while minimising dependency on central infrastructure and reducing latency for critical data flows. 

 

3.17 Monty Multi -flow Multi -access Scheduling 

The multi-flow, multi-access scheduling framework, named Monty, enables per-packet scheduling of data flows 
across multiple paths, even if the flow itself does not inherently support multi-connectivity. The Monty 
Framework79 is responsible for identifying flows, determining a scheduling policy for each flow, and finally, 
scheduling flows onto the available paths. In Monty, flows are aware of each other, meaning that different 
scheduling decisions can be made for a flow depending on the existence and needs of other flows in the system. 

The Monty framework is implemented using multipath tunnelling on top of Multipath Quick UDP80 (User Data 
Protocol) Internet Connections (MP-QUIC). It allows multiple data flows to be scheduled separately across the 
tunnel, within a single MP-QUIC connection. Each flow can be assigned a scheduling policy (e.g., an Access Traffic 
Steering-Switching-Splitting rule) that determines how it may be scheduled across different network paths. 

 

 

Figure 42: Operation of the Monty framework during packet transmission 

Traffic flows into the Monty framework by being routed to a dedicated Linux TUN device81. Packets read from 
this interface are classified and scheduled by Monty according to flow-specific policies, then forwarded to the 
underlying QUIC82 stack for transmission. The framework uses QUIC datagrams, which provide an unreliable and 
unordered transport service, thereby avoiding the enforcement of reliability and in-order delivery at the 
tunnelling layer. This design choice reflects the fact that reliability is not always desirable, particularly for real-
time or delay-sensitive traffic, where timely delivery is preferred over guaranteed delivery. Flows that require 
ordered and reliable transport are assumed to already employ suitable end-to-end transport protocols and 

                                                           

79  Also see, among others: http://www.diva-portal.org/smash/record.jsf?pid=diva2%3A1905816&dswid=-1160  
80  Multipath QUIC (MPQUIC) is an extension of the UDP-based QUIC protocol that enables a single, secure connection to utilize multiple 

network paths (e.g., WiFi and 5G) simultaneously, improving throughput, reliability, and handover. It enables efficient bandwidth 
aggregation and reduces latency by managing independent congestion controllers per path, unlike single-path QUIC. 

81  A Linux TUN (Network TUNnel) interface is a virtual point-to-point network device that operates at Layer 3 (IP layer) of the OSI model. 
It acts as a bridge, passing IP packets between a user-space application (like a VPN client) and the operating system's networking 
stack. Common uses include VPNs, virtualiSation, and tunnel creation. 

82  QUIC is a general-purpose transport layer network protocol initially designed by Jim Roskind at Google. It was first implemented and 
deployed in 2012 and was publicly announced in 2013 as experimentation broadened. QUIC is supported by major web browsers, 
including Chrome, Edge, Firefox and Safari. In Chrome, QUIC is used by more than half of all connections to Google's servers. QUIC 
improves performance of connection-oriented web applications that previously relied on Transmission Control Protocol (TCP). Also 
see, among others: https://en.wikipedia.org/wiki/QUIC  

 

http://www.diva-portal.org/smash/record.jsf?pid=diva2%3A1905816&dswid=-1160
https://en.wikipedia.org/wiki/QUIC
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therefore do not rely on the tunnel to provide these guarantees. Figure 42 gives an overview of the entire sending 
process. 

The operation of the Monty Framework during packet transmission can be summarised as follows:  

1. Flow identification and queuing: When a packet enters the system, its IPv4 header is inspected to determine 
the flow to which it belongs. Flow identification is performed using a six-tuple comprising the source and 
destination IP addresses, source and destination port numbers, transport protocol number, and the 
Differentiated Services Code Point (DSCP) value. Each identified flow is assigned a dedicated queue, enabling 
independent scheduling and isolation between flows. 

2. Scheduling policy selection: After flow identification, Monty determines the scheduling policy applicable to 
the flow. The scheduling policy specifies on which network path(s) packets from the flow may be transmitted. 
The DSCP value is used as an indicator of the desired scheduling policy; however, the final policy selection 
also depends on the current system state, such as the presence and characteristics of other active flows. This 
allows scheduling decisions to adapt dynamically to changing conditions. 

3. Datagram readiness signalling: Once a scheduling policy has been selected, Monty signals the QUIC 
implementation that a datagram is ready for transmission. Actual transmission is deferred until there is 
available space in the congestion window of at least one of the available paths. 

4. Path scheduling within QUIC: When congestion window space becomes available, path scheduling is 
performed to determine which path should be considered first for transmission. This process is handled 
internally by the QUIC implementation. No modifications have been made to the default QUIC path 
scheduling logic to ensure that QUIC control frames are transmitted promptly and are not delayed by 
application-level data scheduling. Once a path has been selected and sufficient space remains in the QUIC 
packet, a sending opportunity is advertised to the Monty framework. 

5. Flow scheduling and packet construction: Upon receiving a sending opportunity, the Monty flow scheduler 
selects which flow, if any, should transmit data on the chosen path. A round-robin scheduling strategy is 
employed to ensure fairness among active flows. Based on the selected scheduling policies, the flow 
scheduler may also decide not to transmit data on a given path. Multiple small datagrams, potentially 
belonging to different flows, may be aggregated into a single QUIC packet to improve efficiency. 

The receiving process in Monty is comparatively simple. Upon receipt of a datagram carrying flow data, the 
Monty framework extracts the payload and forwards it to the corresponding tun interface. The operating system 
kernel then routes the packet towards its final destination using standard IP forwarding mechanisms. 

The Monty framework is implemented on top of the picoquic83 QUIC library. Picoquic was selected because it 
supports both the Multipath QUIC and QUIC Datagram extensions, which are essential for Monty's operation. 
For congestion control, the framework uses BBR84 (Bottleneck Bandwidth and Round-trip propagation time), 
ƭŜǾŜǊŀƎƛƴƎ ..wΩǎ ǊƻǳƴŘ-trip time estimations and additional state variables as inputs to its scheduling and path 
selection decisions. 

 

3.18 Secure Data Storage, Visualisation, and Sharing 

This advanced feature provides an integrated solution for secure data storage, visualisation, and controlled data 
sharing within the 6G-PATH platform. It enables trusted data exchange between devices, platform services, and 
authorised consumers by combining scalable data management with built-in security and access control 
mechanisms. The feature supports real-time and historical data access while ensuring confidentiality, integrity, 

                                                           

83  See: https://github.com/private-octopus/picoquic  
84  BBR (Bottleneck Bandwidth and Round-trip propagation time) is a Google-developed TCP congestion control algorithm that optimizes 

network throughput and minimizes latency by modeling the network path rather than relying on packet loss. It calculates the max 
bandwidth and min RTT to maintain optimal data in flight, avoiding bufferbloat. 

https://github.com/private-octopus/picoquic
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and privacy of the exchanged information. It is designed as a reusable and extensible platform capability, 
enabling multiple vertical use cases and seamless integration with other 6G-PATH services.  

The Secure Data Storage, Visualisation, and Sharing feature (represented in Figure 43) is built on a scalable data 
management and security architecture based on the FIWARE platform85. It relies on Next Generation Service 
Interface Linked Data86 (NGSI-LD) compliant components, including the Orion Context Broker87 to support 
scalable, real-time data exchange across heterogeneous devices and services. 

 

Figure 43: Secure Data Storage, Visualisation, and Sharing features' architecture 

IoT devices and data producers interact with the platform through IoT Agents, exposing ETSI NGSI-LD APIs88 using 
REST and JSON-LD interfaces. This approach enables high connectivity and interoperability while allowing devices 
to publish contextual information or request historical data in a uniform manner. 

Security and privacy are ensured through a set of dedicated platform components. Identity management and 
authentication are handled by the KeyRock service89, which provides anonymised identities and secure entity 
registration. Authorisation is enforced through a policy-based access control mechanism that combines 
eXtensible Access Control Markup Language90 (XACML) policies with a decentralised capability-based access 
control model (DCapBAC). This allows fine-grained control over data access and operations. 

Before accessing the platform, clients authenticate to obtain an identity token, then request a capability token. 
Access permissions are evaluated against the defined security policies, and only authorised devices or 

                                                           

85  See: https://www.fiware.org/  
86  Next Generation Service Interface-Linked Data (NGSI-LD) is an open standard for context information management developed to 

facilitate the exchange of information between applications in the context of the Internet of Things (IoT). For further information also 
see: https://ngsi-ld.org/  

87  Also see: https://fiware-orion.readthedocs.io/en/master/  
88  ETSI GS CIM 047 V1.1.1, Context Information Management (CIM); NGSI-LD API, ETSI, 2022. 
89  For more details see: https://keyrock-fiware.github.io/  
90  eXtensible Access Control Markup Language (XACML) is an OASIS Open standard XML-based language for fine-grained, attribute-

based access control (ABAC). It defines a declarative policy language, a request/response schema, and a reference architecture to 
separate authorization decisions from application logic, enabling consistent, dynamic security policy enforcement. 

https://www.fiware.org/
https://ngsi-ld.org/
https://fiware-orion.readthedocs.io/en/master/
https://keyrock-fiware.github.io/
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applications are granted the capability to publish or consume data. During data publication or historical data 
retrieval, both tokens are validated by a Policy Enforcement Point91 (PEP) to ensure that all interactions comply 
with the established access control rules. 

All communications between platform components are protected using TLS/SSL, guaranteeing end-to-end 
confidentiality and integrity. In addition, sensitive data can be encrypted before storage using attribute-based 
encryption mechanisms (e.g. CP-ABE92). Encrypted data is stored in the NGSI-LD Context Broker and can be 
securely forwarded to authorised subscribers. Authorised data consumers can decrypt the received information 
using the appropriate cryptographic keys and use it for further processing or visualisation. The modular design 
of this feature allows secure data storage, controlled sharing, and real-time visualisation while remaining flexible 
enough to support future extensions, additional security mechanisms, or integration with advanced analytics 
services. 

 

3.19 Advanced Network Performance Monitoring 

The Advanced Network Performance Monitoring capabilities implemented in the IT/ALB testbed provide 
comprehensive visibility across multiple domains, including the 5G RAN, 5G Core, MEC infrastructure, and 
mobility platforms. The solution integrates heterogeneous measurement tools and data-collection mechanisms 
into a unified monitoring framework, enabling real-time observation and historical analysis of network and 
service performance. ¢ƘŜǎŜ ŎŀǇŀōƛƭƛǘƛŜǎ ŀǊŜ ǊŜŀƭƛǎŜŘ ǘƘǊƻǳƎƘ !¢/[[Ωǎ93 measurement tools and data collection 
systems deployed across the MEC, 5G network, and mobility domains. These components feed a common data 
platform that supports real-time data ingestion, persistence, and analytics. Figure 44 represents these features 
within the ATCLL architecture. 

 

Figure 44: IT/ALB architecture with emphasis on the network monitoring components 

                                                           

91  A Policy Enforcement Point (PEP) is a security component in an authorization framework that intercepts user requests, requests 
decisions from a Policy Decision Point (PDP), and enforces that decision by allowing or denying access. PEPs are distributed throughout 
applications (APIs, microservices, proxies) to monitor access in real-time. 

92  Ciphertext-Policy Attribute-Based Encryption. Also see: https://www.cs.utexas.edu/~bwaters/publications/papers/cp-abe.pdf  
93  The Aveiro Tech City Living Lab (ATCLL) is composed of an advanced communications infrastructure and an urban platform for data 

management and innovative analytics that, together, provide an open and large-scale technology laboratory in the city at the service 
of researchers, digital industries, start-ups, scaleups, R&D centres, entrepreneurs and other stakeholders interested in developing, 
testing or demonstrating concepts, products or services. Also see: https://www.aveirotechcity.pt/en/activities/aveiro-tech-city-living-
lab  

https://www.cs.utexas.edu/~bwaters/publications/papers/cp-abe.pdf
https://www.aveirotechcity.pt/en/activities/aveiro-tech-city-living-lab
https://www.aveirotechcity.pt/en/activities/aveiro-tech-city-living-lab
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ATCLL data platform is built around a Kafka-based94 data streaming architecture. It comprises a cluster of Kafka 
brokers that receive real-time data published by distributed producer applications deployed across the 
monitored domains. Monitoring data can be consumed in real time by Kafka subscribers, while Kafka connectors 
persist selected data streams to databases deployed on the same platform. This architecture enables both real-
time access to monitoring information via Kafka topic subscriptions and historical analysis and batch processing 
via queries to the persistent storage backends. 

5G RAN monitoring in the IT/ALB testbed employs a commercial solution from CableFree95 which exposes 
performance metrics for the RAN infrastructure, user equipment (UE), and applications via a WebSocket-based 
API. A dedicated metrics server has been developed as a WebSocket client that periodically retrieves monitoring 
data from the gNB, processes it, and forwards it to Kafka brokers in the ATCLL data platform. This enables both 
real-time and historical access to RAN performance indicators. 

5G Core monitoring of the 5G Core is achieved using the built-in metric exposition capabilities of selected 
Open5GS96 network functions, which expose operational metrics via HTTP interfaces. These metrics are scraped 
by a Prometheus97 server and stored in a time-series database, enabling subsequent analysis, processing, and 
visualisation using external tools such as Grafana98. 

MEC infrastructure monitoring is deployed as a distributed edge cluster based on K3S99, a lightweight Kubernetes 
distribution optimised for edge environments. The cluster is integrated with Prometheus through Helm-based 
deployments [2] that monitor node status, containerised workloads, network interfaces, and resource utilisation. 
Collected metrics are stored in a time-series database and made accessible through standard APIs for further 
processing and analytics. 

Security and protocol monitoring (ELK stack100) for protocol-level monitoring and security analysis, the IT/ALB 
testbed integrates an ELK stack deployed in a sidecar configuration alongside virtual machines and Kubernetes 
containers. This setup supports intrusion detection and alarm generation through a modular chain of cloud-
native functions (CNFs): Suricata101, operating in promiscuous mode, captures IP traffic and generates log files; 
Filebeat102 collects and forwards logs to Logstash103; Logstash performs log parsing and alarm detection, and 
forwards processed data to Elasticsearch and flat-file outputs; Elasticsearch104 stores detected alarms and 

                                                           

94  See: http://kafka.apache.org/  
95  For further information see: https://www.cablefree.net/  
96  See: https://open5gs.org/  
97  See: https://prometheus.io/  
98  See: https://grafana.com/  
99  K3s is a highly available, certified Kubernetes distribution designed for production workloads in unattended, resource-constrained, 

remote locations or inside IoT appliances. Also see: https://k3s.io/  
100  The ELK Stack (Elasticsearch, Logstash, Kibana) is an open-source, integrated suite for centralized logging, real-time analytics, and data 

visualization. It collects, parses, and transforms data (Logstash/Beats), stores and searches it (Elasticsearch), and displays it in 
interactive dashboards (Kibana). It is widely used for infrastructure monitoring, troubleshooting, and security analytics. Also see: 
https://www.elastic.co/elastic-stack  

101  Suricata is a high performance, open source network analysis and threat detection software used by most private and public 
organisations. Also see: https://suricata.io/  

102  Filebeat is a lightweight, open-source log shipper and centralizer, part of the Elastic Elastic Stack (ELK Stack). Installed as an agent on 
servers, it monitors log files, tails them in real-time, and forwards data to Elastic Elasticsearch or Elastic Logstash for indexing or further 
information. For more details also see: https://www.elastic.co/pt/beats/filebeat  

103  Logstash is an open-source, server-side data processing pipeline that ingests data from multiple sources simultaneously, transforms 
it on the fly, and sends it to a "stash" like Elasticsearch. It is a key component of the Elastic Stack (ELK), specializing in parsing 
unstructured data, enriching logs, and facilitating real-time data analytics. For further information also see: 
https://www.elastic.co/logstash  

104  Elasticsearch  is a distributed, open-source search and analytics engine built on Apache Lucene. It is designed for speed, scalability, 
and the ability to index, store, and analyze massive volumes of data in near real-time. It is frequently used as the central component 
of the Elastic Stack (ELK Stack)τalong with Logstash and Kibanaτfor log analysis, full-text search, and operational intelligence. For 
more details see: https://www.elastic.co/elasticsearch  

http://kafka.apache.org/
https://www.cablefree.net/
https://open5gs.org/
https://prometheus.io/
https://grafana.com/
https://k3s.io/
https://www.elastic.co/elastic-stack
https://suricata.io/
https://www.elastic.co/pt/beats/filebeat
https://www.elastic.co/logstash
https://www.elastic.co/elasticsearch
https://www.elastic.co/elasticsearch
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provides persistence; Kibana105 enables visualisation and in-depth analysis of security events and alarms. 
Detected threats can be propagated to monitoring components to trigger corrective actions at the platform level. 

Slice Manager monitoring also contributes to the monitoring framework by collecting information about active 
services and their associated network slices. This information is relayed to OSM, which coordinates the 
configuration and release of underlying network resources to support slice lifecycle management. 

 

3.20 HPE Aruba Network Observability and Metric Collection 

The HPE Aruba Networking Private 5G Core106 gathers and exposes metrics covering core network functions and 
platform components. Collecting real-time metrics from a live core network provides the visibility and telemetry 
needed to detect performance bottlenecks, predict failures, and dynamically optimise resource allocation for 
latency-sensitive services. This continuous stream of data can be used by orchestrators and external applications 
to enable advanced use cases like network slicing assurance, automated fault remediation, and AI-driven traffic 
steering to meet strict SLAs and deliver tailored, high-quality experiences. 

The HPE Aruba Networking Private 5G Core, represented in Figure 45, collects a wide range of metrics from its 
internal network functions and platform components, providing comprehensive visibility into both operational 
performance and system health. These metrics are gathered by an embedded Prometheus instance and exposed 
via Prometheus APIs in the standard format, enabling seamless integration with monitoring tools that support 
Prometheus. The system can be configured to automatically export all collected metrics to a predefined list of 
external Prometheus services, ensuring centralised monitoring and analysis across multiple environments. 

 

 

Figure 45: HPE Aruba network metric collection architecture 

 

3.21 ORO Network Monitoring Platform  

Within the ORO 5G Labs ecosystem, services have been monitored since deployment, with associated metrics 
and KPIs collected and used for preventive activities, network control, quality measurements, fault detection, 
and E2E validation. The ORO 5G Labs monitoring framework is highlighted in Figure 46. The parameters available 
in the Monitoring platform comprise of Radio Access Network Stack parameters (5GSA traffic volumes, 5GSA Call 

                                                           

105  Kibana is an open-source data visualization and exploration tool designed specifically as the user interface for Elasticsearch. It acts as 
the "window" into the Elastic Stack (formerly ELK Stack), enabling users to search, analyse, and visualise data stored in Elasticsearch 
indices, including logs, time-series data, and application monitoring metrics. Also see: https://www.elastic.co/pt/kibana  

106  HPE Aruba Networking Private 5G Core provides a single software-based Core providing both 4G Evolved Packet Core (EPC) and 5G 
Core solution for mobile private networks. Also see: https://www.hpe.com/emea_europe/en/aruba-networking-private-5g.html  

https://www.elastic.co/pt/kibana
https://www.hpe.com/emea_europe/en/aruba-networking-private-5g.html
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Rates, Average CQI, Average number of users, Physical resources block load, average user throughput), Core 
parameters (5GSA Core REST Service ς alarms, root cause analysis, tree causes, real-time network performance 
monitoring), Transport network (ports, interfaces, LSPs, TCEs, IP networks usage) and of the monitoring stack 
ƛǘǎŜƭŦ όDǊŀŦŀƴŀ ƳƻƴƛǘƻǊƛƴƎ ǘƻƻƭǎύΦ hwhΩǎ aƻƴƛǘƻǊƛƴƎ {ǘŀŎƪ ƛǎ ōǳƛƭǘ ƻƴ ŀƴ 9ƭŀǎǘƛŎ ŘŜǇƭƻȅƳŜƴǘ ǿƛǘƘ tǊƻƳŜǘƘŜǳǎ ŀƴŘ 
Grafana as aggregators and front-end components. 

 

 

Figure 46: ORO Testbed Monitoring Stack 

3.22 Network Orchestration across Cloud-Edge-Core Continuum (ZSM) 
¢Ƙƛǎ ǎŜŎǘƛƻƴ ōǊƛŜŦƭȅ ǇǊŜǎŜƴǘǎ ǘƘŜ Ƴŀƛƴ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ bŜǘǿƻǊƪ hǊŎƘŜǎǘǊŀǘƛƻƴ CǊŀƳŜǿƻǊƪ ƛƴ hwhΩǎ ǘŜǎǘōŜŘΦ 

ORO testbed enables end-to-end, standards-based orchestration of services across virtual infrastructure 

(VMs/CNFs), with integrated slice control and monitoring. The Core orchestration solution is based on ETSI Open-

Source MANO (OSM), an open-source Management and Orchestration (MANO) stack aligned with ETSI NFV. ETSI 

OSM is natively aligned with Cloud-Edge-Core orchestration and was designed and implemented in the testbed 

to orchestrate distributed, heterogeneous infrastructure as well. It applies to Cloud, Edge, and Core for 

NFVI/VIMs (OpenStack, VMware, K8s [12]), as well as to distributed VIMs/K8s clusters with latency-aware 

placement. 

 

Figure 47: ORO E2E OSM Orchestration solution 



D3.2 6G-PATH experimentation environment ς Final 

ϭ сD-PATH  Page | 76  

As illustrated in Figure 47, the ORO testbed delivers single OSM instances that orchestrate multiple domains, 
aligning with Cloud-Edge-Core Continuum orchestration by acting as a unified, standards-based, network-aware 
orchestrator that manages distributed compute and connectivity across heterogeneous domains using a single 
service lifecycle model. The unified orchestration layer deploys and lifecycle-manages network services across 
heterogeneous infrastructure by coordinating Kubernetes clusters for CNFs and OpenStack environments for 
VNFs from a single control plane. 

ZSM is an architectural framework designed to automate end-to-end network and service lifecycle management 
by integrating advanced automation, AI/ML algorithms, and standardised interfaces. Its primary goal is to enable 
autonomous operation, reducing manual intervention and operational costs while maintaining SLA compliance. 
The ZSM architecture comprises multiple functional components, including Service Management, Network 
Management, Automation & AI, Policy Framework, and Data Analytics. Service Management handles the lifecycle 
of services, including provisioning, activation, assurance, and decommissioning. ETSI ZSM107 defines a service-
based management framework that enables end-to-end, closed-loop, data-driven automation of networks and 
services using AI-assisted intelligence, aligned to the ORO solution implementation. It covers several domains as 
Service-based management, End-to-end closed loops, Data-driven intelligence, and zero-touch automation, as 
seen in Figure 48. 

The orchestration solution is built around service-based components that coordinate service and resource 
lifecycle management across cloud, edge, and network domains through automated, end-to-end closed loops.  

The orchestration solution is built around service-based components that manage service and resource lifecycles 
across cloud, edge, and network domains through automated, end-to-end closed loops. AI/ML-driven analytics 
process monitoring data to enable intelligent decisions, while closed-loop governance enforces policies and 
coordinates actions across domains. Integrated testbed systems expose standardised APIs for monitoring, slice 
management, and NFV/Kubernetes control, aligning the solution with ETSI ZSM Service and Resource 
Management Domains and enabling realistic validation of zero-touch, data-driven automation. 

 

 

Figure 48: ORO ZSM Orchestration capabilities 

¢ƘŜ ½{a ŀǊŎƘƛǘŜŎǘǳǊŜ ƛƴ hwhΩǎ ǘŜǎǘōŜŘ ƛǎ ǎǘǊǳŎǘǳǊŜŘ ƛƴǘƻ ƭŀȅŜǊŜŘ ŦǳƴŎǘƛƻƴŀƭ ōƭƻŎƪǎ, as in Figure 48. At the top, a 
Service Orchestrator provides service-oriented catalogues and lifecycle management, while a Resource 
Orchestrator provisions and configures applications, network functions, and closed-loop components on 
heterogeneous infrastructures (Kubernetes, core NFVI, edge NFVI). Closed-loop Governance coordinates 

                                                           

107  See, among others: https://sdn.ieee.org/newsletter/november-2018/etsi-zsm-architectural-framework-for-end-to-end-service-and-
network-automation.html  

https://sdn.ieee.org/newsletter/november-2018/etsi-zsm-architectural-framework-for-end-to-end-service-and-network-automation.html
https://sdn.ieee.org/newsletter/november-2018/etsi-zsm-architectural-framework-for-end-to-end-service-and-network-automation.html
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multiple automation loops to ensure policy compliance and conflict-free operation across domains. As an 
intelligence layer, an AI/ML Framework trains and deploys models that feed closed loops (monitoring, analysis, 
decision, execution), enabling data-driven optimisation of performance, resiliency, energy efficiency, and QoE.  

Through testbed-specific APIs, the orchestration stack integrates real monitoring systems, 5G slice management, 
and NFV platforms, realising the ETSI ZSM vision of end-to-end, data-driven, autonomous network and service 
management. 

The CloudςEdgeςCore continuum scenario is instantiated end-to-end from the Service Catalogue / Vertical 
Service LCM, expressing intent/SLA targets (latency, throughput, resiliency, energy). 

 

 

Figure 49: ORO Testbed ZSM Implementation High-level Overview 

The Service Orchestrator translates this intent into a coordinated set of service and network actions across 
domains, while the Resource Orchestrator places and instantiates the required CNFs/VNFs where they άfitέ best: 
latency-critical functions at the edge, control-plane and data/analytics functions at the core, and connectivity 
stitched end-to-end via the transport network. The continuum orchestration, by making the Cloud-Edge-Core 
domains real and independently controllable through service-based interfaces, the NFV MANO system 
(NFVO/VNFM with VIMs for VMs/containers and WIM for WAN) provides the execution plane for workloads 
across core and edge NFVI. The managed domains are connected through service-based APIs, enabling the ZSM 
ǇǊƛƴŎƛǇƭŜ ƻŦ άƳŀƴŀƎŜƳŜƴǘ ŀǎ ŀ ǎŜǊǾƛŎŜέ ŀŎǊƻǎǎ ƘŜǘŜǊƻƎŜƴŜƻǳǎ ǎƛǘŜǎΦ ¢ƘŜ ½{aΩǎ άȊŜǊƻ-ǘƻǳŎƘέ ŀǎǇŜŎǘ όǎŜŜ Figure 
49) is realised by end-to-end closed loops spanning the continuum, with monitoring feeds and analytics (AI/ML), 
decisions governed by closed-loop policy, and actions executed via the orchestration, slice-management, and 
monitoring plugins back into the edge/core/WAN domains. 

In summary, ORO AI/ML and ZSM Orchestration provide: 

¶ AI-driven networks and AI-as-a-Service (AIaaS) are enabled through ETSI ZSMςaligned orchestration. 

¶ AI/ML-powered closed loops automate service and resource management across domains. 

¶ Performance, resiliency, and energy efficiency are continuously optimised using data-driven intelligence. 

¶ AI-optimised sensing and actuation dynamically adapt network behaviour to maximise end-to-end QoE. 
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3.23 OmniFabric Cloud-native Data and AI platform 

OmniFabric108 is a cloud-native Data and AI platform designed to provide unified management of structured and 
unstructured data while supporting advanced analytics and AI workloads. The platform enables transactional, 
analytical, and AI-driven processing to be executed on a shared data foundation, reducing architectural 
complexity and enabling efficient data reuse across applications. Its design targets scalable, cost-efficient 
deployments and supports enterprise-grade governance and security in cloud and Kubernetes-based 
environments. OmniFabric supports a broad range of data-intensive applications, including operational and 
analytical systems, real-time and IoT analytics, and large-scale data processing pipelines. In addition, the platform 
enables next-generation AI use cases, such as multimodal-RAG, AI agents, and LLM fine-tuning. By consolidating 
multiple data management and analytics functions into a single platform, OmniFabric simplifies system 
architectures and accelerates the transition from raw data to actionable insights and AI-driven services. Figure 
50 represents hƳƴƛCŀōǊƛŎΩǎ ƘƛƎƘ-level system architecture. 

 

Figure 50: OmniFabric High-level system architecture 

OmniFabric DB, represented in Figure 51, is a MySQL109-compatible, hyper-converged database engine designed 
to support Hybrid Transactional and Analytical Processing110 (HTAP) workloads. It integrates transactional, 
analytical, time-series, vector, and full-text search capabilities within a single system. The database is built on a 
decoupled architecture separating compute, transaction management, and storage, enabling high elasticity, 
shared storage utilisation, and efficient pay-per-use operation. The database engine is AI-native, providing built-
in vector search and seamless integration with AI and LLM-based applications, while maintaining full 
compatibility with existing MySQL ecosystems and tools. Building on the database layer, the OmniFabric Platform 
extends support to unstructured data and AI-centric workflows. It provides ingestion and ETL capabilities 
(Extract, Transform, Load) for diverse data types, including documents, images, audio, video, and SaaS data 
sources. These capabilities enable multimodal analytics, search, and GenAI applications111 built on a unified data 
foundation. 

                                                           

108  See: https://docs.cloudsigma.com/en/latest/omni_fabric.html  
109  See: https://www.mysql.com/  
110  Hybrid Transactional and Analytical Processing (HTAP) is a database architecture that enables OLTP (online transaction processing) 

and OLAP (online analytical processing) to run on a single system simultaneously. By eliminating the need for ETL (Extract, Transform, 
Load) processes to move data between separate databases, HTAP provides real-time analytics on live, transactional data. Also see, 
among others: https://en.wikipedia.org/wiki/Hybrid_transactional/analytical_processing  

111  GenAI (Generative AI) applications automate content creation, enhance data analysis, and power intelligent, human-like virtual 
assistants across industries. Key uses include generating text, code, images, and video, accelerating drug discovery in healthcare, 
summarizing documents, and offering personalized customer experiences. For further reading also see, inter-alia: 
https://en.wikipedia.org/wiki/Generative_artificial_intelligence  

https://docs.cloudsigma.com/en/latest/omni_fabric.html
https://www.mysql.com/
https://en.wikipedia.org/wiki/Hybrid_transactional/analytical_processing
https://en.wikipedia.org/wiki/Generative_artificial_intelligence
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Figure 51: OmniFabric DB Architecture 

The OmniFabric platform (see Figure 52) integrates AI services for LLM and Vision-Language Model112 (VLM) 
orchestration, embedding generation, agent construction, and model fine-tuning. Enterprise-grade governance 
features, such as role-based access control and data privacy mechanisms, are integrated across the platform to 
ensure secure and controlled use of data and AI services. 

 

Figure 52: OmniFabric Platform 

                                                           

112  Vision Language Models (VLMs) are multimodal AI systems that combine large language models (LLMs) with vision encoders to 
understand, interpret, and generate text based on both image/video and text inputs. Unlike traditional computer vision, VLMs offer 
superior generalisation, enabling tasks like visual question answering, captioning, and object detection. For further reading see, for 
example: https://www.nvidia.com/en-eu/glossary/vision-language-models/  

https://www.nvidia.com/en-eu/glossary/vision-language-models/
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4 6G-PATH testbeds 

This section describes the infrastructure available across the different testbeds, providing details on capabilities, 
deployed advanced features, support for trials and pilots, and OC#1 projects. 

Each subsection focuses on one of the seven testbeds. To provide a clear overview of their status, each 
subsection includes a figure summarising the main components of each infrastructure, the advanced 
experimentation features provided by the platform and the 6G-PATH framework components deployed. 

4.1 ORO testbed 

The status of the testbed infrastructure as of February 2026 (M25) is summarised next and described in the 
following subsections. 

 
 

ID ORO 

Partner Orange Romania 

Location Bucharest, RO 

Use cases UC-EDU-1 

Infrastructure Bucharest 
Iasi 
Galati outdoor radio extension 
Constanta outdoor radio extension 

RAN Huawei SRAN18 NSA/SA Nokia AirScale OAI / srsRAN 
Ericsson DOTs NSA/SA OAI / srsRAN 
Ericsson5GRANNSA/SA 
Huawei SRAN18 NSA/SA 

IaaS OpenStack 
K8s 

Orchestration OSM v10 
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Monitoring Full-stack UE-Edge-RAN-Core-IaaS, Prometheus and Grafana 

Security Fortinet FortiGate 1000D UTMs with DDoS Protections 

MEC Collocated IaaS with 5GSA Core 

Slicing SNSSAI based APN based 

Remote access Yes, Site-to-Site (IPSec) and Client-to-Site (SSL)  

Overall diagram 

 
 

B5G features 

Policy enforcer ORO internal UE policy enforcer for communication services resources, automatic service 
profile enforcing in the testbed network (QoS, throughput, slice). 

ORO Slice Manager ORO internal slice orchestration (eMBB and URLLC) solution addresses the design, 
deployment, configuration, and termination of end-to-end network slice services 
(RAN/Core). It also supports subscribers/UEs provisioning/deprovisioning in a specific 
network slice. The slice manager applies for the ORO testbed network environment by 
using available network APIs. The slices for customers in the schools where we are 
piloting Digitaliada113, a comprehensive digitalisation program for education, are 
managed through the ORO Slice Manager. 

ZSM ZSM is an architectural framework designed to automate end-to-end network and service 
lifecycle management by integrating advanced automation, AI/ML algorithms, and 
standardised interfaces. Its primary goal is to enable autonomous operation, reducing 
manual intervention and operational costs while maintaining SLA compliance. 

 

OC#1 extensions 

INTENTIONAL114 INTENTIONAL ς Intelligent ai-driveN inTENT interpretatION for 6G operAtors and 
verticaLs provides an infrastructure software extension to the 6G PATH ORO testbed to 
support intent-based interfaces for experimenters implementing a multi-layer intent 
management framework for fulfilment and assurance of service and network slice 
provisioning requests. 

                                                           

113 Digitaliada is a digital education programme that aims to encourage the use of technology in the classroom to improve school 
performance. For more details see: https://digital-skills-jobs.europa.eu/en/opportunities/training/digital-schools-romania-digitaliada  

114  See: https://6gpath.eu/open-call-1-winners/intentional/  

https://digital-skills-jobs.europa.eu/en/opportunities/training/digital-schools-romania-digitaliada
https://6gpath.eu/open-call-1-winners/intentional/
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4.1.1 Description 

As part of Orange 5G Labs, the Orange Romania (ORO) Testbed serves as a vital hub for discovering and utilising 
5G capabilities. This ecosystem is designed to unify a diverse group of stakeholders, including industry partners, 
innovators, and businesses, to test, develop, and showcase new use cases empowered by the networks of the 
future. ¢ƘŜ hwh ¢ŜǎǘōŜŘΩǎ н ǎƛǘŜǎ ŀǊŜ ƛƴ .ǳŎƘŀǊŜǎǘ (Romania) ŀƴŘ ƛƴ LŀǓƛ (Romania). Both locations are hosted 
within our academic pŀǊǘƴŜǊΩǎ ǾŜƴǳŜǎΦ ¢ƘŜ hwh ¢ŜǎǘōŜŘ ƛǎ ŀ ŎƻƳƳŜǊŎƛŀƭ ŘŜǇƭƻȅƳŜƴǘ that fully supports 
academic and research partners in advancing the experimentation, testing, and validation of their applications. 
Beyond industrial applications, the 5G Labs ecosystem extends its impact to sectors such as education, media, 
ǊŜǘŀƛƭΣ ƘŜŀƭǘƘŎŀǊŜΣ ŀƴŘ ǎƳŀǊǘ ŎƛǘƛŜǎΦ hwhΩǎ рD [abs in Bucharest and Iasi are the main locations that host the 
infrastructure supporting hwhΩǎ рD-enabled research and business activities. The Bucharest 5G Lab is located at 
the CAMPUS Research Centre of UNSTPB and currently implements a full 5G SA infrastructure, comprising 5G 
RAN, Core, Edge Computing, and advanced Software Defined Networking (SDN) elements in the associated data 
centre. The Iasi 5G Lab is located at TU IASLΩǎ CŀŎǳƭǘȅ ƻŦ 9ƭŜŎǘǊƻƴƛŎǎ ŀƴŘ ¢ŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ ŎǳǊǊŜƴǘƭȅ Ƙƻǎǘǎ 
5G SA RAN components. 

Table 4: ORO testbed capabilities 

RAN NSA/SA 5GCN NSA/SA 
IP 
Transport 

IaaS 
MANO & 
Monitoring 

Security MEC Slicing 

Bucharest 

Huawei SRAN18 NSA/SA 
Nokia AirScale OAI / srsRAN 

Ericsson 2.15 vEPC 
Nokia CMU23.10 
5GC OAI / 
Open5GS 

CISCO 
NXOS 
IPFABRIC 

OpenStack 
Ussuri 
VMware ESXi 
K8s 

OSM v10 
Prometheus 
Grafana 

Fortinet 
1000D 
DDOS 

Collocated 
IaaS w 5G 
Core 

SNSSAI 
based 
APN 
based 

Iasi 

Ericsson DOTs NSA/SA OAI / 
srsRAN 

Nokia CMU23.10 
UPF OAI / 
Open5GS 

CISCO 
NXOS 
IPFABRIC 

OpenStack 
Ussuri K8s 

Prometheus 
Grafana 

Fortinet 
1000D 
DDOS 

Collocated 
IaaS w 5G 
UPF 

SNSSAI 
based 
APN 
based 

Galati Outdoor Extension 

Ericsson5GRANNSA/SA _ CISCO _ _ _ _ 

SNSSAI 
based 
APN 
based 

Constanta Outdoor Extension 

Huawei SRAN18 NSA/SA _ CISCO _ _ _ _ 

SNSSAI 
based 
APN 
based 

 

The existing capabilities in the Orange 5G Labs testbed, offering insights into the availability of 5G technology for 
RAN, Core, transport networks, edge computing, virtualisation, orchestration, monitoring, security, and 
associated platforms specific to each of the two 5G Labs and their outdoor radio extensions. All these features 
and capabilities are summarised in Table 4 and will be further developed in the following sections. 

Core capabilities 

hwhΩǎ рD [ŀō ǘŜǎǘōŜŘ ƛǎ ōŀǎŜŘ ƻƴ ǾƛǊǘǳŀƭƛǎŜŘ ƴŜǘǿƻǊƪ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ ōƻǘƘ рD ƻǇǘƛƻƴǎΣ ǘƘŜ b{! ŀƴŘ {A variants. 
The 5G Labs are connected to the commercial LTE Core Network for the NSA variant. 

The NSA Core architecture is based on Ericsson's vEPC solution, deployed on an OpenStack infrastructure ς 
Orange IaaS. The existing core architecture can support broadband connectivity with configurable DL/UL 
throughput values up to ~1 Gbps for DL and ~100 Mbps for UL. For this existing core architecture, 5G services 
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are manually configured using dedicated QoS, traffic prioritisation, private APNs, and network-provisioned 
throughput capabilities, with eMBB as the leading service. 

The SA Core architecture uses Nokia's 5G SA CMU115 Core Network solution, which runs on a virtualised 
infrastructure in the Bucharest 5G Lab data centre. Three main components are integrated: the Cloud Mobile 
Gateway116 (CMG), the Cloud Mobility Manager117 (CMM), and the Authentication and Policy Control (APC).    

EDGE capabilities 

The 5G Labs edge computing ecosystem supports multiple types of applications, ranging from bare metal 
solutions118 to virtualised or containerised variants, as showcased in Figure 53. The resulting modularised 
services, flexible and adaptable, can leverage the ǘŜǎǘōŜŘΩs configurable networking capabilities, enabling fast 
deployment cycles and dynamic services launched in the network. In this approach, the application functions 
may be instantiated, terminated, configured, scaled in/out, and updated more rapidly than in traditional bare-
metal implementations, to support on-demand instantiation of communication services, including configuration 
of specific network slices to meet the applicationΩs requirements.  

 

 

Figure 53: ORO Testbed: 5G Labs supported virtualisation layers 

RAN capabilities  

The RAN consists of gNBs supporting 5G NSA and SA Option B. For 5G SA Option B, the gNB connects to the AMF 
over the NG-C interface for Control Plane signalling and to the UPF over the NG-U interface for user plane data 
transfer. The gNBs are connected via the Xn interface. The gNB provides the NR (New Radio) air interface access 
to the UEs. The RAN includes the Service Data Adaptation Protocol layer and the F1 interface with the Centralised 
Unit ς 5ƛǎǘǊƛōǳǘŜŘ ¦ƴƛǘ ǎǇƭƛǘΦ ¢Ƙƛǎ ƛƴƴƻǾŀǘƛǾŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ǇǊƻǾƛŘŜǎ ǎƳŀƭƭ ŎŜƭƭ ŎƻǾŜǊŀƎŜ ǘƻ ƳǳƭǘƛǇƭŜ ƻǇŜǊŀǘƻǊǎ άŀǎ-
a-ǎŜǊǾƛŎŜέ ŀƴŘ ǳǎŜǎ ǾƛǊǘǳŀƭƛǎŀǘƛƻƴ ǘŜŎƘƴƛǉǳŜǎ ǘƻ ƛǎƻƭŀǘŜ ŘŀǘŀΣ ǊŜŘǳŎŜ ƭatency, and improve resource efficiency. By 
orchestrating lightweight virtual resources and enabling efficient Virtualised Network Function (VNF) placement 

                                                           

115  CMU is ideal for enterprises seeking to deploy locally managed, modular and customizable industrial grade private wireless networks. 
It provides all the necessary functions of the mobile packet core (MPC) using field-proven software based on our Cloud Packet Core 
solution for Communications Service Providers. Also see: https:// www.dac.nokia.com/connectivity-solutions/compact-mobility-unit-
cmu/  

116  The Nokia Cloud Mobile Gateway performs gateway and related functions within the Packet Core Network. It is built to address the 

growth of enhanced mobile broadband and deliver new uRLLC connections, Internet of Things (IoT), machine-type communications 

(MTC), and 5G services 
117  The Nokia Cloud Mobility Manager (CMM) performs the MME/SGSN functions within the packet core network and supports the 

Cellular IoT-Serving Gateway Node (C-SGN) function within narrowband internet of things/machine-type communications (IoT/MTC) 
network. 

118  A bare metal solution is a type of hardware platform that provides a single-tenant environment with dedicated hardware resources. 
This means that the hardware resources are not shared with other tenants, but are instead used exclusively by a single tenant. 

https://www.dac.nokia.com/connectivity-solutions/compact-mobility-unit-cmu/
https://www.dac.nokia.com/connectivity-solutions/compact-mobility-unit-cmu/





















































































































