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HSS Home Subscriber Server

HTAP Hybrid Transactional and Analytical Processing
HTTP, http HyperText Transfer Protocol

HTTPS, https HyperText Transfer Protocol Secure
HW, hw Hardware

1/0, ilo Input / Output

laaS Infrastructure asa-Service

1AM Identity and Access Management
ICMP Internet Control Message Protocol

ID, id Identifier

IdP Identity Provider

IDS International Data Spaces

IEEE Institute of Electrical anélectronic Engineers
IETF Internet Engineering Task Force

IMS IP Multimedia Subsystem

IMSI International Mobile Subscriber Identity
loT Internet of Things

IP Internet Protocol

IPSec Internet Protocol Security

IPv4 Internet Protocolversion 4

IRU Indoor Radio Unit

IT Information Technology

ITS Intelligent Transport System

JSON JavaScript Object Notation

JSONRPC JavaScript Object NotatieRemote Procedure Call
JWS JSON Web Signature

JWT JSON Web Token

K8s Kubernetes

KPI Key Performancendicator

KVI Key Value Indicator

KVM Kernelbases Virtual Machine

L4S Low Latency, Low Loss, and Scalable throughput
LADN Local AredDataNetwork

LAN Local Area Network

LBO Local BrealOut

LCM Life Cycle Management

LEO Low Earth Orbit

LLM LargeLanguage Model

LMF Location Management Function

LoRa Long Range

LoRaWAN Long Range Wide Area Network

LRU Local Radio Unit

6 cPBTH Page |11



D3.2 6GPATH experimentation environmeqt-inal

LSP LabelSwitched Path

LSP Link State Propagation

LTE Long Term Evolution

LXC LinuX Container

LXD LinuX Design

MaaS Metal asa-Service

MAC Medium Access Control

MAEC Mobility-Aware Edge Computing

MANO (Network) Management and Orchestration
MCP Model Context Protocol

MCS Mission Critical Service

MCS Modulation and Coding Scheme

MDP Markov Decision Process

MEC (or EDGE) Mobile/Multi-access Edge Computing
MIMO Multiple-Input Multiple-Output

MIRO Multi-domain Intelligent Resource Orchestration
ML Machine Learning

MLOps Machine Learning Operations

MME Mobility Management Entity

mMTC massive Machindype Communications
mmwW millimeter wave

MNO Mobile Network Operator

MOS Mean Opinion Score

MPC Mobile PacketCore

MPLS Multiprotocol Label Switching

MPQUIC Multipath QUIC

MQTT Message Queuing Telemetry Transport
MTC Machine Type Communications

MTLF Model Trainind-ocal Function

NaC Network as Code

NAS Non-Access Stratum

NB-loT Narrow Band IoT

NBI Northbound Interface

NEF Network Exposure Function

NF Network Function

NFS Network File System

NFVI Network Functions Virtualisation Infrastructure
NFVO Network Function Virtualisation Orchestrator
NG Next Generation

NGAP NextGeneration Application Protocol
NGSILD Next Generation Service Interface Linked Data
NITRO Network Integrated Test, Retime analytics and Optimisation
NR New Radio

NRF Network Repaitory Function

NS Network Service

NS Network Slice

NSA NonStand Alone

NSD Network Service Descriptor

NSLCM Network Slice Lifecycle Management Model
NSSAI Network Slice Selection Assistance Information
NSSF Network Slice Selection Function

NTN NonTerrestrial Network

NWDAF Network Data Analytics Function

O-RAN Open Radio Access Network

OAl Open Air Interface

OAl Open Archives Initiative

OAM Operation, Administration and Maintenance
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Abbreviation / Term

OAM Operation, Administration and Monitoring

OAS OpenAPBpecification

OASIS Organization for the Advancement of Structured Information Standards

OBU On-Board Unit

OC#1 6G PATH Open Call 1

OC#2 6G PATH Open Call 2

OClI Open Container Initiative

OIDC OpenlD Connect

OLAP Online Analytical Processing

OLTP Online Transaction Processing

ONEmMNEF hy S{ 2 dz2NDS Qa-basell KeNBri Expaguke®dnction

ONF Open Networking Foundation

ONOS Open Network Operating System

OoP OpenlD Provider

OPEN 5GENESIS Experimentation platform from 5G PPP 5GENESIS project

oS Operating System

OSA OpenAirinterface Software Alliance

(O8] Open Systems Interconnection

OSM OpenSource MANO

OSM Order and Service Management

OVN Open Virtual Network

ovs Open vSwitch

PAM Passive and Active Measurement

PCF Policy Control Function

PDP Policy Decision Point

PDU Packet Data Unit

PDU Protocol Data Unit

PEP Policy Enforcement Point

PNF Physical Network Function

PoC Prootof-Concept

PoP Point of Presence

PR Performance Requirement

PRB Physical Resource Block

PSO Particle Swarn®©ptimisation

QoD Quality on Demand

QoE Quality of Experience

QoS Quality of Service

QuUIC Quick UDP Internet Connections

RAM Random Access Memory

RAN Radio Access Network

RAG RetrievalAugmented Generation

RAT Radio Access Technology

RC RANControl

RDMA Remote Direct Memory Access

REST Representational State Transfer

RF Radio Frequency

RFC Request For Comments

RIC RAN Intelligent Controller

RLC Radio Link Control

ROS Robot Operating System

RP Relying Party

RPC Remote Procedure Call

RRH Remote Radio Head

RRU Remote Radio Unit

RSRP Reference Signal Received Power

RSRQ Reference Signal Received Quality

RSSI Received Signal Strength Indicator
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RTC RealTime Communication

RTT RoundTrip Time

RU Radio Unit

Rx Receive

SNSSAI Singleg Network Slice Selection Assistance Information
SA Stand Alone

SaaS Software asa-Service

SBA Service Based Architecture

SBI Southbound Interface

SC Software Community

SCA Slice Controller Agent

SCTP Stream Control Transmission Protocol
SD SliceDifferentiator

SDK SoftwareDefined Kit

SDN SoftwareDefined Networking

SDO Standards Development Organization
SDR Software Defined Radio

SDS Software Defined Storage

SECaaS Security asa-Service

SEPP Security Edge Protection Proxy

SFP SmallFormFactor Pluggable

SGN Serving Gateway Node

SIDF Subscriber identify Deoncealing Function
SIM Subscriber Identity Module

SINR Signalto-Noise Ratio

SIP Session Initiation Protocol

SLA Service Level Agreement

SM Slice Manager

SMF SessiorManagement Function

SNS Secure Network Services

SNS JU Smart Networks and Services Joint Undertaking
SQL Structured Query Language

SRAN Single Radio Access Network

SRS, srs Software Radio Systems

SSL Secure Socket Layer

SSO Single Sigi®On

SST Slice/Service Type

SUMO Simulation of Urban MObility

SUT Systen Under Test

SW, sw Software

TAF Trusted Application Function

TAP Test Automation Platform

TCE Traffic Conditioning Element

TCP Transmission Control Protocol

TDD TimeDivision Duplexing

TLS Transport Layer Security

TMF Tele Management Forum

TR Technical Report

TRL Technology Readiness Level

TS Technical Specification

TSDB Time ®riesDatabase

TSN Time Sensitive Network

TWAMP TwoWay Active Measurement Protocol
Tx Transmit

uc UseCase

UDM Unified Data Management

UDM User Data Management
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UDR Unified Data Repository
UDSF Unstructured Data Storage Function
UE User Equipment
UERANSIM 5G UE (User Equipment) and RAN (gNodeB) simulator.
ul User Interface
UL Uplink
UP User Plane
UPF User Plane Function
UPG User Plane Gateway
UPS Uninterruptible Power Supply
URI Uniform Resource Identifier
URL, url Uniform Resource Locator
URLLC Ultra-Reliable Low Latency Communications
USB Universal Serial Bus
USIM Universal Subscribédentity Module
USRP Universal Software Radio Peripheral
UTM Urchin Tracking Module
V2X Vehicle to Everything
VE Virtual Environment
VEPC Virtual Evolved Packet Core
VIM Virtual Infrastructure Manager
VLAN Virtual Local Area Network
VLM VisionLanguage Model
VM Virtual Machine
VNF Virtual Network Function
VNFD Virtual Network Function Descriptor
VNFM Virtual Network Function Manager
VoNR Voice over New Radio
VPN Virtual Private Network
VR Virtual Reality
VSFA VideoSpatiaiTemporal Feature Aggregation
VXLAN Virtual Extensible LAN
WAN Wide Area Network
Wi-Fi, WiFi Wireless Fidelity
WIM Wide-area Infrastructure Manager
WP (6G PATH) Wk Package
WWW, www World Wide Web
XACML eXtensible Access Control Markianguage
XML, xml Extensible Markup Language
XR Extended Reality
YAML Yet Another Markup Language
ZSM ZeroTouch Service Management
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Executive Summary

This deliverable presents the final status, architecture, and capabilities of the!6@ | LINE2SOGQa SELJ
environment developed within the Smart Networks and Services Joint Undertaking (SNS JU) programme under
Horizon Europe. The document provédan overviewof the consolidated work performed in Work Package 3

(WP3) responsible for the testbed experimentatiobhis document is an update deliverable D3.1, presenting

the final status of the previously described framework, technologies] testbeds. This document, despite
following the previous version (D3.4fyucture, has focused on the most relevant content to improeadability

and understanding. This document is complemented by other project technical documeilable on the 66

PATH website, including specific pages (e.g., testipdal$orms, advanced features), white papers, and journal

and conference papers.

The work presented alsareflects the feedback received from other WPs, including feedback from the first
phase expementations (WP4), the open calls extensions (OC#1 TRACK B) (WP4/WP5), the validation and
evaluation (WP6), and the updated project architecture and the relevant B5G technologies identified and
adopted (WP2).

The main contributions of this deliverable cam summarised as follows:

9 The definition and integration of a federated experimentation framework enabling coordinated operation
across multiple geographically distributed testbeds.

1 The consolidation and deployment of advanced experimentation featuregjding securityas-a-service
(SECaaS3licing, Absa-service(AlaaS)and closedoop automation.

1 The establishment of a standardised experimentation methodology based on -¥éfMed test cases,
lifecycle automation, and Kftiven evaluation.

1 The validtion of the platform readiness to support Beyeh& and emerging 6G trials across Europe.

The 6GPATH experimentation environment is designed as a distributed, -teatthed platform that enables
coordinated experimentation across geographically dispeis&dstructures while preserving local autonomy

and technological diversity. The framework extends the OPEN 5GENESIS suite and aligns with ETSI TR 103 761
ensuring methodological consistency tbe definition, orchestration, monitoring, and analysiseaperiments

in nextgeneration wireless systems. Core functionalities provided by the platform include experiment
formalisation, automated execution, lifecycle management, KPI collection, and andiyties visualisation,

thereby establishing an operatial baseline for largecale experimentation and validation activities.

From a project execution perspective, this deliverdihalises the experimentation environment within WP3,
providingthe necessary platform, tools, and integrated capabilities tal#@ experimentation activitiesthe

actual execution of experiments, including internal trials, open call experiments, and validation activities, is
carried out in subsequent work packag®¥Ps) where the developed framework is utilised to support vetic

use casefUCsand largescale validation scenarios.

At the architectural level, the platform is organised into layered components that collectively enable secure
access, orchestration, and observability. The upper layer provides unified entry thite§GPATH Portal and
programmatic interaction via the Northbound Interface, supported by centralised authentication, authorisation,
and accounting services. The intermediate layer hoststgsbed lifecycle management, orchestration
interfaces, and adwvaed experimentation servicesincluding securityasa-service (SECaag)artificial
intelligenceasa-service, slice management, policy enforcement, and cldsed automation. Thénfrastructure

layer comprises heterogeneous 5G/B5G infrastructures, edde®ud resources, and vertieddbmain use cases
spanning agriculture, education, healthcare, and smart cities. This layered design enables interoperability,
scalability, and reproducible experimentation across the federation.

The deliverable further dasments the integration of advanced experimentation capabilities that extend beyond
commercial 5G functionality. These include CARKed secure APl exposure, dynamic network slicing, policy
driven traffic control, Aknabled optimisation, mobilinaware achestration, cloueedgecore continuum
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management, and enhanced monitoring and data analytics. Such features enable complexprieal
experimentation scenarios and providétechnological bridgetoward future 6G architectures and services.

In parallel, the document provides comprehensive descriptions of the final release of all participating testbeds,
including their infrastructure characteristics, supported features, orchestration mechanisms, KPIs, afdlbpen
extensions. The federationfadhese heterogeneous facilities constitutes a gamopean experimentation
ecosystem capable of supporting vertisglctor trials and crosgdomain innovation.

Overall, the 6E&PATH experimentation environment establishes a mature, interoperable, and séxien
platform that serves as the foundation fexperimentation activities in subsequent work packages, in particular

for the case ofVP4 By combining federated infrastructures, standardised experimentation methodologies, and
cutting-edge features, thefpF G F2 N¥Y LINBPARSa |+ ONRGAOIE F2dzyRFEGAz2Yy
innovation, and largecaledeployment and enables the execution of internal trials, open call experiments, and
validation activities across the federated testbeds
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1

Introduction

This deliverablés the final document fronl6GPATH WP3 and updates deliverable DSirhplifying the content

for easierreadability andunderstanding This documenteportson thefinal release of the 66 ATH framework
providesan update on tie advanced featureisitegrated and extended into the testbeds, and presents a revised

and structured description dhe project'sseventestbeds Since the delivery of D3.1, this WP has been refined

by integrating contributions and observations from thiher project WPs. This includes lessons learned during

the initial experimentation phase (WP4), outcomes from the Open Call extensions under OC#1 TRACK B
(WP4/WP5), findings from validation and assessment activities (WP6), and updates stemming frowiséte re
project architecture together with the B5G technologies selected and incorporated within WP2.

This document is complemented by other project technical documentslable on the 6@ATH website,
including specific pages (e.g., testbeds, platformaaded features), white papers, ajalirnals and conference
papers.

1.1 Mapping 6GPATH Outputs

¢ KAa
within the formal Deliverable and Task descriptio@ A ya i GKS LINRP2SO0GQa NBaLISOGA
Such mapping is presentedTiablel.

DELIVERABLE

asSourzy

| APYCEH pibjct abrivhiti@ints, éKdStailedn the project description of work

Tablel: Adherence to 6@AH GA Deliverable & Tasks Descriptions

6GPATH GA Titll 6GPATH GA Component Outline

D3.16GPATH experimentation environmeqt-inal
Reports on the activities performed in WP3. Focus on the final release phaseduciialies and report on the activities performed
achieve the final version of the integrated testbeds and components.

TASKS

T3.:Testbed
upgrades and

extensions

T3.2 Backend
components

extensions

T3.3 Southbound
and Northbound
APIs development

T3.4

Experimentation

This task aims to enhance the existing 5G pilot testbeds by  Section 3 and Section 3 describes the

incorporating the latestcommercial products and opesource  Sectiord.
components that support the 3GPP standard and interfaces fc
both the RAN and network components.

advanced features, and
Sectiord details the
upgrades that have been
made

The 6GPATH platform backend layer comprises several techn Section 2 and Section2 describeghe 6G

O02YLRYySytia RSNAGSR FTNRBY LI NI Sections.
research projects and products. It aims to achieve an overarcl
multi-testbed orchestration and nreagement intelligent layer.

¢CKAA G a1l ft SgS MNpravbds resdarbilprsj€ctéE Section 2
and products to evolve the existing solutions to support the 6C

PATH requirements. This includesdesigning, adapting, and

extending the Application Programming Interfaces (APIs) for
automating the northbound communicatiomd interfacing

between the internal/external applications and the

experimentation platform of 6°ATH, as well as the southbour
communication with the underlying B5G testbed infrastructure

This task focuses on leveraging a thpatty experimentation Section 2.
system and a KPI visualisation system stemming from previot

PATH Frameworlkand
Section 3 describdhe
advanced features integrate:
into the testbeds.

Section 2 describes the 6G
PATHramework including
the APIs developed

Section 2 describes th&G
PATH Frameworkncluding

Dashboard PPP projects. This development will also account for all the the APIs developed.
necessargoftware adaptations to the KPI visualisation system
which should enable the visualisation of KPIs and KVIs agains
target and baseline values to evidence incremental improvem:
AY GKS AYyFNF AdNUzOG dZNBE Q& LIS NJ
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T3.5 System This task will start by developing the integration plans for the All All document sections

integration two-stage 6GPATH platform and its integration in the testbeds demonstrate the system
Afterwards, it will be responsible for integratingetidifferent integration and deployment
extensions and components to release the two versions of the in the testbeds.

platform to support the project trials and pilots.

1.2 Deliverable Overview and Report Struce
The rest of the deliverable is organised idigtinct Sections as follows

1 Section 2includes a detailed description of the 88ATH experimentation framework, the workflow for
enabling experimentand the frameworkkeycomponentstescriptions.

1 Section 3describes the initially planned advanced features as well as the new advanced features.

1 Section 4provides the final release of the testbeds.

1 Section5 provides the conclusions, followed by a sefAnhexes that include more details relatedgome
content in themain bodyof the document

This documenalsoincludesthree Annexes:
Annex A: Network KPIs TemplatesProjectdefined baseline for network KPIs measurement and analysis.

Annex B: Experimentation test cases templateExperimentation est case templates developed to specify the
test cases and record the experimentations.

Annex C: ALB/IT AlaaS use cagdavouse cases of the usage of ALB/IT AlaaS that demonstrate how an AlaaS
platform can be integrated into concrete use cases.
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2 6GPATHEXperimentation Framework

The 6GPATH experimentation framework is built on the OPEN 5GENESt2usditaplements the framework
described in the ETSI recommendation TR 10376 This technical deliverabtietails the implementation and
testing workfow used to validate nexjeneration wireless communication systems and ke cases deployed
on top of them.

This experimentation framework providestandardisedapproach to:

=A =4 =4 =8 =4

Experiment definition and composition
Resource orchestration and lifecycle magement
Automated experiment execution

Performance monitoring and KPI collection
Result visualisation and analysis

Within the context of the 6@ ATHoroject, the OPEN 5GENESIS suite has been integrated as the engine for the
execution of the experiments and has been extended to support the integration of metrics from Promg&heus
Kafka[23] and MQTT ([4], [5]) among other relevant features for experimentatissuchasthe edition of test
cases and the storage of metadata anrtefactsrelatedto the experimentationFigurel depicts theframework's
functional architecture

6G-PATH Portal

AAA Service

ELCM Portal

Experiment Lifecycle Manager (ELCM)

Testbed Repository Image Repository

Network Infrastructure

InfluxDB Time-Series Storage

Analytics Module

Figurel: Functional architecture of the experimentation framework inB&TH

1

Thed h LISY p D9 b chribé foupdlaiitH8EEhitpls://github.com/5genesik Ths open source suite includes the Release A of
the 5GENES|I8oject experimentation tools and components that can be integrated on top of any 5G Platform in order to become
an experimentation facility and support 5G trials, following the 5GENESIS exptatioremethodology.

[More details about the broader context of the H2020 5G PPP 5GENESIS project can be fotwsl/&ig-ppp.eu/5genesidl

MQTT is an OASIS standard messaging protocol for the Intern€hin§s (loT). It is designed as an extremely lightweight
publish/subscribe messaging transport that is ideal for connecting remote devices with a small code footprint and minimid net
bandwidth. MQTT today is used in a wide variety of industries, as@utomotive, manufacturing, telecommunications, oil and gas,

etc. Also seehttps://mqtt.org/

6

cPBTH Page |20


https://github.com/5genesis
https://5g-ppp.eu/5genesis/
https://mqtt.org/

D3.2 6GPATH experimentation environmeqt-inal

In the next subsectionsve begin bypresenting the 6@ATH Experimentation Framework and describing its
three layers Afterwards, we presenthe ¢key components of the framework in more detaillIna ! yy SE . Y
OELISNAYSY Gl GA2Y (W iadude@kparidéntatioaf tateterfates developed to specify

the test cases and record the experimentations.

2.1 6GPATH Experimentatioframework

Figure 2 presents a comprehensive architectural overview of the-F6&3 HExperimentation Framework,
illustrating the layered structure that enables coordinated experimentation across nine geographicall
distributed testbeds throughout Europee., theseven projecoriginaltestbeds and two testbedsomingfrom

the OC#1 TRACK. A)he architecture employs a federated approagh whichstandardisedinterfaces and
common data modelsunify¢ diverse testled infrastructures into a cohesive experimentation platform while
preserving local autonomy and accommodating technological heterogeneity.

6G-PATH
testbed
repository

Analytics

CAPIF
Central 6G-PATH PORTAL

6G-PATHSouthbound Interface

ELCM Portal

Experiment Lifecycle Manager (ELCM)

# 8 # # H A B K BH B

Influx DB Service / Standard/Custom -\ / Advanced experimentation features -\
Manager/Orches infrastructures
L. trator management APls Security-as-a-Service Closed Loop Coordinator
Common Monitoring tools (TEL, FOKUS, ODIN) (ONE}
[ Al-as-a-Service ] [ Policy Enforcer ] slice Manager
(ONE| UWS, UMA, OTE, FOKUS
{ Custom monitoring tools ] \ A J A (KAU, ALB) ( ) ( - . - ) '
I
Infrastructure
~ UC-EDU UC-HEALTH
Uc
((‘;’5??’%“}4] (OROF,UWS, (CHAR,
3 KAU) MCS)

Figure2: 6GPATHExperimentationFramework

The architecture i®rganisedinto three distinct horizontal layers, each serving specific functions within the
experimentation ecosystenthat is the upper layer, the middle layer, and tivdrastructure layer.

Theuppermost layeprovides the primary entry point for experimenterachhosts shared services that operate
across all testbeds. This layer implements a unified access model that abstracts the complexity of the underlying
distributed infrastructure. This layer is composgdhe following components:

6GPATH Portaserves ashe main gateway to the entire experimentation framework. This selsed interface
serves as experimente@first point of contact, providinga graphical environment for discovering available
testbeds, understanding their capabilities, and initiating ekpents. The portal implements single sign,
allowing researchers to authenticate once and access multiple testbeds with@mteeing credentials
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6GPATH Northbound Interfaceoperates in parallel with the portal, providing RESTful® Aletess for
programmatic interaction. This dualccess pattern (graphical portal for human users, API for automation)
enables diverse workflows from manual experiment configuration to fully automated continuous integration
pipelines.

AAA providescentralisedAuthenticaton, Authorization, and Accounting services. This component maintains
user identities, manages rcol@ased access control, enforces permissions determining which testbeds and
resources users can access, and logs all authentication events for audit purBygssmtralisingidentity
management, the AAA enables seamless access across the testbed federation with consistent security policies.

Image Repositorstorescontainerisedapplications and virtual machin®M)images that experiments deploy.

This repositoy provides versioftontrolled storageensuring experiment reproducibilitthe same image version

always produces the same deployment. Researchers upload their use case applications to this repository, making
them available for deployment across any testhin the federation.

6GPATH Testbed Repositomaintains a comprehensive registry of all participating testbeds. For each testbed,

the repository stores technical specifications (available infrastructure, supported features), APl endpoints
enabling progammatic access, operational status indicating current availability, and capability metadata

describing whatspecificexperiments each testbed can support. This registry enables the portal to present

accurate, current information about testbed options.

The middle layercontains components instantiated p&estbed (purpleblocks without background colour),
providing customisedexperimentation capabilities for each facility. This distributed instantiation pattern
balancesstandardisationi(e., components shee common interfaces and data models) with localisation (each
instance is optimisetbr its specific testbed). The components integrating the middle layer are the following:

ELCM PortaD provides a wekbased interface for experiment management within a specific testbed. Each
testbed operates its own ELCM Portal instanoestomisedi 2 NI ¥ S O 8 unifjué lcapabilidk andl f A (0 & ¢
configuration options. Through this portal, experimenters define test cases, configure experiment parameters,
launch executions, monitor progress in réiahe, and access results.

Experiment Lifecycle Manager (ELCMonstitutes the core orchestration engine, managing the complete
experiment lifecycle from initial deployment through final collection and aggfieg of the collected
measurements. Based on the ETSI TR 103 761 stafidatde ELCM executes test cases definethanY AML

(YAML Ain't Markup Language) format, coordinating complex sequences of operations across infrastructure
components. Figure 9 gécts the ELCM with multiplpuzzlepiece icons, symbolising its modular, extensible
architecture, in whichifferent task types plug into the execution framework. Each ELCM instance maintains
deep integration with its local testbed through the two essehiiterfaces:

1 Service Manager/Orchestratoenables deployment and lifecycle management of network services and
functions. The ELCM uses this interface to instantiate Y4@SCNFs configure network slices, deploy MEC

3 ARESTful API (Representational State Transfer API) is an interface that allows two computer systems tdreectratige securely
over the internet. It follows a set of constraints and principles to ensure efficient, reliable, and scalable communieatieanb
clients and servergzor more details also seamong othershttps://aws.amazon.com/whais/restful-api/

4 Virtual Network RFinctions (VNFs) are software applications that deliver network functions such as directory services, routers,
firewalls, load balancers, and more. They are deployed dsalVimachines (VMs) and have often been the next step for
telecommunications providers in their digital transformation from the physical network functions (PNFs) of legacy netwarkcapp
on proprietary hardware.

5 Containerized Network Functions (CN&® software implementations of network functions that traditionally run on physical devices
but are now executed within Linux containers. These containers are typically orchestrated by Kubernetes. CNFs offer several
advantages over traditional Virtuadid Network Functions (VNFs), including improved scalability, resilience, and efficiency.

6  Multi-Access Edge Computing (MEC), formerly known as mobile edge computing, is a network architecture concept defined by the
European Telecommunications Standandstitute (ETSI). MEC brings cloud computing capabilities and an IT service environment
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applications, and orchestrate congx multtcomponent services. The interface abstracts differences
between testbed orchestration systems (OSKubernete%[15], proprietary systems).

i Standard/Custom Infrastructure Management ARtsovide access to underlying infrastructure resources.
Through the APIs exposed by the infrastructammponents, theeLCM manages the infrastructure building
blocks to execute the tests defined by the experimenter. Custom interfaces accommodate teptiefic
management systems.

TheAnalyticscomponent aggregas monitoring data collected during the tests/experiments, processes it into
meaningful insights, and presents results through interactive dashboards.

1 Grafand provides thevisualisatiorplatform for creating and displaying dashboards. As an indissénydard
opensource tool, Grafana connects to monitoring databases and renderssmes graphs, histograms,
statistical summaries, and othe&rsualisations

1 InfluxDB®[27] serves as theine-series database storing all monitoring data. Each testbed operates its own
InfluxDB instance, but all instances share a common data model, identical schemas and tag structures.

1 Common MonitoringToolsincludestandard measurement utilities deployed ass all testbeds: #vf!! for
throughput testing, ping for latency measurement, resource monitoring agents tracking
CPU/memory/storagetilisation, and protocobnalysersapturing network traffic.

1 Commercial/Custom Toslaccommodatespecialisednonitoring equipment available at specific testbeds.
These might include professional netwankalysersRF measurement equipment, or proprietary monitoring
systems. The framewodupportsthe collection of data and measurements from these diverse sources and
the storage of albf them into thelnfluxDB.

The Advanced Experimentation Featuresepresent cuttingedge capabilities that differentiate 6BATH
testbeds from conventional 5G infrastructure. These features, shown in the darker grey boxes on the right side
of the middle layer, include:

closer to the edge of the cellular network, or more generally, to the edge of any network. By running applications andipgrfor

related processing tasks closer to tbellular customer, MEC reduces network congestion and improves application performance.

MEC technology is designed to be implemented at cellular base stations or other edge nodes, enabling flexible and rgpidrdeplo

of new applications and services foustomers For further details also seattps://www.etsi.org/technologies/multiaccessedge

computing

OpenSource MANGs an ETSiosted initiative to develop an Open Soufld&V Management and Orchestration (MANO) software

stack for productiorready MultiCloud Telco Orchestratiofror further details seéittps://osm.etsi.org/

8 Kubernetesalso known as K8s, is an open source sydtnautomating deployment, scaling, and management of containerized
applications. It groups containers that make up an application into logical units for easy management and discovery.dsUhéldet
upon 15 years of experience of running production kéoads at Google, combined with besftbreed ideas and practices from the
community.More details can be found altittps://kubernetes.io/

9 Grafana is an open source myfiatform analytics and interactive visuadtion web application developed by Grafana Lalendbles
users to query, visuaks alert on, and understand metrics, logs, and traces from multiple data sources through agtiemi
dashboardsFor further information seehttps://grafana.com/

10 InfluxDB is a time series database (TSDB) developed by the company InfluxData. It is used for storage and retrievaies tiate s
in fields such as operations monitoring, application metrics, Internet of Thingss@a39r data, and redime analytics. For further
information seefor example https://www.influxdata.com/

11 iperf, Iperf or iPerf, is a tool for network performance measurement and tuning. It is a guts#rm tool that can produce
standardised performance measurements for any network. The iperf has client and server functionality and can createasiasa stre
to measure the througput between the two ends in one or both directions. A typical iperf output contains astaraped report of
the amount of data transferred and the throughput measured. Also see, among ottigrs:/iperf.fr/

12 The Pig tool is used to test whether a particular host is reachable across an IP network. A Ping measures the time it talestgor pa
to be sent from the local host to a destination computer and back. The Ping tool measures and records theipaimeé of the
packet and any losses along the way. Alsqg ae®ong othershttps://en.wikipedia.org/wiki/Ping_(networking_ utility)

7
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1 Securityas-a-Servicé® Implementing CAPH-compliant API security frameworks, these services provide
authentication,authorisation and secure API exposure for experimental applications.

1 Al-asa-Service Enabling deployment of Al/ML models at the network edge or core, supporting intelligent
network optimisation predictive analytics, and fAbwered applications.

1 Close Loop Coordinatorimplementing closedbop automation where the network monitors its ow
performance, detects issues optimisationopportunities, and automatically adjusts configurations without
human intervention.

1 Police Enforcer Enforcing network policies and QoS guarantees, ensuring experimental traffic receives
configured treatment ad validating that policypased network control operates correctly.

1 Slice Manager Managing the complete lifecycle of network slicegdynamic creation, configuration,
monitoring, modification, and deletion of logically isolated network segments with gtesdn
characteristics.

Not every testbed implements every advanced feature. The testbed repositdigateswhich facilities offer
each capability, reflecting the federation's strength through diversity rather than uniformity.

Theinfrastructure layerepresents the actual network infrastructure and the vertical use cases it supports. This
layer includes the physical and virtisall components that comprise the testbeds: Radio Access Network
elements (base stations, antennas, radio urfidJs)operating invarious frequency bands), 5G Cdf:C)
Network functions implementing 3GPpecified components (AMF, SMF, UPF, PCF, UDM, AUSF), Edge
computing platforms hosting applications close to users, and Transport networks connecting all these elements.

Finally,Use Case Domairare shown as purple ovals at the bottom represent the four vertical sectors that
adrive€ 6GPATH experimentation:

1 UCFARM (CSIC, TER, UMA, HRBicultural use cases validating 5G/6G technologies for precision farming,
agricultural robdics, sensor networks, and farm automation.

f UCEDU (OROF, ORO, UWS, RZ, K&ducational use cases exploring immersive learning, remote
laboratories, collaborative virtual environments, and educational content delivery.

 UCHEALTH (CHAR, MCS, FOKH&lhcare use cases testing telemedicine, remote patient monitoring,
and medical device integration.

1 UCCITIES (IT, ALB, ACTA, OFRjart city use cases including intelligent transportation and automated
logistics.

13 Securityasa-service (SECaaS) is a business model in vehsdrvice provider integrates their security services into a corporate
infrastructure on a subscription basis more ceffectively than most individuals or corporations can provide on their own when the
total cost of ownership is considered. SECaaSpg@usby the "software as a servic€SaaSjnodel as applied to information security
type services and does not require-premises hardware, avoiding substantial capital outlays. These security services often include
authentication, antivirus, antimalware/spyware, intrusion detection, Penetration testing, and security event management, among
others For more informative details also séer example https://en.wikipedia.org/wiki/Securiy_as_a_service

1“4 /1tLC Aa GKS a/2YY2y !tL CNIYSg2Nlé¢ RSFAYSR o6& oDtt {G2sYlyl3S
(NBIs)CAPIF is defined to establish a single and harsadmlatform for exposure of all the 3GPP capabditposure APIs (network
northbound APIs and application enabler layer APIs), and also for an$@BR defined APIs (i.e., APIs defined by other SDO or
consortiums such as ETSI ISG MEC, TM Forum, CAMARA, etc.). CAPIF offers the common function@iRepukligation, API
discovery, API exposing function (e.g., NEF) management, API invoker (e.g., Application Function) onboarding manageityent, Secu
(e.g., NBI API access control), Routing management, auditing and charging) applicable to any setrkbfonetervice APIs. Among
its security, authentication and authorization functionalities, CAPIF also enables the collection and management of esefarons
applications that require the consent of the end use@APIF avoids duplication, brings inangistent approach to common
supporting capabilities, eases the development and rapid deployment of applications (AFs) invoking APIs (e.g., 3GPmdetwork a
service APIsfor further details also seamong othershttps://www.3gpp.org/technologies/ct3expfr-apis

15 Also seeamong othershttps://www.5gtechnologyworld.com/howdoesa-5g-core-work/
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As illustrated irFigure3, the experimentation workflow begins at the @\ TH Portal, where they authenticate
via AAA and select a testbed from the repository. The experimenter can cdhsulformation about the
features exposed by the testbeds in tlestbed Repository

?

6G-PATH Portal Access

W authenticace
AAA Authentication
purEnticatic A I::,-:';.\'-.E.-N\
/vm-n—.n—\ \%

Browse Testbed Repository Image Repository
abilities - Feature Status Uploac erify Image

I
=== =l Pre-deploy Service c
f Image Repositor stk c
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’
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J t confipyfe scenario “
Test Case Definition Scenario Configuration
YAML specificatio Network fra config
x XII templat YAML files
Trigger Execution
Dashboard — ELCM - Execution ID assigned
i ELCM - Experiment Execution
Deploy images - Activate service - Execute task
C f re infra icture Run te ool
trics tagged with Execut 1D
1 ig i i ! J
Monitoring & Data Collection
KPIs - KVIs - Execution ID tag
stdre B b___:)u--.n:,:.

Results - InfluxDB Analytics & Visualisation
tore Analytic « Grafana
KPI ection

Figure3: Experimentation flow involving layers and components

Once the experimenter has chosen a testbedshe can decide to deploy a sereieither before running the
experiment or as part of .ifThe images to be deployed should be stored in the Image Repository, which provides
an interface for uploading treeimagesThe experimenter theaccesesthat testbed? ELCM Portal to configure
andlaunch experiments. The execution of the experiments is oriented towasisgtest cases. The 6BATH
experimentation framework employs YAML (Yet Another Markup Language) as the formal specification language
for defining test cases. YAML provides a homeadable format. An experimenter can open a test case file and
immediately understanddwhat it doeg, without needing to parse complex code. At the same time, the
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structured nature of YAML ensures that the specification is unambiguous and maehaotebe, enabling full
automation.

0Annex A: Network KPIs Templat@xludes the test cases templates defined to measure the Network KPIs used
in the project tocharacterisehe performance provided by the testbedAfter the textual definition of the test
cases, they are implementedising the YAMbased scripting synthesis defined as part of the experimentation
framework The documentation available in the GitLab repository includes examples of ctest
implementations®, and the ELCM Portal also includes reference test cases to provide a baseline for
experimenterswhen writingtheir YAML test cases. At this point, and éxperimenters without a technical
background, the testbed owners can offer support witftogrammingthe executable test cases. Thuke
testbed owners can make available to the experimenter, via the ELCM portal, an implementation of the test
cases based on the experimenter's test case description, following the standareisplhte.

The ELCM Portal ilclesan editor for writing and checking the syntax 6AML test cases. The ELCM offers a list
of task$’ whichenablesa direct translation between the steps defined in the test cases and tasks specified in
YAML to implement the case&dditionally the EICM, as ampensourcetool, offers the possibility to implement
new tasks to control new gproprietary components available in the testbed or that are part of the use case
under test. Once the test case is editédappears in the experiment dashboardpesed by the ELCM Portal,
and the experimenter can create an experiment based on this test case.

The ELCM executes the experiment against the actual network infrastructure. The ELCM is a central component
of the experimentation framework, designed to oegtrate and manage the entire lifecycle of 5G experiments.

By automating the routine aspects of experimentatige.. deployment, configuration, monitoring, and data
collection), the ELCMifreest researchers to focuspon éwhat really matters > (i foimilatidg ypotheses,
designing innovative tests, and interpreting results.

The test caséncludesactivating and configuring the service under test and colledtiegmetrics identified by
the experimenter as thetkey performance measuremertsfor the application under test. During the
experiment, measurements defined in the test case are collected and tagged with the same execution ID.

Once the experimeriinishes allmeasurements are available in the InfluxDB integrated tinéoframework. This
databa® isused by the Analytics module to inspect and visudhgemeasurements recorded.

2.2 6GPATH Portal

The 6GPATH Portd is the primary usefacing component of the 6BATH experimentation environment and
constitutes the main entry point for experimenters and stakeholders. It provides a unifiedbassal inteface

that enables users to securely access the platform, discover authorised testbeds, manage experimentation
activities, and access experiment results, while abstracting the complexity of the underlyingtestbitid
infrastructure. The Portal acts as aardination and interaction layer between users and the core platform
services. It integrates with the Authentication, Authorisation, and Accounting (AAA) component for secure access
control,the Northbound Interfac€NBI)for platform interactions, the Epberiment Lifecycle Management (ELCM)
services for experiment execution, atite Analytics dashboard for graphical rendering and data visualisation of
KPIs/KVIs and experiment metrics. Through these integrations, the Portal supports the complete
experimentdion workflow without directly interacting with testbed infrastructures or data collection systems.

From an architectural perspective, the Portal does not execute experiments, deploy workloads, or process
monitoring data. Instead, it orchestrates user aas by invoking backend services through standardised APIs
and by redirecting users to specialised components (e.g., ELCM and Analytics dashboards) responsible for

16 See:https://gitlab.com/morseuma/elcm/-/tree/main/Samples?ref type=heads
17 See:https://gitlab.com/morseuma/elcm/-/blob/main/docs/3-2a_ GENERAL TASKS.md
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execution and analysis. This design ensures scalability, modularity, and a clear sepdi@ditrerns within the
6GPATH platformThe followindgigurespresent someviews of the 6@ ATH Portal, including the authentication
interfaceandtestbed selection view.

)
6G-Path

Welcome to the 6G-Path Portal

Figure4: 6GPATH Portal Sign

& Victoria Network (€ Back to Testbeds

5 Infrastructure Details

Frequency Bands

Coll Types & Power

Deployment Mode (NSA, SA)

Max Bandwidth per Carrier

Network Siicing Capabllltes ont APs for Configuration and Control

Figureb: Testbed selection view

The 6GPATH Portal provides a comprehensive set of functionalities designed to support user interaction with
the experimentation environment throughout the experiment lifecycle.

|l

User authentication andaccess managemenAccess to the Portal is secured through integration with the
AAA component. During sign, user credentials are validated, and associated roles and permissions are
retrieved. These permissions determimich testbeds, experiments, anqdiatform featuresare visible and
accessible to each usérhe Portal enforces roleased access control across all user interactions and ensures
that only authorised actions are exposed through the user interface.

Testbed discovery and selectio®nce auhenticated, users can browse the list of testbeds available to them
through the Portal. Testbed information, including access endpoints and metadata, is retrieved from the

6
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unified view of heterogeneous testbeds, enabling users to select a target environment without requiring
knowledge of underlying infrastructurgpecific details.

9 Access to experiment analytics and resulfhe 6GPATH Portal provides a@sto experiment results by
integrating with the Analytics component through the Northbound Interface. Analytics withi?/ATGH
follow a decentralised approach, where each testbed deploys its own analytics dashboards and monitoring
databasesUsing the Exgriment ID supplied by the ELCM, the Portal enables users to access analytics
dashboards that visualise KPIs and KVIs associated with specific experiments. The computation and
visualisation of metrics are performed entirely by the Analytics componenthwhicieves monitoring data
from the testbedspecific Monitoring Databases.

1 Documentation and user supporiThe Portal provides access to platform and testbed documentation to
supportdza Sdio&xding and correct usage of the experimentation environm&his includes guidance
on experiment workflows, testbed capabilities, and interaction with analytics and lifecycle management
tools.

The 6GPATH Portal is fully integrated with tipdatform@ backend services via the Northbound Interfaidel.
Its modular ésign and reliance on standardised interfaces ensure interoperability, scalability, and ease of
extension as new testbeds, analytics modules, and experimentation services are added.

By centralising user interaction while delegating execution and anatgtisgecialised components, the Portal
enables a coherent and efficient user experience across the entie/6Kk experimentation ecosystem.

To validate the correct operation of the A TH Portal and its interaction with other platform components, a
set ofintegration tests is defined and executed. These tests verifyterahd user workflows across the Portal,
AAA services, Northbound Interface, ELCM, and Analytics components.

Overall, the 6G°ATH Portal provides a unified and secure interfaceiritgracting with the 6&PATH
experimentation environment. By coordinating authentication, testbed selection, experiment management, and
access to decentralised analytics, the Portal enables efficient and controlled experimentation workflows while
maintainng a clear separation of responsibilities among platform components.

2.3 6GPATH Northbound Interface

The 6GPATH Northbound Interface constitutes the main access layer betweesfageg components and the

internal services of the 6BATH experimentation efronment. It provides a secure, standardised, and
technologyagnostic interface that enables the @A TH Portal and other authorised external components to
AYUSNI OG ¢A0GK GKS LI FGF2NYQa O2NB aSNBA OSiéfecycld y Of dzf
management, and monitoring.he Northbound Interface acts as a logimahtrol-plane entry point, decoupling

the userinteraction layer from the underlying heterogeneous testbed infrastructamed orchestration
mechanismsExposing weltlefined APlIsallows higheflevel services to manage experiments without requiring

direct knowledge of testbedpecific technologies, protocols, or deployment details.

The Northbound Interfad@Pl provides a comprehensive set of functiols support endto-end
expaimentation workflows across multiple testbeds and user roles.

1 User authentication and access contrd\ll interactions through the Northbound Interface are secured via
integration with the AAA component. User credentials are validated before any operataifowed, and
role-based authorisation policies are enforced to ensure that users can only access testbeds, experiments,
and resources for which they are authorisdthis mechanism supportSingle sigion interaction with the
6GPATH PortaRolebasedaccess control for individual users, groups, and collaborative experimentation
scenariosSecure session handling and tokeaised authentication for API calls.
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9 Testbed discovery and access managemértie Northbound Interface exposes APIs that allow atitiedl
users to discover available testbeds and retrieve relevant metadata, including access endpoints and
supported capabilities. This enables the Portal to dynamically pop8lated K s ligtioSaMdilable testbeds
based on their permission3he interfae dabstracts the heterogeneity of testbeds, presenting a uniform
access model regardless of the underlying infrastructure or technology stack.

1 Monitoring, status reporting, and error handlingrhe Northbound Interface supports rei@he feedback on
expetiment execution by exposing monitoring and status reporting APIs. These APIs allowlédigher
components to retrieveExecution state transitions (e.g., initialised, running, completed, failRdhtime
notifications and error message8asic performanceand execution metadata used by analytics and
visualisation components

Standardisecerror-handling mechanisms ensure that failures are reported in a structusietipnable way,
improving troubleshooting and operational robustness.

The Northbound Interfacés implemented using operextensible APJsenabling interoperability with both
internal and external components. It is designed to evolve alongside the platform, allowing new services,
experiment types, and testbeds to be integrated without disruptinpting workflowslts integration with the

Portal and ELCM components enables a seamless user experience, where authentication, experiment
configuration, execution, and monitoring are orchestrated transparently through a unified control @eaagall,

the Northbound Interface represents @ey enableg for scalable, secure, and muttomain experimentation

within the 6GPATH platform.

To validate the correct behaviour of the Northbound Interface and its interaction with other platform
components, a set ahtegration tests is defined and executed. These tests focus on verifyingpesmt (E2E)
functionality across component boundaries rather than isolated unit behaviour.

Overall, the 6@ATH Northbound Interface provides a secwsealable access layer thanables seamless
interaction between usefacing components and the platfo@ core experimentation servicefts advanced
features support authentication, testbed access, experiment lifecycle management, and monitoring, while the
defined integration tetss ensure correct behaviour and robust operation within the overallPFéGH
experimentation environment.

2.4 Authentication, Authorization and Accounting

The Authentication, Authorization and Accounting (AAA) component is a core security elemenbGfRiAeIH
platform, responsible for managing user identities, controlling access to platform services and testbeds, and
supporting auditing of user activity. The AAA functionality is implemented using Keytlaakopensource

Identity and Access Management (IAM) solutitvat provides a centralisedstandardscompliant security
framework for the entire 6@2ATH ecosysteniThe AAA component ensures thanly authenticated and
authorised users can access the platform and that their permissions are consistently enforced across all services,
including the 6@ATH Portal, the Experiment Lifecycle Manager (ELCM), the Analytics subsystem, and the
Testbed Repsitory. It also enables Single SQn'® (SSO), allowing users to seamlessly access multiple platform
components after a single authentication step.

18 Single sigon (SSO) is an authentication scheme that allows a user to log in with a single ID to any of several related, yet independent
software systems. True single sign alows the user to log in once and access services witheahtering authentication factors.
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Keycloak is deployed as a standalone service and acts as the identity proffafey for the 6@PATH platfom.
All major platform components are integrated with the AAA service using standard OA&tH DPenID
Connect! (OIDC) mechanisms. Upon successful authentication, Keycloak issues access tokens that are validated
by the platform components to enforcauthorisationdecisions.

Within Keycloak, all securityBSf i SR O2y FA3IdzNI GA2Y Aa

are confgured in the6GPATH Portglportal-cli), theELCMelcmcli), the Analytics Data Collectdanalyticscli)
and theTestbed Repositorftb-repo-cli). Each client relies on OlEfased authentication anduthorisationand
validates the received access tokdrefore granting access to protected resources or APIs.

The accessontrol model adopted in 68@ATH.ombinesusers, groups, and rolegnabling scalable and flexible
management of permissions across multiple testbeds and experimenter entities.

D2y I1E 0y SKARY |
encompasses all users, clients, roles, and groups required to support the pl@foperation Keycloak clients

Users- A shgle Keycloak user account is created for each individual person accessing the platform (e.qg.,
researchers, engineers, or operators). Users do not receive permissions directly; instead, access rights are
inherited through group membership and assigned sole

Groups- Groups are used as the primary organisational construct to reflect both experimenter entities and
testbed ownership

T

Experimenter groupsOne group per experimenter entity (consortium partner or thiarty organisation),

following the namingonvention exp<entity>. All users belonging to the same organisation are assigned to

the corresponding experimenter group.

Testbed groupsOne group per testbed, following the naming conventior<tbstbed>. These groups are

used to manage permissions a&td to testbed administration and access.

This grougbased approach simplifies administration and ensures consistent access control for all users belonging
to the same entity.

Roles- The following roles are defined in the 6ATH realm:

1 experimenter:grants permissions to view authorised testbeds and run experiments.

)l
1

testbed: grants permissions to manage testbed metadata.

tb-<testbed>:testbedspecific roles (one role per testbed) used to control access to individual testbeds.

Roles are assigned at theogp level, rather than directly to users, ensuring scalable and maintainable access
management.

Access to platform resources is enforced through the combination of group membership and assigned roles.

This mechanism applies uniformly to botlonsortium patners and third-party experimenters onboarded

through the Open Callsensuring a consistent and secure access model across the platform.

The AAA component supports Single Sign(SSO) across the-®®BTH platform. A user authenticates once via

the 6GPATHPortal, after which Keycloak establishes a session within th®/AG1 realm. When the user

19

20

21

An identity provider (abbreviated IdP, IDP, or idp) is a system entity that creates, maintains, and manages identityianféomat

principals and also provideauthentication services to relying applications within a federation or distributed network. Identity

providers offer user authentication as a service

OAuth 2.0 is the industrgtandard protocol for authorisation. OAuth 2.0 focuses on client develsipgglicity while providing specific

authorisation flows for web applications, desktop applications, mobile phones and living room devices. For more detsdls: also

https://oauth.net/2/
OpenlD Connect (OIDC) islanzli KSy G A OF GA2Yy LINRG2 02
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provide basic profile information in a secure, standardized way. While OAuth 2.0 focuses on authorization (granting access to

resources), OIDC addathentication (verifying who the user is) using JSON Web Tokens (IWD€)is widely used for single sign

on (SSO0), allowing users to log in once with an OpenlD Provider (OP) such as Google, Microsoft, or Facebook, andrthétigecess

applications Relying Parties, RPs) withouteatering credentials.
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accesses other components (e.g., ELCM Portal or Analytics Dashboard), the existing session &ccosed
access tokens are issued without requiring additionghantication.

Each platform component independently validates the received tokens and enforces access control based on the
roles and group information embedded in the token claims. This approach provides a seamless user experience
while maintaining stricecurity and isolation guarantees.

YSeé Of 2 i addduntingizind lagging mechanisms support basic auditing and operational monitoring. These
include:User authentication and session evenfdient access and token issuance evenitese recordprovide

traceability of platform usage and can be correlated with experiment execution data managed by the ELCM,
supporting auditing, troubleshooting, and future extensions toward more advanced usage accounting if required.

2.5 Image Repository

The Image Repository is a core component of thePBGH experimentation framework, responsible for
managing and storingsecase imageR S L) 28 SR | ONRP&da GKS LINR2SOiQa-GSaio
to-date images are readily available to the-B&TH Experimentation Framework for seamless deployment
during experimentation. GitLabkerves as the central platform for the full lifecycle of these images and their
associated experiments, enabling users to interact through both ahesled interface anthe Git commane

line for version control. Integrated CI/CD pipelines automate the build, validation, and testing of images, and
upon successful checks, publish them to the centraliseedPBEBH Use Case Image Repository. From this
repository, the deploymentan be initiated to the appropriate testbeds, while configurable pipeline stages allow

for automated execution of test scripts to assess image functionality and performance prior to experimentation.

Since the intermediate release, the A TH Image Repasiy has transitioned from a conceptual framework
component into a fully operational collaboration platform actively used by the project partners. The -GitLab
based repository has proven to be a major enabler for distributed development, integration, and
experimentation across the consortium.

Multiple projectspecific repositories can be created within the GitLab environment to support the development
of use case images. These repositories are now routinely used by partners to:

1 Upload and version container di'vVM images for use cases and experiments.

1 Share configuration files, deployment descriptors, and supporting scripts.

1 Maintain documentation related to image usage, dependencies, and execution contexts.
9 Track changes and evolution of artefacts throught@ged version control.

The repository has significantly improved crpsstner collaboration. Teams located at different sites and
testbedscan work on shared artefacts in a controlled, transparent marung standard Git workflows
(branches, merge reqets, and reviews). This has enabled:

9 Parallel development of use case images by multiple partners.

9 Structured peer review of changes prior to integration.

9 Traceability of modifications over time, supporting reproducibility of experiments.

9 Faster onboardingf new contributors through a unified toolchain and process.

DAG[FI0Qa AYydS3aINIGSR /Lk/5 TFdzyOQuArzyltAide KF& 0SSy
artefacts. Partners have beguefining pipelines that build images, perform basic cdesisy checks, and
prepare them fordeployment. This automation has reduced manual effort aridimisedconfiguration errors

prior to deployment on testbeds.

From an operational perspective, the Image Repository sewes as the single source of truth fese-case
images within 6&?ATH. The ELCM can reliably retrieve validated artefacts from the repository, or they can be
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manually deployed byexperimenters, ensuring consistency between what partners develog what is
deployed on the infrastructure.

2.6 6GPATHTestbedRepository

The 6GPATH Testbed Repositorig a centralised service within the @ATH architecturghat maintains
authoritative information about all registered testbeds. It actsdise single source of truthfor testbed
metadata, access endpoints, and monitoring resources, enabling consistent discovery and controlled access to
testbeds across the platforniThe repository is accessed programmatically via a REST API and is primarily
consumed by thesGPATH Posl and other platform components through thBorthbound Interface in
coordination with theAAA componentlts role is to ensure that authenticated users are presented only with the
testbeds they are authorised to access, together with the necessary tdhahétails to support experiment
execution, monitoring, and result visualisation.

The Testbed Repository supports ttentralised registration and maintenance of testbed metadatmtrolled
exposure of testbed information based on user authorisatipmovision of access endpoints required by the
Portal to redirect users to testbespecific services (ELCM Portal and Analytics Dashhaard)sipport for
monitoring and analytics by storing references to monitoring databases and dashboards associatecthvith ea
testbed.By decoupling testbed discovery and metadata management from the Portal and ELCM, the repository
improves scalability, simplifies administration, and ensures consistency across multiple testbeds and
experimenter entities.

Access to the TestbeRepository is governed by th&AA component Users must be authenticated and
authorised before accessing any testbed informatidxuthorisation decisions are based arser group
membership €.g., experimenter or testbed groups) and assigned roles (e.gexperimenter, testbed, and
testbed-specific roles)As a resultTestbed operatorcan view and manage the metadata of the testbeds they
own, andExperimentergconsortium partners or thirgbarty users from Open Calls) can view only the testbeds

for whichthey have been granted access and can use these details to run experifieatfSestbed Repository

itself does not manage authentication credentials; instead, it relies on validated access tokens issued by the AAA
component.

Each testbed is described ugia structured set of metadata fields (SE&ble2). These fields are exposed through

the repository API and presented to users via theF&a'H Portdll. This extensible metadata model allows the
Testbed Repository to support heterogeneous testbeds while maintaining a consistent interface for users and
platform services.

Table2: Testbed Description Metadata

Category Field Description

Identification Testbed ID Unique identifier of the testbed within the 6BATH platform.
. . Testbed Name Humanreadable name uniquely identifying the testbed.
Basic Information — — - - —
Owner/organisation Organisation responsible for operating amgintaining the testbed.
Location Primary location Main geographical location of the testbed (e.g., city, country).
Experimentation Scenarios supported List of supported experimentation scenarios (e.g., indoor, outdoor, vehiculal
Scenarios pedestrian).
Primary contact Contact information (name and email) of the technical or operational point o
contact.
Contacts and Notes Notes / special Freetext field describing operational constraints, access conditions, or othe
considerations relevant remarks.

Compute capabilities Description of available compute resources (e.g., number of hosts, CPUs/c
accelerators).

Infrastructure Details | Storage capabilities Description of storage resources (e.g., capacity and storage type).
Virtualisation and Platforms used for virtualisation and orchestration (e.g., OpenNe2d
orchestration tools Kubernetes).
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Monitoring tools

Monitoring solutions deployed in the testbed (e.g., Prometheus, Nemo Hand

ELCM Portal URL

Endpoint (IPPort or URL) used by the 8€ATH Portal to redirect authorised
dzZASNB (2 GKS (SatoSRQa 9[/a Ayaidly

Monitoring and Access
URLs

Monitoring database
endpoint

Endpoint of the monitoring database used to store experiment measuremer;
(e.g., InfluxDB IRRort).

Analytics Dashboard UR

Endpoint (IPPort or URL) used by the 8&\TH Portal to access experiment
analytics and KPI/KVI dashboards.

Frequency bands

Supported radio frequency bands (e.g., FR1, n78, mmWave).

Network Detailg; 5G

Cell typesand
transmission power

Description of deployed cell types (e.g., microcells, picocells) and indicative
transmission power.

Infrastructure

Deployment mode

Network deployment mode (e.g., NSA, SA).

Maximum bandwidth

Maximum supported bandwidth per carrier.

Network slicing
capabilities

Description of supported slicing modes (static and/or dynamic).

Network Detailsg
Capabilities

Radio configuration
parameters

List of APIs available for network configuration, control, or exposure.

APIs for configuration an
control

List of APIs available for network configuration, control, or exposure.

The Testbed Repository exposes a RESTful API that allows authorised components to retrieve testbed
information. Typical operations includetrieving the list of testbedaccessible to the authenticated user and

retrievingdetailed metadata for a specific testbeéthese APIs are consumed by @&PATH Portalwhich uses
them to display the list of available testbeds after user authenticatietrieve testbedspecific URL&and
metadataand redirect users to the corresponding ELCM Portal and Analytics Dashboard insfeigoes6
depicts a sequence diagram illustratifigetinteraction between external clients and the Testbed Repository.

The Testbed Repository is accompanied by a-baged user interface that allows authorised users (typically

user (Client)

GET /apiltestbeds/

REST API

List accessible testbeds

1 Authorization: Bearer <access_token>

2 Validate token
<3 Token valid + user rolesiclaims
4 Query testbeds filtered by user rolesipermissions

5 Allowed testbeds

“ 6 200 OK (JSON list of allowed testbeds)

Get testbed details (only if user has access)

GET /apiltestbeds/{id}

T Authorization: Bearer <access_token>

User (Client)

8 Validate token e
9 Token valid + user rolesiclaims

10 Fetch testbed {id}

'« 11 Testbed data (or not found)

12 Check user access to testbed {id} (role mapping)
13 allowed | denied

REST API

Figure6: Testbed Repository APl sequence diagram

testbed operators) to view and manage testbed entries, depicteeignre7. The Ul supportthe aeation and

update of testbed metadatahe validation of mandatory fieldsand vwsual inspection of testbed capabilities and

access endpoints.
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&) 66-Path Lo ih

Manage Testbeds

= Available Testbeds + Add Testbed

Name Role Owner Location Contact Actions

FOKUS th-fokus Fraunholer FOKUS Berlin

Aveiro Toch City Living Lab and AL th-it Instituto de Aveiro
Campus Telecomunicages (IT) fi
! Altice Labs (ALB) e

marg com,

Mesquitaatticelabs. com

javitpt, susana@uapt, [ @ w
Ibcelabs com

CARL-W th-kau Karlstad University Karlstad University Muhammad Shahid Igbal @ ™
Campus, Sweden (muhammad shahid iqbald@kau se)

Orange 5G Lab th-oro Orange Romania Bucharest, Romania Marius lordache, Orans omania
marus jordache@orange.com

Victoria Network th-uma UMA Malaga

@
-

ASTON (UWS) Testbed t-aston Aston University Aston, UK

(]
-

OTE th-ote ORGANISMOS Marousi, Greace
TILEFIKOINGNION
TIS ELLADOS OTE AE

Figure7: Testbed Repository management Web view

2.7 6GPATH Analytics

TheAnalyticsfollows a decentralisedpproach, where each stbed is responsible for independently deploying

the required dashboard modules. Detailed deployment instructiarsprovided for each testbed owner to
ensure consistency. Thenalyticscollects data and calculaté&ls (and/or KVIs if applicable). Thealjics
NBGONRSOPSa RIGF FAAPHMoStbriGgDatabase (e.onixDB8)¥nd cabulate&Pls/KVIs based

on the Experiment ID provided by tl# CM. The Experiment ID, supplied by the ELCM, allows users to select
KPIs associated with spectigstbed experiments they are authorised to access.

Frontend Analytics is a dashboard for data visualisation that graphically reK@dssKVIs and experiment
metrics. This dashboard allows users to interactively select KPIs/KVIs and visualise d#taifrerperiments

The Analytics dashboard is seamlessly integrated with th® A&8H Northbound Interface, ensuring that users

can only access and visualise data from the testbeds they are authorised to use, as verified by the AAA
component.

Each testbed miatains its owrMonitoring Databasé¢o store experiment data, which is retrieved by Analytics
for KPI/KVI calculation and visualisatid¥hile the data collected will vary across testbeds, the information will
follow a standardised structure, ensuring c@tency and interoperability in storing and visualising the data.
Although certain testbeds will offamique metricsbased on their specific infrastructure, there will also be a set
of common KPIs/KVEcross all testbeds. This unified data structureasmflised to streamlinequerying,
calculation, and visualisatipenabling a coherent user experience across thd®®GH testbed ecosystem.

All testbeds are integrated with the REST endpoints and tools provided (Docker Com@ssAML files, and
Helm Chas??) for the data collector to transfer KPIs to the Portal for visualisafidiroughout the process,
continuous supports provided for each testbed

The Backend Analytics servigeémplemented as a Spring Boot applicafforis an intermediary between the
frontend dashboard and the InfluxDB database in the testbeds. It provides a REST API endpoint that allows the

22 Helm Charts are a packaging format used in Kubernetes to simplify the deployment and management of applications. A Helm Chart
essentially a collection of files that describe a set of Kubermetssurces, enabling users to deploy complex applications with a single
command. Helm, often referred to as the package manager for Kubernetes, uses these charts to streamline application mgnagemen
versioning, and upgradeBor further details also seéttps://helm.sh/docs/topics/charts/

23 Spring Boot is a powerful framework for building web applications with minimal configuration. It simplifies the developaoessp
by providing a range of featuresd tools.For more details sedor example https://www.baeldung.com/sprineboot-start
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dashboard to request specific Key Performance Indicators (KPIs) and Key Value Indicators (KVIs) for a given
expeliment, identified by its execution ID. Upon receiving such a request, the service forwards it to the InfluxDB
database, fetches the relevant data, organises it into a standardised JSON format, and returns the processed
data to the dashboard.

TheAnalyticsDashboards a Reaecbased web application that providesualisatiorand monitoring capabilities
for the 6GPath testbeds. It connects to the Northbound API and related backend services to display experiment
results, KPls, and system metrics. The intioacwvith other components is depicted Figure8.

6G-Path - Analytics Dashboard

| Portal | | Morthbound Interface/API | | AAA (Keycloak) I | Testbed Repository | | Analytics Dashboard | | Appart Middleware |
T T I T T I
| 1 | | | |
| User Authentication H : : ]I
] [} | | | |
| Usemame / Password ! } : : :
B

| I | | | I
| | Usemame / Password | | | I
I | | I
| I . | | | 1
| g - - Aceessoken | I 1
I [} | | | I
I 1 User ID N I I
I T T at | I
I ! Testbed }‘RI 5 ! | |
I [ PO e B 1 I I
I 1 | | I I
! Access Token |/ I | | | |
| Testbed URLs I | | I I
[ el 1 [ I 1 1
I . 1 | | | 1
User selects Testbed | | | 1 1
] . ‘ | | |
| I | | | |
I
| User is redirected to the Analyles Dashboard (U1} deployed on the selected Testbed E] 1
T T T I
1 1 I
Experiment 10 |
| |
| Experiment Data |

PR - Lo

Experiment Data is visualised

1

Figure8: 6GPATH Analytics Dashboard interaction with otG&PATH-ramework components

2.8 ELCM

The ELCM is the component thaenables the execution and orchestration of experiments acros6&EATH

testbeds. ItenablesthE ES Odzi A2y 2F O2y OdzNNBy (i SELISNAYSyda o6 €t 2
Experiments are defined as a set of test cases which, in turn, are described as the set of actions that must be
performed to generate the desired results.

These actios (for instance, executing a command, sending a request to an API, retmegagyrements, and
delegating to another orchestration solution, among others) corresporndgks implemented in the ELCM. The
ELCM contains prdefined tasks for many everydagtions that a testbed owner mayeed to execute to ruma
test case. In contrast, new tasks can be easily implemented by following simple guid@lesa test case has
been defined, it can be exposed to experimenters via the ELCM Portal. At the saanadivanced users and
testbed owners can use the ELCM APIs to corttpériment executiomirectly.

2.9 ELCM Portal

The ELCM Portd) provides a unified interface for experimenters tzd S (1 K S eipSrinéniatoR a Q
capabilities For experimenters, this interface removes the complexity of creating test cases, limiting the
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customisation to a pr&lefined set of configurable parameters. For platform owners, it separates external users
and the testbed capabilities, restricting access to the actual components.

Internally, the ELCM Portal makes use of the ELCM APIs for regrieformation about the available test cases
and for requesting the execution of experiments, while on the frend it:

1 Implements user registration and authentication, integrated with the central portal through Keycloak to
enable single sigon and centalised user management, including access control for specific test cases.
Provides a graphical user interface for the definition of experiments.

Allows authorised users to modify and customise the test case code directly within the, podbling fine
grained adaptation of experimentation logic without requiring external development tools.

1 Gives access to execution logs and results and te¢pnfigured Grafana dashboards for visualisation.

T
)l

Figure9 depicts the ELCM Portal dashboard aftex experiment is executed

Experiment: TAP_Ping_iPerf.sams. X | =+ - & x
& G | & Notsecure 10.11.23.166:5000/experiment/31 >} { bl z . 7.
& BGPATH  ton e Exporiment My Profle  Info Manage Toasle Theia
Experiment 31: TAP_Ping_iPerf_samsung_a35
Type: Standard
EXECUTIONS
Execution ID Statu Start Time End Time Action
27 lii?’;e’“he’ 2025, 1,97??;(%(“[6! 2025, nnnn
- lr\"‘;v;;;luu\lw 2025, ;'r::g];mv‘lm 2025, nn n n
265 m 18 September 2025, leSip’!emher 2025, unnn
e [ e A /[ = [ ] -]
a5 [rsien | ;7‘297[3‘&“?)6’ 2025, ;z‘sigtembev 2025, nnnn
2 @D I S /o [ [ [~
21 = ;67?8‘1;167“116’ 2025, 16 ge;‘:emteﬂﬂﬁ nnnn
260 [ Frssion l'« ‘1 o o nnnn
259 E\m 1502?);&““19’ 2025, 1‘3( ge‘%iembev 2025, unnn

Figure9: ELCM értal
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3 Advanced features

This section describes the advanced experimentatiamuies provided by the 68ATH testbeds. The advanced
features have been classified into five topics. For each topic, different implementations come from different
partners.It includes the new advanced features introduced in theF8&H project to extendnd enrich the
overall technical capabilities available for experimentation. Many of these features dwiltechnologies
developed in related projects, research initiatives, and industrial platforms and are incorporated into the 6G
PATH ecosystem tmddresg advanced requirements across thiwud, edge, network, data, and Al domains.

A highlevel introduction of these features and their positioning within the project was previously provided in
Deliverable D2.D. Further details on how these features are leveraged within specific UCs and experimentation
scenarios will be provided the forthcomingDeliverables D2.3 and D4.2, where their applicaaod validation

will be discussed in more detail.

Table3 presents an overview of thGPATH complete set @dvanced featuresjescribedin the next sub
sections

Table3: Advanced features per testbed

Testbeds

Securityasa-Service CAPIF TEL UMA 7
WireGuardConnectivity FOKUS FOKUS 6

Policy Enforcer FOKUS Policy Enforcer FOKUS FOKUS 5
ONEMNEF Policy Enforcer ONE ALB/IT 6

Slice Manager FOKUS Slice Manager FOKUS FOKUS 5
UMA Slice Manager UMA UMA 6
ALB/IT Slice Manager ALB, IT ALB/IT 5
OTE Slice Manager OTE OTE 5
AU Slice Manager AU AU 5
ORO Slice Manager ORO ORO 6

Close Loop MIRO Close Loop Coordinator ONE, IGFI FOKUS 5

Coordinator

Alasa-Service KAU AlaaS KAU KAU 5
ALB/IT AlaaS ALB/IT ALB/IT 5

Cloud Native and  Intelligent and HumaCentric Edgeo-Cloud ONE, IGFI UMA 5

Edge Computing Orchestration
AdvancedMobility-Aware Edge Computing IT, ALB IT/ALB 7
CloudNative Health Platform FOKUS FOKUS 7

Access and Flow  Monty Multi-flow Multi-access Scheduling KAU KAU 5

Scheduling

Secure data storage Secure data storag®jsualisationand sharing Odins IT/ALB, UM/ 5

visualisation and

sharing

Network Advanced Network Performance Monitoring IT, ALB IT/ALB 6

Performance HPE Aruba Network Observability and Metric ~ HPE UMA 9

Monitoring Collection
ORO Network Monitoring Platform ORO ORO 7

Network Network Orchestration across Clo#aigeCore ORO ORO 6

orchestration(ZSM) Continuum(ZSM)

Al Data Managemen OmniFabric Cloudative Data and Al platform CS UMA, IT/ALE 7

and Analytics
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3.1 CAPIF

The Common API Framework (CAPIF) is designed to provide a standardised and secure way for network functions
and services in 5G networks to expose and consume APIEARE- APhsdefined by the standardjescribes

how third parties carsafely access th&PIs exposed by CAPTHRe process of how an invoker (or client) obtains

an authorisation token from the CAPIF services and uses it to access APIs is explained below and depicted in
FigurelO. It is a seamless but secure system that simplifies API interactions while maintaining strict authorisation
standards.

AP invoker CAPIF core function API exposing
function

| 1. CAPIF-1e Authentication and secure session establishment |

2. OAuth 2.0 based access token request.

>
>

3. Verify access token
request

< 4. Respond with Oauth 2.0 Access Token

5. TLS connection established

6. Invoke Northbound API with Oauth 2.0 Access Token

-
-

7. Verify Access
Token, authorization
claims in token,
8. Response Northbound AP1 execute Northbound

invecation API relquest.

Figure1l0: Workflow of the usage of CAPIF

The CAPIk integratedinto the 6GPATH experimentation environment as a Sectaia-Service(SECaaS)
feature to enable controlledsecure exposure of APIs across distributed testbeds. This approach allows
experimenters and internal services to access ARif®rmly while ensuring authenticatiorguthorisation and
traceability across the entire 6BATH infrastructure.

The CAPIF Central instands deployed and exposed in Cloudsig@s) acting as the singlauthorisation
authority for APl access across all paptating facilitiesApplication Enabler Functions (AEFs) exposing APIs are
deployed in different 6&°ATH testbeds. These AEFs register their APIs with CAPIF and rely essGédPIF
tokens to enforce access control. APl consumers, regardless of theicgHgsation, interact with CAPIF Central

to obtainauthorisationbefore invoking any protected AHIhe deployment is represented kigurell.
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5 / Facilities
CloudSigma [
W Publish Services

ORO Testbed
|
r'\OI OpenCAPIF
< JJ

IT/ALB Testbed

[ 9’*\ KAU Testbed

“ Fraunhofer  FQCUS Testbed

[ INVOKERS W Consume Services [ (<3 UMA Testbed
e
QIE, OTE Testbed

\_/_/_/_/\_/_J

Get auth token [

QJWS UWS (ASTON) Testbed /J

Figurell: OpenCAPIF deployment and interaction with&&TH facilities

CAPIF provides mechanisms for secure client registration, authenticationaathdrisation Clients are
identified using a client identifier and secret, which are issued during the registration phatkentication is
performed over secure channels using HTTPS and can be strengthened through mutual TLS when required.
Authorisationis based orscopes, which define the APls and operations a client is permitted to at¢éess.
successful authentication aralthorisation, CAPIF issues an access token, typically a JSON Wel (TuKE)
containing the client identity, authoriseztopes, and token lidity period.

API access enforcement is performed at &pplication Enabler Function lev&Vhen invoking an API, the client
includes the CAPiBsued token as a Bearer token in the HTTP Authorization heBdeh AEF validates the
received token by vefjing its signature, checking its expiration time, and ensuring thattithorisedscopes

match the requested API operation. CAPIF is not involved in the data path and does not proxy API traffic, allowing
AEFs to independently enforce access control.

3.2 WireGuard Connectivity

The security-asa-servicecomponent is developed to provide secure connectivity between central and edge
nodes. This connectivity is limited to edge nodes and thady Integrators providinga secure communication
channel between the core and an external application function over public infrastrudibeenetwork tunnel
protocol WireGuaréP [19] provides security for communication. The server is deployed in Fraunhofer FOKUS
premises. For secilly reasons, this component is internal and will not be exposed to external services via APIs.
Fraunhofer FOKUS personnel must generate access configurations for edge nodedearamad thirdparty
integration.

Figurel2 depicts how this component providesgcure connectivity between central and edge nodes, with an
extended scope to support musite deployments. The component enables protected comation between
edge nodes and approved thigghrty integrators, ensuring a secure communication channel between the core

24 JSON Web Tokens (JWT) are a compactshfielmethod for securely transmitting claims between two parti€hese claims are
encoded as a JSON object and digitally signed using JISON Web Signature (JWS), ensuring data integrity and Mdhedet#ils
can also be found ahttps://www.jwt.io/

25 WireGuard is anpensource protocol for creating secure Virtual Private Networks (VPNSs). It encrypts data within a Wireguard tunnel
using advanced cryptographic methods. Originally built into the Linux kernel in 2020, it is now available for many cpetating
For urther details also seénter-alia: https://nordlayer.com/learn/vpn/wirequard/
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infrastructure and external application functions over public networks. This setup allows geographically
distributed sites to be secuklginterconnected while maintaining a consistent security model across the testbed.

[ FOKUS H FOKUS Testbed ’

{ Edge Node oc#1 }

@NursingHome 3rdParty Integrator

Edge Node
{ Charite } [ Dev/Mgmt J

Figurel2: Wireguard network overlay architecture

This componentnablesscalable interconnection of multiple sites, enabling secure, distribatetation of the

testbed while preserving the established security architectureddition, this secure connectivity framework is
actively used by OpenCall#1 winners to support the integration and testing of their extensions within the testbed
environment. By providing controlled and secure access to the core and edge components, the Sesatrity
Service component enables external innovators to deploy, validate, and experiment with their solutions without
compromising the integrity of the underlying did & G NHzOG dzZNB® ¢KAa RSY2yadaN) GdSa
in supporting collaborative development, thighrty integration, and experimental validation within the project
ecosystem.

3.3 FOKUS Policy Enforcer

The Policy Enforcer, deployed at the FOKUS testlsednimplementtion of an Application Function (AF)
designed by Fraunhofer FOKUS enforce network policies for user equipment (UEs), enabling efficient
connectivity management and data routing. Theié\based on 3GPP Release 16 specificafiamsl supports

the Traffic Influence API, with UEs identified by their IP addre3$es! G Q@rimary focus is to enabteaffic
steering capabilitieandincorporate QoSelated policy enforcement.

The AF suppts the creation and deletion of policy subscriptions, which can be triggered either through an
integrated command module or via a JSRRE API. Since the Network Exposure FuncfioiNEF) of
Open5GCorg¢18] initially supports UE identification by IP addsesll AF requestsely on this identification
method. The NEF supports the Traffic Influence API as specified in 3GPP TE2mB2Reference source not
ound. with plans to extend support for QoS enforcement and UE identification usinGB®P (Generic Public
Subscription Identifier). The overall request flow is illustrateBigurel3.

26 |In 3GPP Release 16 (R16), the wireless network standards body, enhanced the capabilities of 5G to supportseveraknts to
the NR air interface, including unlicensed spectrum in the millimeter wave (mmW) range and improved support for the Industria
Internet of Things (Industrial 10T) and UHReeliable Low Latency Communications (URLE@Yher details canlso be found at:
https://www.3gpp.org/specificationdechnologies/releases/releasts

27 JSONRPC (JavaScript Object NotatRemote Procedure Call) is a remote procedtak (RPC) protocol encoded in JSON. It is similar
to the XMLRPC protocol, defining only a few data types and commands.-B®CGNallows for notifications (data sent to the server
that does not require a response) and for multiple calls to be sent t@éineer which may be answered asynchronously.

28 The Network Exposure Function (NEF) is a key component in the emerging 5G network architecture that enables the secure and
controlled exposure of network services to external applications and syst#&snSG atworks are designed to support a wide range
of use cases, including Internet of Things (IoT) applications, misstmal services, and higandwidth multimedia content, the NEF
plays a crucial role in facilitating the dynamic and flexible interacti@tween network operators and thirgarty developes.

29 The GPSl is a standaeti identifier used in the context of public cellular networks (such as 3GPP networks) to simplify communication
between different network operators and service providdts.primary purpose is to enable subscribers to change operators or
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Traffic Influence Flow
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Figurel3: FOKUS Policy Enforcer: Traffic Influence Flow

When the AF issuesteaffic-A Yy Tf dzZSy OS NBIjdzSaidz Ad aSyRa LI NI}YSGISNASZ
DNSconfiguration,to the NEF. Upon receiving the request, the NEF stores it in the subscription table and
translates the information into an Npcf_PolicyAuthorization object for further processing. If an error occurs
during processing, the NEF responds withO8 status code or other error codes defined in the specification;
otherwise,it returns a 204 success respon3de NEF then forwards the request to the Policy Control Fusgtion

(PCF), which creates the corresponding policy and pushes it to the Sessiagevteent Functiott (SMF). The

SMF enforces the policy and configures the User Plane FuficfldRF) to update the data path, enabling
changes in traffic routing for the UE without requiring any explicit action from the UE itself.

Additionally, the Policy rforcer was extended to support QoS enforcement in addition to traffic influence,
thereby significantly enhancing its functional scope. With this update, the AF supports both the Traffic Influence

service providers without having to alter their phone number or other subscriber identifibesGPSI is typically associated with data
networks outside the 3GPP systeltnserves as a meamd addressing a 3GPP subscription in these external data netwidrksGPSI
can be thought of as a public identifier that allows seamless interaction across different network domains.

30 The Policy Control FunctigRCFin 5G is a sophisticated entityghcombines policy definition, decisianaking, and enforcement to
manage and optinse network resources, ensure QoS, and control user access itimgallts dynamic nature allows it to adapt to
changing network conditions and user requirements, progdinflexible and efficient mechanism for policy management in 5G
networks.

31 The Session Management Function (SMF) is a critical component of the 5G Core (5GC) network, responsible for managing Protocol
Data Unit (PDU) sessions and ensuring seamless ooioation between the control and user planes. It plays a pivotal role in the
ServiceBased Architecture (SBA) of 5G by handling session establishment, modification, and termination.

32 |In 5G Core (5GC) networks, the User Plane Function (UPF) is a keyneotpsponsible for handling user data trafficthe actual
packets sent and received by devigcess opposed to contraignalling Essentially, it connects the 5G radio network (gNB) with the
data network (DN), overseeing how user traffic flows, emgu@uality of Service (QoS), and managing packet routing.
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API and the associated callback mechanisms for status tatel change notifications. These callbacks enable
external consumers to be informed about the current state of the user and the applied policies, improving
transparency and observability for integrated applications.

When the AF issues a QoS enforcementie=, it follows a request flow similar tbe traffic influence procedure

and uses comparable API interactions wvilie NEF. The request includes the UE identification information and
the required QoS parameters to be applied. Upon receiving the reqtiestNEF validates and stores the
subscription information and translates the received data into the corresponding Npcf_ PolicyAuthorization
object for further processing. In case of processing errors, appropriate error respensbsas a status code 500

or other specificatiordefined error codesare returned; otherwise, a 204 success response is sent back to the
AF.

Once the request is successfully handled by the NEF, it is forwarded to the Policy Control Function (PCF), which
creates or updates the relant QoS policies. These policies are then pushed to the Session Management
Function (SMF) for enforcement. The SMF applies the policies by configuring the necessary rules on the User
Plane Function (UPF) and triggstate-change notifications to the NER@&AF, enabling external consumers to

be informed ofthe current policy status. This mechanism allows QoS policies to be dynamically enforced and
monitored without requiring any explicit action from the UE, while maintaining consistency with the existing
traffic influence APl workflow. The flow ftire QoS enforcement request is depictedrigurel4.
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Figureld: FOKUS Policytercer- QoS Request Flows
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Supporting these new capabilities required corresponding enhancements to the core network functions. The NEF
and PCF were updated to support the relevant @ei&ted APIs, while the SMF was extended to triggate-

change nofications toward the NEF and th&F. Together, these updates enable @¢neend QoS policy
enforcement and dynamic feedback to external systems, demonstrating the evolution of the Policy Enforcer from
a traffic steering component to a more comprehensiveigotontrol and notification mechanism in the current
extended development.

3.4 ONEmNEPolicy Enforcer

¢KS hb9Yb9C 0hyS{ 2vdshdONeérk ExgosuneIFan&ididy e as the Policy Enforcer
within the IT testbed, enabling secure, efficient irggetions between external Application Functions (AFs) and

the 5G Core (5GC). Built on a scalable, clmattie microservice architecture, it aligns with 3GPP Releases 16
and 173, facilitating dynamic orchestration and secure network exposure to authotisediparty applications.

Beyond its role in network exposure, ONEmMNEF enforces policies to ensure AF compliance with predefined
network policies, offering advanced features such as QoS Control and Traffic Influence.

The integration of the Network ExposuFainction in question can be divided into three main sections: the
standard NEF API, theéFs supported by the testbed that will leveraggeK S b9 CcQa O LI 0Af AGAS:
Between the external Application Functions (AF) and the NEF, the architénotiudes a Load Balancer and a

Proxy forNorthbound communication, with the same configuration on the Southbasidd.

As shown iFigurel5y (G KS boCcQa GO2NB¢ O2YLINRAaASa aSOSNIft RAaGA
northbound gateway, southbound gateway, NEF API services, and datatetsel services. Additionallya

crucial message broker component facilitates communication between services and ensures scalability, as does
a database to store requests and subscription date message broker lies at the centre of the NEF architecture,
acting as dub that linksvarious components. It facilitates the flow of requests from the Northbound Gateway

to the Southbound Gateway via the API services, performing necessary validations and payload conversions for
core service requests. Utilising a message broker for-sgesice communication optimises NEF performance by
distributingload across multiple instances of the same setrvice

NEF

AF <~ Proxy < ~— proxy < 5G Core

Figurel5: ONEmMNEF Higtevel Architecture

Two Northbound APIS8] have been leveraged in the context of €@ TH:

1 QoSControl The Quality of Service (QoS) Control service manages requests to create sessions with the
specified QoS paramete(@, [7]).

1 Traffic Influence:The Traffic Influence service plays a crucial role in handling requests from Application
Functions that pertain to the creation, update, or deletion of a "TrafficinfluenceSubscription”. This endpoint
allowsservice or user routing betweepublic and private domains, enables edge deployments and resource
allocation, and does so through the-routing of UPFs. Upon receivirg POST request to create

33 For further information ee: https://www.3gpp.org/specificationgechnologies/releases/release?
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subscription, a validation process is initiated. If the request is invalid, the Netw@dslre Function
responds promptly with a "400 Bad Request" status code. Conversely, when the request is valid, the NEF
takes distinct actions depending on the nature of the values contained within the pa@load

QoS Control

When an AF intends to initiate, update, or terminate a session with particular QoS requirements, it sends a
request to the NEF (sdegurel6). Upon receiving this request, the NEF diligently verifies the payload for validity.

If the payloadimeet<t the necessary criteria, the NEF will transmit a corresponding request fedley Control
Function (PCF) to establish the session and align the QoS settings. This involudly caapping values from

i K S s reqGest to the new request intended for the PCF. Conversely, if the request is invalid, the NEF promptly
responds with 4400 Bad Request" status

QoS Control

AF NEF PCF

Nnef_AfSessionWithQoS request

|
I
o
gl

Request Handling B

Npcf_PolicyAuthorization request

»
P

Npcf_policyAuthorization response

\
\
\
\
\
|
|
|
“!
‘

Create AfSessionWithQosSubscription B|

I
Nnef_AfSessionWithQoS response |

< 1

Figurel6: QoS control sequence diagram

Upon receiving a response from the PCF, the NEF takes the appropriate action based on the outcome. If the PCF
successfully fulfils the request, the NEF creates an "AsSessionWithQoSSubscription” resource. Subsequently, the
NEF responds to the AF, conveyihig resource within the response payload. If the PCF returns an error code
during the process, the NEF promptly informs the AF of the relevant error déidllse functionality of this
endpoint was tested in the {ALB testbedind onsmartphones and modems connected to a SA B5G network.

The PCBupported Video and Audio service types, allowtiing AF to control QoS with IP, port, and protocol
granularity.While the subscription remains active, the NEF stands ready to receive notifications. As notifications
are received, the NEF acts as a conduit, forwarthiegn to the ARo maintainseamless @anmunication. For a

visual representation of this process, referRigurel6, which clearly illustrates the described workflow. For this

flow to act o the network, the PCF must forward the rules to the UdaneFunction (UPF) and the Radio Access
Network (RAN). In the latter, the session modification capabilities must be present for the requested QoS to be
applied.

Traffic Influence

The Traffic Inflance service plays a crucial role in handling requests from Application Funtii@nsate,
update, or deletea "TrafficinfluenceSubscription®. This endpoint all®gsvice or user routing between public
and private domains, enables edge deployments asburce allocation, and does by rerouting UPFs. Upon
receivinga POST request to creadesubscription, a validation process is initiated. If the request is invalid, the
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Network Exposure Function responds promptly with a "400 Bad Request" status@owleersely, when the

request is valid, the NEF takes distinct actibased on the nature of the valuestime payloadD. If the request

is directed towards a single User Equipment (UE), the NEF may retrieve the respective PCF information from the
Binding Support Function (BSF). Subsequently, the NEF requests the PCF's "Npcf_PolicyAuthorization" service to
create an "ApplicationSessionContext.'IS[grocess is depicted in Figure 17, which illustratesworkflow.

Traffic Influence (AF identified by UE address)

NEF Losr | | per
I

Nnef_Trafficinfluence request =|

Request Handling 5
|

Nbsf_Management_Discovery request

|
|
|
I
I
I
I
o
=1
|
]

|
[
Il“- Nbsf_Management_Discovery response

|
Npcf_PolicyAuthorization request

|
|
|

Npcf_PolicyAuthorization response

<
<

Create TrafficinfluenceSubscription H

o Nnef_Trafficinfluence response I
<

Figurel7: Traffic influence sequence diagram (AF identified by UE address)

In cases where the payload does not contain information identifying the UE adtlreddEF interacts with the
User Data Managemetft(UDM) function to retrieve either the Subscription Permanent Idenffg@UPI) or the
External Group Identifier, depending on whethte UE is an individuar a group of UEs. Upon successful
retrieval, the NEF sends a request to the Unified Data Repo$it¢DR) through the "Nudr_DataRepository"
service. This process is visually representdeigarel8.

To select the target UPF fartUE, a group of UESs, or a service, the network operator must define a Data Network
Access Identifiéf (DNAI) and associate itwith ! t C® ¢ KA & 5b! LY AF LANSASyYy i Ay
desired traffic to thentended UPF whilst maintaining a default route through the original UPFeiithgoint

setup andvalidation were performed in the 4ALB testbed using simulated B5G SA network.

34

35

36

37

In 5G, the User Data Management (UDM) function is an essential component within the 5G core network architecture that is
responsible for the management of useslated data and authentication processes.

¢CKS {!tL A& G(KS pD a eecatiiesthauniquelNdprebeNt® a>subkdBedinithéiBhgrie ndtvork. It is the direct
successor to the IMSI (International Mobile Subscriber Identity) used in 2G/3G/4G. The SUPI is securely stored in th& b Eri
USIM (or eSIM) and in the Unified Datd Yy 3SYSy G 6! 5a0 FdzyOlAzy 2F (KS K2YS ySigs2N
The Unified Data Repository (UDR) is a critical component of the 5G Sgaeiee Architecture (SBA). It serves as a centralized,-cloud
native database for storing and managing various types of, datduding subscription, authentication, service authorization, policy

data, session hinding, and application state information. This repository enables seamless data access and management across
network functions (NFs) without requiring knowledge of tireerlying database location.

DNAI identifiespecific data network access point that a User Equipment (UE) connects to. It enables the efficient routing and delivery
of data to the appropriate data access network. This supports advanced servicesllikaaoess edge computing (MEC).
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Traffic Influence (AF not identified by UE address)

NEF | ubm | | UDR | | AMF |

I
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Nudm_SDM request

A J

Nudm_SDM response

Nudr_DataRepositery request

|
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|
|
I
I
|
|
I
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[~ 1 |
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Figurel8: Traffic sequence diagram (AF instano¢identified by UE address)

3.5 FOKUS Slice Manager

The FOKUS Slice Manager was introduced as a new extéimatanablesdynamic management of user slice
associations. Its primary function is to allow the registration, modification, and deregistration of network slices
for individual users through a set of dedicated APIs. These APIs provide external consumestasittadised
mechanism to perform slice booking operations, enabling flexible assignment and reassignment of users to
different slices based on service requirements.

The FOKUS Slice Manager is designed to be easymed by thiregparty applications and integtad with the
OpenCall#1 extensions, supporting the slice booking use ttaseigh CAMAR&ompatiblé® APIs. This
integration enables external applications to interact with the underlying slice management functionality in a
unified, technologyagnostic manne By enabling controlled and programmable slice assignment, the Slice
al yI3SN) SyKlFy0Sa (KS GSaioSRQa FoAfAGe G2 -awdel2 NI
services within the project ecosystem.

3.6 UMA SliceManager

The slice manager the UMA testbed is based on Nokia's NaC (Network as a Code) s#lufioe APIs exposed
by NaC are usetb manageslices and were previously introducedtime deliverableD2.1[29]. This section

38 CAMARA is an open source project within Linux Foundation to define, develop and test the APls. CAMARA works in clasercollabor
with the GSMA Operator Platform Group to align API requirements and publish APtiatefinHarmonization of APIs is achieved
through fast and agile created working code with develeppendly documentation. API definitions and reference implementations
are free to use (Apache2.0 licensEdr more details seéittps://camaraproject.org/

39 Nokia's Network as Code platform brings together networks from around the globe, along with systems integrators and software
developers, into a unified ecosystem. It draws inspiration from industry initiatikesthe GSMA Open Gateway and the Linux
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provides example code for accessing specific APIs relati&Sbmanagement, network slices, QoS profiles, and
radio statusTheNaC serveclient architecture leverages RESTful APIs to allow seamless integration of network
capabilities into applications. This architectieaablesapplications to interact with netark resources and
features as needed, abstracting away the complexities of network management.

The NaC server is a centralised provider that exposes network capabilities through REST APIs. These APIs allow
clients to interact with various network functiafities, such as Quality of Service (QoS) and network sligag (s
Figure19). On the client side, applications connect to the NaC server using a Py#saad NaC library or
SoftwareDefined Kit $DK, which provides readio-use methods for making API calls. This library simplifies

client interactions, enabling developers to requasttwork features withoutneeding to understandhe

underlying network infrastructure. Clients initiate requests (e.g., adjusting network d@a®Becking device

location) viaAPI calls. The SDK abstracts away HTTP handling, so developers call funbiiotisaiviapplication

code. The server processes the request and returns a response in JSON or XML format.

Client NaC (Python - NaC Library) NaC Server (REST API)

|-- [1] Initiates HTTP request (GET/POST) --->|

<-- [2] Receives HTTP request --------------- |
-- [3] Processes the request --------------- >|

<-- [4] Sends HTTP response ----------------- |

-- [5] Receives response in NaC Library ---->|
- Parses JSON/XML |

|
|
|
|
|
| - Includes status code, body data |
|
|
|
| - Executes further logic as needed |
I

Figurel9: NaC clienserver communication workflow

The final release of the Slice Manager in the UMA testbed consedidae initial prototype into an operational

tool aimed at repeatable experimentation. Compared to the initial version, the final release strengthens
configuration handling, provides a complete operator workflow through a web interface, and improves
obsenability by integrating monitoring views for the different 5G cores used in the testbed.

The final release introduces a web interfdoeoperating on real radio configurations, reducing the ristliodct
changes. Theurrent configuration snapshot (backypcan be retrieved. This allows the experimenter to
download the current radio configuration to consult it and store it locally as a safety snapsieatxperimenter
can navigatdo the radio parameters and consult the configuration. The only paramébatscan be modify is
the onesrelatedto the resources assigned to the different slices defined in the radioKgpee20).

Foundation's CAMARA proje&turther information can be found altttps://www.nokia.com/programmablenetworks/networkas
code/
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= Show Objects ‘Select other file

Slice Manager

AMGR (1)

ANTL (16)

APEQM (1)

BBMOD (2)

BRGPRT (1)

BWP_PROFILE (14)

CABINET (1)

CABLINK (10)

CELLMAPPING (1)

CERTH (1)

CERTHENT (1)

Figure20: Radio configurations navigation menu

The licerelated objects expose editable scheduler quota limits that regulate radio resource sharing
(minimum/maximum bounds). The user can inspect and modify these parameters from a dddgiate
configuration view, apply changes in a controlled manner, and persist them through authenticated procedures.
In addition, the final release integratasiedicated monitoringlashboardor the different 5G core deployments
used in the testbedthe Athonet monitoring. Thisdashboard provides infrastructure KPIs such as CPU, RAM, disk
and network utilisation. Metrics are retrieved from the monitoring stack with authenticated access and stored
for later analysis (seEigure2l).

© Womitoring Athonet x |+
€ C R ©

@ eacv 5 Gatans

@ InfwsDE @ InfDE 22 PORTAL
Monitoring Athonet

CPU Usage: 485 % RAM Usage: 24 56 % Disk Usage: 5640 % Netwark (RX/TX): 0.00 Mbps / 0.00 Mbps

Figure21: Parameters monitored in the 5G core network

The final release evolves the prototype into a practiegperimental tool, providing a me userfriendly
interface, reducing manual errors, and improving traceability throdlga management of configuration
shapshots and access to monitoring data.
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3.7 ALB/IT Slice Manager

The Slice Manager at the Al'Btestbed is the component responsible formaging 5G endo-end network
slicing. It integrates with the ELCM local deployment in the testlvduch receives data from the Data
Aggregators and Collectors. This dptavides insights from the 5Gof@ andthe Radio Access Network (RAN),
such as a UEIP addressand its throughput. This component receives the data with requirements and
creates/updates/deletes the slices in the RAN and the CORE on demand. The slice operatmpkeo@snt any
logic the operator desires, with the necessamymplexity. 1 also allowsisolating operations and executing
multiple operations in parallel or in a serialissdnner. The slice manager provides an interface between a Kafka
interface northbound on the 66@ATH project and the core network functions below, permittimgmodification

of traffic flows on demand (seéigure22).

‘t (\c:xul“t}ce

[ 5G5S
sac Q) open Slice Manager
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NG-RAN I <«—>»| WNEF
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Figure22: Architecture of Slice Manager integration

The Slie manager resides on OSM, and it is comprised of two components:

1 Northbound interface:it receives the Kafka requests from an exterior Kafka producer, and after analysis, it
implements the required modifications (CRUD) of slices on the network layer dsasvepecific traffic
modification flows.

1 Southbound interface:it carries out the actions following requests on the northbound interface. This is
achieved through remote requests from the OSM into the Open5GS pléffdeach modification performed
remotely on theOpen5G$latform will require a change to the Open5GS databasérédlectt the new
characteristics of the traffic flow and to ensure thersistence of these new properties. Furthermore, it can
issue remote rquests to the NEF, which serves asdhgway for the Open5GS deployment.

The reception of an answer to the northbound request involves the use of the same Kafka topic for the answer,
and so the northbound interface is at the same time a consumer ana@duper for the same Kafka topica
necessity if we need to involve the ELCM for the dialogue capture because it traps only owgttimpiows only

one Kafkalialogue

40 Open5@ is an advanced, opeource project designed for building and managagR/LTE mobile network. Whether
the network owner isetting up a private network for testing, research, or deployment, Open5GS offers a robust solution
for configuring both 5G (NRnd LTE (evolved) networlélso seehttps://open5gs.org/
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To create a new slice @rsRAK or CableFre®, we would send the following JSONth@ northbound Kafka
interface. If success is achieyede slice manager would reply with parameters defining the slice from the
srsRAN. This process is further depicte@igure23. If our intention is to provide a switch frothe Open5GS
target networks, we can perform a request through Kafka.

SliceManagerN SliceManagers
orthBound outhBound

KafkaClient Openbgs srsRAN

Create Slice

o
o

Create Slice

-

openbgscirl add_ue_with_slice
—

change DB

Y

slice parameters

il
el

slice parameters

slice parameters

ot

slice parameters

et

Figure23: Slice creation flow diagram

For QoS provisioninghe Slice Manager will send its requests to the NEF (partner extension from OneSource).
The request to the NEF follows 3GPP standards, for the request Nnef_AsSessionWithQoS defined in 3GPP TS
3GPP TS 29.1Ezror! Reference source not foundThe request is then forwarded to PCF, which will apply the

olicy in the core and RAN. Thigjuest format applies to one UE per request, but can be repeatetbay times

as needed for as many UEs

3.8 OTE Slice Manager

Within the scope of thesGPATHproject, a slice management solution was implementedautomate the
processing of network performance measurement data and to structureré¢ipeesentation of slicersd CPE
performance conditions. The implementation is based on real test data and supports autorslated
management actions driven by continueomonitoring results.

The implemented slicing mechanism is based on three main components: the Slice Managafaptor and
the Monitoring Tool (se€&igure24). The Slice Manager handles the creation, update, and removal of network
slices and shares informaticabout the available slices and their configuration with the adaptor.

The adaptor is responsible for making decisions about slice changes. It combines slice information-timtie real
datafrom the Monitoring Tool, which measures network performance E&isss the 5G Core, the RANd the

41 ThesrsRAN Project is an opspurce 5G CU/DU from SRS. It is a complete RAN solution compliant with 3GRRANdADiance
specifications.The srsRANProject includes the full L1/2/3 stack with minimal external dependendtes. further details see:
https://www.srslte.com/

42 For more related information seé&r example https://www.cablefree.net/
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UE (for the needs of UCITIES,2he UE is a robot). Based on predefined criteria and simple rules, the adaptor
checks whether the current slice still meets the required performance.

When the performance is not satisf@ry, the adaptor requests a slice change from the Slice Manager. This
interaction enables automatjaynamic slice management basedanrent network conditions.

Slice 1 — links to

Slice 2 Control Plane (CP)

Orchestrator

UDM | AUSF
. link to
Userplane (UP)

***** UE links
adaptor

ANN Slice Monitoring
O Manager Tool

SMF  —— AMF

Figure24: Automated slice management in a network etodend architecture

To enable consistent evaluation and comparison of performance conditions, the concept of performance images
was introduced. An image represents a logical abstraction of the observed state of a network entity, derived
directly from measuremendata. The solutiomtilisesactive TWAMP measurements, where a TWAMP initiator
performs test runs and generates intermediate measurement results during test execution. Two types of reports
are supported. Redlme reports are transmitted every seconds upn request after the test has started, while
performance management reports are generated at configurable intervals of 1, 5,roinlfes. The statistical
values included in each report correspond to the respective reporting interval. Both report typtsrcthe

same set of measured parameters and are distinguished exclusively through the-tygmotag, which is set to

GNI ¢ FRNBNBBERNIA YR aLIVE F2NJ LISNF2NXI YOS Yryl3asSysS
data are received by the Sliddanager through the NetworkSense APl/listener interface. Upon reception of
incoming data, the orchestrator parses the reports and extracts the relevant performance parameters. The
extracted values are then evaluated against specific network parametershwiay be predefined statically
and/or defined dynamically within the system configuration.

Based on this evaluation process, performance images are formed for both network slices and CPEs. Each image
areflects the current performance condition of the amsponding entity, as derived from the processed
measurement data. According to the outcome of the parameter comparison, slices and Cekaracterised
a4 SAGKSNI dadNRBy3IE 2N agSIl 1¢€d ¢KSdedtishasdr sliemahagement 3
In particular, the implemented logic enforces the association of a@CRE NI OG0 SNAASR | a ao¢Sl
slice characterisetdt & G aGNRy3Ie€d ¢KAA | 2a20AF0A2Yy A& RSNAODSR R.
reflects the operatioal policy applied within the implemented solution.

S O
S 1

3.9 ASTON Slice Manager

The ASTONSlice Manager (SM) delivers ettdend (E2E) network slicing in metiinant, multrdomain 5G/6G
environments. Its goal is to create an adaptable, interoperable, and flexible neslionkg framework to
support the complex requirements of 6G deploymerits. achieve this, the SM must provide a robsigting
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control solution capable of managing the diverse array of programmable network devices and technologies in
the data plane.
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Figure25: ASTON Slice Manager Architecture Overview

The SM includes three core components, as depictefignre25, each plaing a crucial role in enabling the
system's overall functionality:

1 SM NorthBound Interface (NBHAPI RESThe Slice Manager offers a Noitound Interface (NBI) through
a RESTH, utilising JSON messages for communication. This interface allowslaygretomponentssuch
as orchestration platformgp interact with the SM seamlessly.

1 E2E Slice Engin€he E2E Slice Engine manages network slices actively enforced in thedatadtgirovides
slicing capabilities to upper layers kiilising detailed network topology data supplied by the Topology

Inventory Agent. ThisagehINE @A RS& GKS {a 6AGK I O2YLINBKSYyaiAgdsS ¢

efficient decisioamakingon where to apply slicefor an optimal E2E deployment. Once the Slice Engine

RSUSNN¥AYSa GKS | LILINBLINAEFGS &t a2 aliiloo KX S\yOBs RASH A §

actions like creating, deleting, or associating network flows with spesti€es.
9 Slice Controller Agent (SCA)he SCA serves as the SeBthund Interfac€SBIfor the Slice Manager, acting
as a distributed component deployed across the infrastructure nodes that may host network slices. The SCA
provides programmability fothe underlying technologies and network interfaces in the data pl¢pe)
particularly forthe lifecycle management of network slicesédbstractg the complexity of the data plane,
presenting a unified API to upper layers whitilising specific sliecig enablers. The SCA translates the
G SOKYAY2ABAO a4f A0S RSTAYAGAZYE YSAAL-Gbender® NEY
SYT2NDSYSy(é FOGA2yas SESOdziSR G GKS REGF LXLyS
This archiecture enables a scalahlé@exible approach to managing network slicing in advanced #aiant,
multi-domain environments, laying the groundwork for a dynamesponsive 6G infrastructur@he underlying
technologies supported and exposed by the Slgentroller Agent are Linux TC, OpenVSwWitda5],

43 Open vSwitch is a production quality, multilayer virtual switch licensed under the open source Apache 2.0 licensegiteid tesi
enable massive network automation through programmatic extension, while still suppottingasd management interfaces and
protocol. Also seéhttps://www.openvswitch.org/
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OpenAirinterfac# FlexRAK, and the Nokia UDR APThe NorthBound interface of the Slice Managir
integrated withOpenCAPIF and exposed via an OpenCAPIF GW to standardise ttlentférecosystem.

3.10 ORCSlice Manager

The ORO testbed is a p8& testbed supportingultiple slice types (eMBB, URLLC), enabling simultaneous multi
slice connectivity for individual users. It offers high availability through redundant infrastructure, flexible
virtualisationwith OpenStac¥ and Kubernetes, edge computing for ldatency services, integrated retine
monitoring, and GPU resources for AlI/ML applications. ORO testbed architecture includegirfiliaed 5G
Core with advanced slicing and security, a faghilabiity transport network, flexible virtualisatiomnd
orchestration using OpenStack, Kubernetes, and ETST (8 edge nodes for lo¥atency processing close to
users.

Service & Network Multi-site Slice Vertical Service Testing & Service
Platform Monitoring Inventory Service LCM Experiment Manager Catalogue
Level
CEEN 8 T o]
Monitoring 5G Slice Management Orchestration
plugin plugin plugin
[ Testbed-specific interfaces | | | |

L
ORO Monitoring ORO 5G Slice NFV MANO System

System Management System

Network 5G network slice NFVO

monitoring management

“Edge”
Network 5G CN Radio VNFM (\\I/m N(Ff:’;‘l
Probes config controller _
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Figure26: ORO Network Testbed Logic Design

As seen irFigure26, ORO platform is emphasig the 5G slicing capabilities and their management across the
Radio Access Network (RAN), Core, and Transport netwonkids. The architecture connects modulssch

as monitoring, slice inventory, service management, and catalogue) to the testbed via dedicated APIs and three
main plugins: the Monitoring Plugin for KPI collection; the 5G Slice Management Plugin foorsiigeration

and lifecycle; and th®rchestration Plugin for deploying and managing network services and slices.

ORO 5G Slice Management System Block is compafseelveral elements, as 5G slicing in the testbed is
coordinated across RAN, Core, and Tranmsgdomains, with dedicated controllers managing skweare radio
resources, core partitioning, and transport paths to ensure-endnd service differentiation:

44 The OpenAirinterface Software Alliance (OSA) is apnofit organization that develops and promotes the OpenAirinterfé@al)
opensource platform, delivering 4G and 5G RAN and Core network software for research and irflistnyore details see:
https://openairinterface.org/

45 For further informative details alsoes, among others https://www.openairinterface.org/docs/workshop/8_Fall2019Workshop
Beijing/Training/201912-03-NIKAEIN.pdf

46 OpenStack is ampen source cloud computing infrastructure software project and is one of the three most active open source projects
in the world.Also seehttps://www.openstack.org/

47 Open Source MANO is an Ef@&ted projetto develop an Open Source NFV Management and Orchestration (MANO) software stack
aligned with ETSI NFV. For more details B&ps://osm.etsi.org/
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1 5G Network Slice Managementhis component is responsible for the etatend lifecycle managment of

5G network slices. It ensures that each slice is configured according to specific service requirements (e.g.,

eMBB, URLLC).

1 5G CN ConfigManages the configuration of the 5G Core Network to support multiple, isolated network
slices, each with itswn control and user plane resources.

1 Radio Controller Extends slicing capabilities to the RAN by configuring gNodeBs to support multiple slices,
enabling differentiated services at the radio level.

9 Transport Network Controllerlt ensures that thainderlying transport network (IP/MPLS) is aware of and
can support the requirements of each slice, such as bandwidth guarantees and path redundancy.

| 5G Core Network |

P Transport P Transport
(backhauling) Slice differentiation Security
= scal functions
SST=eMBB1
QoS Fl
Lower Go¥ pri;iliza‘:i":m
L { DNNIinteret } T
LAAA“W“““J Peering
5GQl Shared slice

m =. Private slices

..[i
.

Figure27: Slicing approach in ORO Testbed

Enterprise
backend

1 1 Security functions 1
1 | 1

As illustrated inFigure27, the slicing solution leverages a 5G Standalone (SA) network architecture, enabling
endto-end network slicing. The architecture supports the creation and mament of network slices that span

the entire network ¢ from the radio access (RAN) to the core network and the underlyirtgalised
infrastructure. The ORO testbed delivers flexible, secure, and automatetbesrid 5G network slices using a
fully virtualisedand orchestrated infrastructure, supporting advanced 5G use cases and service differentiation.

1 Slice Definition Each slice is defined by a unique N$Sgérvice type, and DNN, allowing the network to
distinguish and route traffic according to thequirements of each service (e.g., high throughput for eMBB,
low latency for URLLC).

! QoS EnforcementThe UPF uses the 5@FDSCP mappifitto enforce QoS policies per slice, ensuring that
each service receives the appropriate network resourcespaiaditisation.

1 RAN Integration The gNodeBs are configured to support multiple slices simultaneously, allocating radio
resources as needed for each slice.

f Endto-End Orchestratioh ¢ KS Sy GANS LINRBOSaa Aa YIlIylFr3aISR I|yR

managementnd orchestration systems, ensuring seamless E2E delivery from device to application.

For theEndto-End Slice Managementhe slice manager enablélse definition and instantiation of network
slices. Each slice is uniguely identifiedt®ysNSSA?P, which combinesSlice/Service Type and Slice Differentiator.

48 NSSAI is Network Slice Selection Assistance Information (NMSSBIJNR) systems, which igkay factok in the definition of specific
network slice functions and characteristi€r more details sedpr example https://www.olaxwifi.com/news/whatis-nssaiin-5¢-
nr-slicing185721.html

49 For further information also sedor example Bino, G. (20206G QoS: 5QI to IP DSCP Mapphhgkia White Paper. Available at:
https://www.researchgate.net/profile/BinegGeorge/publication/344287398 5G_QoS 50QI_to_IP_DSCP_Mapping/links/
5f6393339285&14bc82d3al/568Q0S5QkH0-IP-DSCRMapping.pdf

50 |t is an dentifier of a network slice in the 5G network. TR&ISSAI is sent to the network by the UE to select a network slice-The S
NSSAI is composed of the SST (slice/service type) and an optioslt&SBifferentiator).
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These slices can hmistomised todmeet various service requirements, where a single subscriber can access
multiple slices at once, enabliisgrvices to be differentiated according to specific application needs. The testbed
maintains a comprehensive inventory of available slice profiles, profiles containing parameters such as
bandwidth, latency, and Quality of Service. All profiles can beiegieand managed through application
programming interfaces. This capability facilitates differentiated services based on varying application needs.
The system maintains a complete inventory of available slice profiles with their associated parameitetisg
bandwidth, latency, and QoS characteristics, all of which can be managed through APIs.

3.11 MIRO Close Loop Coordinator

Multi-domain Intelligent Resource Orchestrattér{iMIRO) draws inspiration from ETSI Z&omch Service

Management (ZSM) principRésof autonomous service management and closedp automation. Still, it is

reimagined as a modern ClodMdhtive orchestration framework for multiluster scenarios. MIRO provides a{ow
barrier solution for automating Cloddative resource management, includirapplications, services and
infrastructure.

More than CloueNative, MIRO was designed as a native Kubernetes solution extending the Kubernetes
controller and operator paradign®2to implement orchestration operations as closkedp behaviours. Indeed,

MIRO integrates various closed loops, each focused on a specific task (e.g., application lifecycle management,
infrastructure bootstrapping, or evean Aldriven optimal resource allocation). In this sense, MIRCseave as

a coordinator for closedbop operations.Figure28illustrates one of those closddop fashion operationghat
leverages MIRO Kubernetes Custom Resource Definitions (foB&ther with a Kubernetes operator (orient)

and a custom driver (actuator).

MIRO integrates operource technologies such as L@ for multi-cluster interconnection, Cluster AP0 for
multi-infrastructure support, and ThangtPrometheus’ (0, 0), for continuous monitoring of infrastructure and
applications.

In 6GPATH, such closddop notions and concepts will be explored to allow the conduct of experiments across
multi-clusters. This includes the capability to host and run various applicaimessmulti-Kubernetesbased
environments, collecting metricad relevant data during a set period.

51 MIRO is a new architectural multomain orchestration paradigm. MIRO stands at the forefront of GNative resource
management, bringing cuttingdge Cloud technologies and Al to maximise application and profits. MIRO offexfoattess
experience for deploying applications worldwide.admbraces a new era of simplicity and efficiency, where technology works
seamlessly to meet specific needs. For more detailstgges://miro.onesource.pt/en

52 More informative details can be found dtttps://www.etsi.org/technologies/zeretouch-network-servicemanagement

53 Also seehttps://www.cncf.io/blog/2022/06/15/kubernetesoperatorswhat-are-they-someexamples/

54 For further information seehttps://docs.ligo.io/en/stable/index.html

55 Seehttps://cluster-api.sigs.K8s.io/

56 See:https://thanos.io/
57 Seehttps://prometheus.io/
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Figure28: Infrastructure dedicatedo closedloop

As cloudnative applications span heterogeneous testbeds hosting multiple clusters, orchestration must couple
consistent deployment witltontinuous KPI/KMiriven observability so that closed loops can detect deviations
and enforce corrective actions across sites. In this setting, MIRO acts as the coordinating layer that aligns
multi-cluster application lifecycle management with the monitgr and feedback mechanisms used by
closedloop automation. MIRO offers a unified interfafog scheduling and deployirapplications/services and

their dependencies across clusters, while also supporting dynamic cluster creation and peering acrosssprovide
ingesting application descriptors, and subscribing to telemetry streams. This reduces the effort required to
compose multisite scenarios and to operationalise them consistently across heterogeneous infrastructures.

In MIRO, higHeveloperations, suls as application deployment, are decomposed into discrete workfleash
composed of minor tasks that represesmall, individual operationsTasks typically have dependencies that
constrain the execution order, ensuring prerequisites are completed befgpendent tasks run. Hence, instead

of a fireand-forget modet®, MIRO adopts a stateased approach that relies on a feedbalrkven control loop

that continuously observes, decides, and corrects execution until the desired state is reached. Thistasksires
can runasynchronously and in parall@hen no dependencies block their execution, improving efficiency and
reducing processing time. These tasks and topologies can range from simple operations, such as bootstrapping
a cluster in a cloud provider, toomplex deployments involving multiple services and dependencies. This
approach enablethe encoding of orchestration logic in a structur@danageable way, for example, ensuring
that an application is deployed only after the necessary cluster is sewhijzh itself requires multiple
intermediate steps.

MIRO employs &raphBased Task Executf8mith feedbackdriven control to run tasks in a predefined order.

The executor uses tapological sort algorithi?to determine the execution order and detect cyslin the
taskgraph. It also interacts with other components to execute tasks and manage failures efficiently. It maintains
a record of executed and pending tasks, enabling retries for failed tasks. In case of failure, it enbspyls a

First Search (DPS)ollback mechanisno revert dependent tasks. Additionally, it cancels all dependents of a
failing task and rolls back its dependencies, ensuring system staiitigvoiding conflicts.

This closedoop coordination model ensures that orchestration ogéons converge reliably toward the desired
system state, even in the presence of partial failures, delays, or transient errors.-Gaaet task execution
improves efficiency by ensuring correct task order with topological sorting and enabling paxalteition of
independent tasks. It enhances resilience through automatic retries, dependewvane rollbacks, and

58 Thecdfire-and-forget modeé is an asynchronous interaction pattern where a sender dispatches a message or task without waiting for
a response, confirmation, or completion status. It offers the loosest coupling, allowing the originator to immediately gthesue
tasks. Key applicaths include logging, sending emails, or triggeringamming background processes.

59 Graphbased task executiorepresents workflows as nodes (tasks) and edges (dependencies) in a graph structure, often a Directed
Acyclic Graph (DAG). This model enat#éficient, organized processing of complex, interdependent tasks by optimizing parallel
execution, reducing bottlenecks, and allowing for dynamic, automated task management in cloud, robotic, or Al applications.

60 For further information also seéittps://www.geeksforgeeks.org/dsa/topologicabrting/

61 Seehttps://www.geeksforgeeks.org/dsa/dep-first-searchor-dfs-for-a-graph/
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containment of cascading failures. System stability is strengthened by cycle detection and consistent state
management that prevent deadlocksc preserve integrity. Finally, it offers strong observability, -fin@ined
execution control, and scalability to support dynamic, complex workflows in distributed systems.

Based on these capabilities, MIRO supports tpmdy closedoop components as @ployable elements,
enabling thento be onboarded, deployed, and operated alongside the services they optimise. This means third
party closedoop logic can consume the same service context and telemetry (e.g., CPU, memory), produce
recommendations or paties, and contribute to corrective actions.

MIRO enables the coordination of the application lifecycle directly on top of a-danttain infrastructure. Each
deployment is treated as an application executed under specified conditions (e.qg., target tekibtt scope,
configuration, and KPI/KVI objectives). Applications can be started, tracked, and terminated to observe
behaviour, collect evidence, and compare outcomes across instantiations. Therefore, MIRO exposes an
Applications view in the user intexfe Figure29), providing a consolidated overview of ongoing deployments

and resource usage.

MIRO

e / Applications

® Dashboard

Status Created Date Updated Date Actions

2026-01-22T12:27:39.240124 2026-01-22T12:27:39.240124

2026-01-22T12:27:39.240267 2026-01-22T12:27:39.240267

Items per page: 1 - 1-20f2

Figure29: MIROApplications List View

The onboarding workflow offers a guided, kbarrier approacho defining a new clouahative application for
deploymentacross clusters. Users can specify the applicatiorfdsyinstance defining highlevel metadata,

common deploynent prerequisites (e.g., environment variables), and component resource requirements (e.g.,
CPU, RAM), making application setup explicit and repeatable rather than relyanighoig external configuration

steps.¢ 2 (G KA & LJzNLI2 &S3> a/l2whLIR2&/ RIyLJ2 NJidaA f IR SRE & dilKil G a NB LINS
composition of deployable components, helping users structure microsebpased applications. This visual

model aligns onboarding with the actual operational decomposition used during deploymenpdoemts,
dependencies, and endpoints), so that the resulting application definition is not just descriptive, but directly
actionable for orchestration and later closémbp operations (e.g., placement decisions, scaling, or component
migration).

During ogration, MIRO continuously collects infrastructure and application signals and provides runtime
visibility, allowing services to progress and their behaviour to be validated ekeleution is ongoing. In addition

to live inspection, MIRO supports the eadtion/export of multiple metrics (KPIs/KVIs) in standard formats (e.qg.,
CSV/ISON), enabling structured pastcution analysis and integration with external analysis pipelifigsire
30illustrates the MIRO application details page for a running deployment, showing the application description
and status, together with summary metadata such as owner, creation time, number of components, and the
cluster. At the top, MIRO surfaces higével lifecycle actions (e.g., migrating components and deleting the
application), allowing operators to directly steer application placement and lifecycle from the same view. A set
of live KPI panels (e.g., CPU usage, mgrasage, and network 1/O) is displayed alongside a component health
summary, enabling operators to correlate application state with runtime resource behaviour. Below these
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summary indicators, MIRO organises operational details into dedicated tabs (empowents, access/URLs,
monitoring, Kubernetes, geolocation, and logs), supporting deeper inspection of both service composition and
telemetry as the application runs. From this page, users can manage the services lifecycle through direct actions
exposed irthe interface (e.g., compone#dével management and placemeatiented operations), reinforcing
operational control by keeping monitoring context and lifecycle controls tightly coupled rather than split across
separate tools.

MIRO

rrrrrrrrrrrrrrr

Figure30: MIRO Application Details View

MIRO provides migration as a capability to relocate one or more microservice components of an application
0S06SSY YdzoSNYySGSa OfdzalidSNB Ay | 02y i N®dpicdrizatiod2 2 NR
model, migration serves as an available actuation option, enabling placement adjustments when monitoring
insights indicate a potential benefit. This migration is handled as a -stafti procedure that can include
coordinated deployment on the destinatioontrolled traffic redirection, and cleanup of the sowside
resources, with particular care for dependency ordering and failure handling.

3.12KAU Alas-a-Service

The KAU Absa-Servic& (Alaa$ component developed at KAU provides automatieattime video quality
assessmentlt provides reatime video Qualityof-Experience (QoE) estimation Hirectly predicting a Mean
Opinion Scor® (MOS) fromlive streaming video. The goal is to continuously monitor perceived quality at
runtime. The perceived videguality is also affected by theumber of frames receivednotionartefactssuch as

blur and stutter, blockiness, frozen frames (when frame drops occur), texture, and related impairments. The
service outputs an updated MOS value every second, enaldipig detection of quality degradation and

62 Artificial Intelligenceasa-Service (AlaaS) refers to the provisioning of Al services and tools through a cloud computing platform. This
model allows users to access and utilize Al capabilities without the neéadest in and maintain the underlying infrastructure. AlaaS
enables businesses and developers to leverage Al technologies such as machine learning, deep learning, natural langsamg proce
and computer vision through APIs or other clebmbed services.For more informative details seeamong others
https://www.ibm.com/think/topics/aiasa-serviceaiaas

63 Mean Opinion Sore (MOS) is a measure used in the domain of Quality of Exger{@oE)and telecommunications engineering,
representing overall quality of a stimulus or system. It is the arithmetic mean over all indisidlads on a predefined scale that a
subject assigns to his opinion of the performance of a system géiafigh ratings are usually gathered in a subjective quality
evaluation test, but they can also be algorithmically estimatdebr further information also seeamong others
https://en.wikipediaorg/wiki/Mean_opinion_score
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supporting closedoop decisions (future workjn the 6GPATH context (e.g., adapting bitrate profiles or
requesting QoD).

Timing constraint: near reak-ime
Bounded lag == ~2s vs live stream
ELCM
- Initialize service
- Configure (CSV/Influxivideo)
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(360° / head-mounted) |
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Figure31: Alasa-Service pipeline at KAU

As shown irFigure31, the endto-SYy R ! LFF{ LIALIStAYS &adFNIHa FNBY | f
mounted) connected to a smartphone that transmits vide@oWebRTE. On the receiving side, a Puppet&er

based capture module attaches to the WebRTC session, forwards the decoded video stream to the Python
inference pipeline, and simultaneously extracts session telematgludingincoming FPS, bitrate, resdilon
(height/width), and dropped frames. In the Python service, frames are processed continuously, and visual
features are extracted framby-frame using a ResN&0 backbone Afterwards,a Video Spatialemporal
Feature Aggregatich(VSFA) model aggregatepatiattemporal information to predict perceived quality. The

raw VSFA output is then refined through a lightweight parsicessing stage that adjustsirmalisesthe
predicted MOS using additional indicators of perceptual degradation (e.g., blockiness, blur, texture, and the
number of successfully received frames), producing a timestamped MOS value every second for each active
stream/session. The AlaaS is expoasd lightweight service interface suitable for integration intoF&TH
workflows. Typical operations include starting a monitoring session for a given stream, querying the latest MOS,
and optionally subscribing to a continuous MOS feed (e.g., via WediSwck message bus). The output format

is designed to be machironsumable (JSON) so it canibigrated with monitoring dashboards, analytics

64 WebRTC (Web Re@ime Communication) is an opsource, plugirfree technology enabling browsers and mobile applications to
exchange audio, video, and arbitrary data directly peepeer. Supported by major browsers (Chrankérefox, Safari) and backed
by Google, Apple, and Mozilla, it reduces latency by removing intermediary servers during data transfisdimther details see:
https://webrtc.org/

65 Puppeteer is a JavaScript libyavhich provides a higlevel API to control Chrome or Firefox over the DevTools Protocol or WebDriver
BiDi(BiDirectiond). Also seehttps:/pptr.dev/

66 For more details see, for example: Dingquan Li, Tingting AadgMing Jiang2019):Quality assessment of-the-wild videos In:
Proceedings of the 2VTACM International Conference on Multimedia, 2019.
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components, or automated policy/control functions that react when MOS exc#edsholds for a sustained
period.

Frame Drop: @.e%
e: 8.848

e
=more detail)

Figure32: System output Live QoE graph (MoS time series)

The Alaas service further provides riale QoE monitoring and recording functions on top of the MOS inference
pipeline. During runtime, it camisualisea live videequality time series (MOS graph) to support immediate
debugging and demonstrations. In parallel, it can record the incoming stream to a video file for later manual
inspection or offline analysis. For quantitative logging, the service writes-agoeind CSwutput that includes

the final MOS, the raw VSFA MOS, stream metadata (e.g., resolution), aselgeeid quality indicators such as
blur, stutter, blockiness, texture, processed FPS, nenber of frames processed/received, and related
telemetry. For intgration with the 6GPATH platform, the service cafso push pesecond results to the
InfluxDB (6E@ATH database) to enable dashboards, {mmm storage, and correlation with networkide
metrics. Endo-end, the system is designed for near reaile operation: the MOS values and telemetry are
produced with a bounded processing delay and do not drift by more than ~2 seconds relative to the live stream,
ensuring the output remains actionable for monitoring and clekeap control

MOS is reported on ach scale, where values below 2.7 indicate bad/worst quality, values between 2.7 and 3.3
indicate average and acceptable quality, and values above 3.3 indicate best quality. A screenshot of a live QoE
graph (MoS) output of the system is showrFigure32. The live QOE monitoring was used to illustrate video
quality during the UEEDU3 demo at the 6@°ATH open seminar in Karlstad on December 4, 2025. An earl
more limited version of AlaaS, restricted to offline analysis, was also used to automatically assess QoOE video
quality during the phase 1 UEDUS trials in thespring of 2025.
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3.13 ALB/ITAl-as-a-Service

The ALB/IT Adsa-ServicgAlaaS)s aFederated ATestbed for Scalable Al Experimentation and MEQp&ich

provides access to Al tools and models in the cloud, eliminating the need to invest in complex infrastructure.
Most AlaaS offerings include reatbruse models, while more advanced services @&sable users to train

custom models with their own data in a simplifiet,cessible waylherefore, AlaaS stands out by reducing the

cost of adopting Al, offering easy access and integration, providing scalable solutions that adapt to business size,
and mainaining flexibility through the ability to traipersonalisednodels with proprietary data.

Figure33illustrates a reference AlaaS architecture diddeto two complementary parts. On the left side, it
depicts the machine learning lifecycle, starting with data collection from databases, applications, networks, and
external sources, followed by ETL pipelffi¢bat prepare andstandardisedata. This datdeeds the model
management lifecycle, which includes training new model versions, evaluating their performance, tracking
experiments and metrics in MLfl&% and promoting models to production when thémneeté predefined
criteria. On the rightfFigure33 shows the operational AlaaS layer exposed to end users. Here, deployed models
power intelligent services that continuously consume 4tk inputs fran devices, applications, or network
elements and produce outputs such as analytics, reports, automated decisions, and intelligent service
management actions. This separation highlights the link between continuous model evolution and scalable Al
driven sences.

Data Data Ingestion Pipeline Model Deployment Lifecycle

Extract Training
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Figure33: General AlaaS architecture

This envisions a federated Al testbed aligned with AlaaS and MLOps paradigms, enabling scalable, collaborative
Al experimentation. By interconnecting multiple testbeds, the platfoemables the exchange of models,
workflows, and Adriven insights, fostering innovation through a distributed, cooperative appro&gh.
integrating Apache Airflo® and MLflow, the testbed acts as a Scalable Al Experimentation Platform, enabling
seamless madel lifecycle management, experiment tracking, and workflow orchestration. The federated nature

67 With Machine Learning Model Operationalization Management (MLOps), we want to provide a-end machine larning
development process to design, build and manage reproducible, testable, and evolvaptendted softwareFor more detailslao
see:https://ml-ops.org/

68 An ETL (Extract, Transform, Load) pipeline iasomated system that extracts raw data from multiple sources (databases, APIs,
files), cleans and restructures it to fit business needs, and loads it into a centralized destination like a data wanetiatsskke. It
is crucial for data quality, analgs, and business intelligence

69 MLflow is an opersource platform, purpos®uilt to assist machine learning practitioners and teams in handling the complexities of
the machine learning process. MLflow focuses on the full lifecycle for machine legmujegts, ensuring that each phase is
manageable, traceable, and reproducibidso seehttps://mlflow.org/docs/latest/ml/

70 Apache Airflow is a platform created by the community to programmaticallpaautschedule and monitor workflow#\lso see:
https://airflow.apache.org/
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of the testbed allows for Al models to be trained and fineed across different environments, while its MLOps
capabilities ensure automation, reproducibilignd scalability.

As an examplerigure34 illustrates an architecture designed to ingest data from a 5G network and leverage it
for AI/ML experimentdon. Al models can be fimeined, adapted, and deployed across different domains,

fostering collaboration and scalability in-diven network intelligence.
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Figure34: Example of Al Testbed for Scalable Al Experimentation

In amulti-testbed scenario, as shown kigure35, Apache Airflow is deployed per domain (one instance per
testbed) to orchestrate data processing and miag workflows locally. This domalievel deployment allows

each testbed to retain autonomy over its data, pipelines, and execution policies, while respecting constraints on
data locality, sovereignty, and latency. By running Airflow close to the dataesywgach testbed can efficiently
manage its own experiments, adapt workflows to local infrastructure characteristics, and independently evolve
its Al pipelines withoubeing tightly coupledo other domains.

In contrast, MLflow is used as a multimain,centralisedcomponent, providing a single point for experiment
tracking, model versioning, and model governance across all testbedsentialisationenables comparison of
experiments and models trained ulifferent domains, fostering collaboration and knowledge sharing while
avoiding duplication of effort. A shared MLflow Model Registry allows the-fesdrming models to be
promoted, reused, finguned, or deployed across testbeds, supporting federatgobenentation and ensuring
consistency, reproducibility, and scalability at the ecosystem level.
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Figure35: Multi-Testbed Paradigm: Airflow and MLflow
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3.14 Intelligent and HumarCentric Edgeo-Cloud Orchestration

The Intelligent and Huma@entric Edgeo-Cloud Orchestration provided by MIRO emabtaptive application
placement and management across heterogeneous edge and cloud domains. The solution corrdbsestetsl
scheduling with intenbased interaction mechanisms to support both automated orchestration and human
centric controlwith a fows on dynamianulti-domain environments.

MIRO provides intelligent scheduling through a modular environment where multiple scheduling algorithms can

be hosted as independent, containerised services and selected at deployment time. Currently, theseimitiude
heuristic baselines (e.g., First Fit DecredSi(igFD)) and Particle Swarm Optimisatiqi®SO) based variants,

notably RALA PSO, a resouaretlatencyaware PSO approach designed to improve placement decisions under
multi-objective constraints in hterogeneous environment4 These algorithms consume operational context
FNRBY alwhQa Y2yAl2NAy3 aeadsSy 6So3aodx Ay FNI aidNHzOG dzN.
GKIFIG ITNB GKSYy SyT2NDOSR o6& al wh Qaudadonirs Shididesigh sugpgits F dzy ¢

1 NWDAF, short for 5G network data analytics function, is a crucial 3GPP standard method. It efficiently collects datarfrom use
equipment, network functions, operations, administration, and maintenance (OAM) systems within the 5G Core, Cloud, and Edge
networks. This wealth of data is then utilized for powerful 5G analytics, enabling better insights and actions to enhawvesalhe
end-user experienceAlso seeinter-alia: https://www.oracle.com/europe/communications/5gore/network-data-analytics/

72 Firstfit-decreasing (FFD) is an algorithm for bin packing. Its input is a list of items of different sizes. Its output is agaaktitpn
of the items into bins of fixed capacity, such that the sum of sizes of items in each bin is at most tigy chjeally, we would like
to use as few bins as possible, but minimizing the number of bins is-aafdProblem, so we use an approximatelgtimal heuristic.

Also seeamong othershttps://en.wikipedia.org/wiki/Firstfit-decreasing_bin_packing

73 ParticleSvarm Optimisation is a populatiorbased algorithm in which a collection of individual particles move in steps throughout a
region. A collection of individuals calledrppedles move in steps throughout a region. At each step, the algorithm evaluates the
objective function at each particle. After this evaluation, the algorithm determines the new velocity of each particlarfitlesp
move, then the algorithm revaluategheir objective functionsAlso seehttps://www.mathworks.com/help/gads/whaiis-particle-
swarmoptimization.htm|

74 See:Dias, T., Velasquez, K., FerreiraFeyereiro, D., Rosa, L., & Cordeiro, L. (20Ré3ourceand-LatencyAware PSQ@ A novel
algorithm for intelligent and contextual cloud native resource scheduling Proceedings of th026 IEEE 23rd Consumer
Communications & Networking Conference (CCRO): 10.1109/CCNC65079.2026.11366484
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new algorithms to be integrated without disrupting the orchestration flow. To reduce the operational biarier
non-expert users, MIRO complements its orchestration and observability workflows with an-Béset System

that allows users to express requests in natural language (e.g., metric exploration, operational aatioers)

than specialised languages. & Approach combines function callitgmap intents to concrete operations and
RetrievalAugmented Generatioh (RAG)to ground responses in documentation/code context, enabling
explainable support for tasks such as intginiven analytics, explainable lognsights, and guided
application/infrastructure workflows.

MIRO Multi-Domain Orchestrator

Microservice Application Al-based Scheduling
\ Dashboard
. 1
</> Deployment o mim:l
— 0 Request s o [t
— —_— |
[} o Scheduling
w Algorithms
[
2. Select
Scheduling
Algorithm
g
lonitoring System
.
e Multi-Domain Infrastructure o |
t g
/" Clustera 1 - A \
= Domain Cluster 8 £ Domain |
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» 3 = -
\ Microservices / \ Microservices /

Figure36: MIRO multidomain orchestration workflow with Adased scheduling

Figure36represents the scheduling architectuteat ¥ 2 f £ 2 64 alLwhQa 2NDKSad NI G2N L
application specificatiomia the Dashboartb the API. The API then first queries the selected algorithm service
foritsrequired¥ S G dzNBa o6 @Al (GKS aFSIFGdz2NBadé¢ SYRLRAYyGUOI NBGN
GKSy OFftfa (GKS dzyATASR aGaRSOAaAA2Yyaéd SYRLRAYyOH 6AGK
infrastructure state. The algorithm then returns a plaent decision that MIRO executes through its domain
orchestration functions. This workflow supports both baseline heuristic scheduling, such as FFD, and more
advanced Abased schedulers, including multiple RAR20 variants designed for different optintisa goals

(e.g., resourcaware, resourceandlatencyaware, and locatioraware placement in edge scenarios).

The intentdriven architecture is centred on an Intention Controller (LLM) that receives a nédnglage
request from the dashboard assistaagent and routes it through a muligent structure. A Root Agent
dispatches the request to specialised agents, including a RAG Agent (grounding via CHipradddhitoring

Agent (observability queries via Grafana Model Context Protocol (MCP) Servea)VBR® Agent (orchestrator
actions via MIRO Model Context Protocol (MCP) Server), with the LLM runtime served by ‘Ollaisalesign
separates concerns (documentation grounding vs monitoring vs orchestration actions), while using MCP to

75 RetrievalAugmented Generation (RAG) is an Al framework that improves Large Language Model (LLM) accuracy and relevance by
fetching trusted, upto-date data from external knowledge bases before generating a regpdin®duces hallucinations by anchoring
answers in specific, verifiable documents, making it ideal for chatbots, research, and enterprise data analysis.

76 Seehttps://docs.trychrana.com/docs/overview/gettinestarted

77 Seehttps://ollama.com/
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expose tool capalties in a standard way so the LLM can invoke them without embedding plapeuific API
logic directly in prompts. This intewlriven, multtagent design ishown inFigure37.

=

A
Grafana

MCP SERVER

. natural language intent

M [ cuided on the dashboard

Intention Controller (LLM}

MIRO MCP SERVER @

Orchestrator

Figure37: Intent-driven multiragent architecture for MIRO orchestration and observability

3.15 Advanced MobilityAware Edge Computing

The Advanced MobilisAware Ede Computin§ capabilities implemented in the IT/ALB testbed extend
conventional edge orchestration platforms to support dynamic srkeéyt and vehicular scenarios. The solution
enables proactive and reactive service orchestration based on user mob@itpefwork conditions, and edge
platform status, leveraging Kubernetes extensions and external orchestration compoméans. the key
architectural elements are detailedncluding custom resource definitions, scheduling and -Hoadncing
enhancements, ath mobility-aware coordination mechanisms that collectively support adaptive service
deployment in highly dynamic environments.

The default Kubernetes platform, designed primarily for cloud environments, strugglaedb the dynamic
requirements ofsmartcity services, particularly in vehicular contexts where users are constantly on the move
As such, the following extensions have been introduced to address these challenges:

1

FogService CRD and FogService Contrdlleis new resource type enables diggng services optimised for

edge environments. It allowdefining instantiation locations, the number of replicas, and serspcific

metrics to assess replica status and adjust deployment based on node capabilities, node status, application
status,and node latency/geographic location. The FogService controller implements object reconciliation by
watching the current state of the FogService objects and performing the necessary actions to match such
state with the desired one described in the object ldeation.

Custom Load Balanceifhe default Kubernetes loduhlancing algorithm distributes network requests
equally among replicasyhich is often inadequate in edgenvironments. A custom Load Balancer was

78 Advanced MobilityAware Edge Computing (MAEC) is an evolution of Maoltess Edge Computing (MEC) designed to handle the

challenges posed by movingers and devices (e.g., connected vehicles, drones, smartphones) in 5G and 6G networks. Unlike
traditional edge computing, which assumes static, locafizad users, MAEC employs proactive service migration, trajectory
prediction, and intelligent resourcellocation to ensure seamless service continuity, ditna latency, and higlguality user
experience (QoE) as users move between edge servers.
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developed to adjust the probability of eacéplica receiving requests based on sengpecific metrics and

network latency within the cluster.
f  Scheduling Pluginsb S &

LX dz3 Ay a
enhancements aim to create a more flexible and comprehensivedsdimg system that considers factors
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such as service priority, existing applications, service dependencies, and performance.

Y dzo S

These extensions, their logical interactions and deployment within the Kubernetes cluster are represented in

Figure38.
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Figure38: Edge orchestration extensions

In addition to these orchestration extensions, new components external to the Kuberneteweos developed

to gather data from external sources and proactively influence service performance and distribution across the

edge platform. This data includéise status of 5G and edge computing platformiy congestion information,

and user mobilitydetails.

1 Data Aggregators and Data CollectoBata collectors collect data from various domains (e.g. edge platform,
5G RAN and UE mobility data) that is then processed and normalised by data aggregators.

1 MEC OrchestratorReceives the aggregated dataoses computed in the aggregators and performs
proactive orchestration decisionsuch as activating or deactivating replicas to save edge resources or
triggeringnetwork handovers to improve signal strength and maintain quality of service.

1 Edge Utils:Proxyy component that performs the actions issued by the MEC orchestrator upon the edge
platform infrastructure itself by interacting with the Kubernetes API. Its features include the retrieval-of real

time information about pod states, cluster topology, andgedhode labels or annotationsvhich are then

exposed taupper-level orchestration components, enabling them to make informed decisions based on the

actual state of the cluster.

The architecture with the components that coordinat®bility-aware service dployment is represented in

Figure39 and the main components responsible for such actions include:
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Figure39: Mobility-Aware Service Deployment Architecture

The interactions between these components are represeimeegure4O.
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3.16 CloudNative Edge Health Platform

The architecture of the ClouNative Edge Health Platform, deployed on the FOKUS testbedsed on cloud

native services an@nables the system to be both scalable and resilient, leveraging-ibuidcovery and
orchestration mechanisms to ensure high availability. Cloative principles such as containeat®on and
automated lifecycle management allow services to be deployed, updated, and scaled efficiently across edge
nodes. The edge nodes host the 5G data plane, enablindplency communication and shorter routing paths,
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thereby significantly improvinthe overall user experience. Based on the experience of deploying such edge
nodes for other use cases, the control plane rema&iestralised to be efficient (we do not consider so many
users connected to the edge nodes to require a distributed controlegéachitecturewhich isone of the critical
features for the success of beyond 5G distributed architectures). In addition, the edge infrastructure supports e
health applications, including 3D wound scanning and elderly monitoring use cases, whichnesinee data
processing and reliable local execution. By processing data closset®and devices, edge deployment reduces
dependenceon centralisedinfrastructure and supports continuous operation even in constrained connectivity
scenarios. This appach provides a flexible and robust platform for running latesegsitive healthcare services

at the network edge while relieving the network w$erplane data traffic and at the same timemaintaining
appropriate security and control levels.

The archiecture of the system consists of a combination of central and edge deploypanthown irFigure

41, connected via a secure Secudtya-Service omponent based on WireGuard. Edge nodes host the 5G data
plane and clou¢hative applicationsenabling lowlatency processing for criticathealth services, such as 3D
wound scanning and elderly monitorinGloudnative ginciples, including containeasion, orchestration, and
automated scaling, provide resilience and ensure that services can recover automatitalgwent of failures,

while maintaining efficient resource utilisatiorThe deployment on top of smalhnd largescale cloud
infrastructures for edge and central is part of the state of the art, using Kubernetes with an additional separation
of the Kubernetedaseddata plane at the edge of the network. This provides the expected additional flexibility,
ease of management and deployment,veall as the possibility to run, if needemhulti-operator infrastructures

using the same edge nodes.

Central Node /
Control Plane
@ FOKUS

Edge Node
Charite

Edge Node
Nursing Home

UPF + EdgeServices

Wireguard
Tunnels

Figure4l: CloudNative Edge Health Platform

UPF + EdgeServices

However,the literature describes how such edge nodes are connected to the cambdds; most current
publications assume a higtapacity, lowdelay,and highly reliable operator network. For use cadaseHealth,

we cannot make such an assumption. Instead, we have developed a new solution for sgl@bske connectivity

of the dataplace across unreliable thiplarty backhauls, enabling interconnection among highly distributed
locations without requiring special support from mobile network operator. Thisffers high flexibility in
deployment locations (especially administrativelygre is no need to reserve network resources; a keffirt
internet connection is sufficient fdsackhaul).

The new communication between the central and edge nodes is performed over an encrypted backhaul, ensuring
that both controlplane signalling fobG core components and remote data access are secure. This secure
channel allows supervisors and healthcare personnel to remotely access edge nodes, enabling them to add
exercises for elderly patients, verify data after exexdessions, and monitor health metrics even when they are

not physically present at the pilot sites.

The architecture also supports dynamic policy enforcemespecially for local services, and the use of the
unreliable besteffort backhaul connection. gote access allows the system poioritise users based on
SESNDAES &40KSRdzZ $az Sy adzNX yaBsmitied lanid procésietl @ Seal diraeS N#s QK ¢
capability is critical for providing immediate feedback to supervisors, improving pat&e, and enabling
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reliable operation of latencgensitive applications. By combining edge processing, alatide deployment, and
secure connectivity, the system achieves a flexible, scalable, and robust platform for distriheatireservices
while minimisingdependency on central infrastructure and reducing latency for critical data flows.

3.17 Monty Multi-flow Multi -access Scheduling

The multiflow, multi-access scheduling frameworkamed Monty, enables pepacket scheduling of data flows
across muiple paths, even if the flow itself does not inherenypport multiconnectivity The Monty
Framework® is responsible for identifying flows, determining a scheduling policy for each flow, and finally,
schedulingflows onto the available paths. onty, flows are aware of each other, meaning that different
scheduling decisions can be made for a flow depending on the existence and needs of other flows in the system.

TheMonty framework is implemented using multipath tunnelling on top of Multipath Quick ¥Y@er Data
Protocol) Internet Connections (MBUIC). It allows multiple data flows to be scheduled separately across the
tunnel, within a single MIQUIC connection. Each flow can be assigned a scheduling pdiicyat Access Traffic
SteeringSwitchingSplitting rule) that determines how it may be scheduled acdifsrent network paths.

\

-

A 4
Virtual
Network 1 Identify flow
Interface
Y, \

[ N
Outaoin Prepare
going <----- Select flow 5 Select path 4 QuIC
packets
datagram
~

Figure42: Operation of theMonty framework during packet transmission

Select flow
policy

Incoming
packets

Traffic flowsinto the Monty framework by being routed to dedicated Linux TUNevicé!. Packets read from

this interface are classified and scheduled\bgnty according toflow-specific policiesthen forwarded to the
underlying QUIE stack for transmission. The framework uses QUIC datagrams, which provide habl@@nd
unordered transport service, thereby avoiding the enforcement of reliability ardrder delivery at the
tunnelling layer. This design choice reflects the fact that reliability is not always desirable, particularly-for real
time or delaysensitve traffic, where timely delivery is preferred over guaranteed delivery. Flows that require
ordered and reliable transport are assumed to already employ suitableteedd transportprotocols and

79 Also seeamong othershttp://www.diva-portal.org/smash/record.jsf?pid=diva2%3A1905816&dswid€0

80 Multipath QUIC (MPQUIC) is an extension of the-b&d®d QUIC protocol that enablesiagle, secure connection to utilize multiple
network paths (e.g., WiFi and 5G) simultaneously, improving throughput, reliability, and handover. It enables efficiendthandw
aggregation and reduces latency by managing independent congestion contr@iguatp, unlike singkpath QUIC.

81 A Linux TUN (Network TUNnel) interface is a virtual poimoint network device that operates at Layer 3 (IP layer) of the OSI model.
It acts as a bridge, passing IP packets between aggsare application (like a WRclient) and the operating system's networking
stack. Common uses include VPNSs, virGagitbn, and tunnel creation

82 QUIQAs a generapurposetransport layer network protocdhitially designed byim Roskinat Googlelt was first implemented and
deployed in 2012 and was publicly announced in 2013 as experimentation broad@d&d.is supported by major web browsers,
includingChrome, Edge, Firefox and SafariChrome, QUIC is used by more than half of all connectmiGoogle's serverQUIC
improves performance of connectiesriented web applicationghat previously relied offransmission Control Protoc@CP)Also
see,among othershttps://en.wikipedia.org/wikiQUIC
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therefore do not rely on the tunnel to provide these guai@es Figure42 gives an overview of the entire sending
process.

The operation of théMonty FFramework during packet transmission can be summariseolasvs:

1. Flow identification and queuing?hen a packet enters the system, its IPv4 header is inspected to determine
the flow to which it belongs. Flow identification is performed using dugile comprising the source and
destination IP addresses, saer and destination port numbers, transport protocol number, and the
Differentiated Services Code Point (DSCP) value. Each identified flow is assigned a dedicated queue, enabling
independent scheduling and isolation between flows.

2. Scheduling policy selectio After flow identificationMonty determines the scheduling policy applicable to
the flow. The scheduling policy specifies on which network path(s) packets from the flow may be transmitted.
The DSCP value is used as an indicator of the desired schauhllityg however, the final policy selection
also depends on the current system state, such as the presence and characteristics of other active flows. This
allows scheduling decisions to adapt dynamically to changing conditions.

3. Datagram readiness signailyj: Once a scheduling policy has been selectddnty signals the QUIC
implementation that a datagram is ready for transmission. Actual transmission is deferred until there is
available space in the congestion window of at least one of the available paths.

4. Path scheduling within QUICWhen congestion window space becomes available, path scheduling is
performed to determine which path should be considered first for transmission. This process is handled
internally by the QUIC implementation. No modificationave been made to the default QUIC path
scheduling logido ensure that QUIC control frames at@nsmitted promptly and are not delayed by
applicationlevel data scheduling. Once a path has been selected and sufficient space remains in the QUIC
packet, asending opportunity is advertised to tidonty framework.

5. Flow scheduling and packet constructiobpon receiving a sending opportunity, tMonty flow scheduler
selects which flow, if any, should transmit data on the chosen path. A roalmid schedulingstrategy is
employed to ensure fairness among active flows. Based on the selected scheduling policies, the flow
scheduler may also decide not to transmit data on a given path. Multiple small datagrams, potentially
belonging to different flows, may be aggeted into a single QUIC packet to improve efficiency.

The receiving process Monty is comparatively simple. Upon receipt of a datagram carrying flow data, the
Monty framework extracts the payload and forwards it to the corresponding tun interface. The operating system
kernel then routes the packet towards its final destination using standard IP forwarding mechanisms.

TheMonty framework is implemented on top of theigpquid QUIC library. Picoquic was selected because it
supports both the Multipath QUIC and QUIC Datagram extensions, which are essential for Monty's operation
For congestion control, the framework uses BBRottleneck Bandwidth and Roustdp propagaton time),

f SOS NI I Ay 3rip.timeveStinatidid® day &iditional state variables as inputs to its scheduling and path
selection decisions.

3.18 Secure Data Storage, Visualisation, and Sharing

This advanced feature provides an integrated solution for sedata storage, visualisation, and controlled data
sharing within the 66&@°ATH platform. It enables trusted data exchange between devices, platform services, and
authorised consumers by combining scalable data management with -buitecurity and access ol
mechanismsThe feature supports redime and historical data access while ensuring confidentiality, integrity,

83 See:https://github.com/private-octopus/picoquic

84 BBR (Bottleneck Bandwidth and Rottrig propagation time) is a Googlieveloped TCP congestion control algorithm that optimizes
network throughput and minimizes latency by modeling the network path rather than relying on packet loss. It calculates the m
bandwidth and min RTT to maintain optimal data in flight, avoiding bufferbloat.
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and privacy of the exchanged information. It is designed as a reusable and extensible platform capability,
enabling multiple vertical useases and seamless integration with otherB&TH services.

The Secure Data Storage, Visualisation, and Sharing feature (represehltgdre43) isbuilt on a scalable data
management and security architecture based on the FIWARE pl&tfdtnmelies on Next Generation Service
Interface Linked Dat& (NGSLD) compliant components, including the Orion Context Bféker support
scalablereaktime data exchange across heterogeneous devices and services.

Token Consumer

Privacy Token
Synchronization app
Receiver

I (decrypttoken)
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Figure43: Secure Data Storage, Visualisation, and Shéatgres'architecture

loT devices and data producers interact with the platform through loT Agexgesing ETSI NAS) AP using
REST and JS@N interfaces. This approach enables high connectivity and interoperability while allowing devices
to publish contextual information or request historical data in a uniform manner.

Security and privacy arensured through a set of dedicated platform components. Identity management and
authentication are handled by the KeyRock se®joghich providesanonymiseddentities and secure entity
registration. Authorisation is enforced through a polibased accesgontrol mechanism that combines
eXtensible Access Control Markup Langda¢¢ACML) policies with a decentralisegbabilitybased access
control model (DCapBAC). This allows-fingined control over data access and operations.

Before accessing the platfor, clients authenticate to obtain an identity tokethenrequest a capability token.
Access permissions are evaluated against the defined security policies, andauthtyrised devices or

85  Seehttps://www.fiware.org/

86 Next Generation Service Interfaténked Data (NGED) is an open standard for context information management developed to
facilitate the exchange of information between applications in the context of the Internet of ThiAgsHdo further information also
see:https://ngsi-ld.org/

87 Also seehttps://fiware-orion.readthedocs.io/en/master/

88 ETSI GS CIM 047 V1.1.1, Coritggrmation Management (CIM); NGSD API, ETSI, 2022.

89 For more details sedrttps://keyrockfiware.github.io/

% eXtensible Access Control Markup Language (XACML) is an OASIS Open stantiaskXMiguage for finegrained, attribute
based access control (ABAC). It defines a declarative policy language, a request/response schema, and a referencesdrchitectur
separate authorization decisions from application logic, enabling consistent, dynamidyseolicy enforcement.
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applications are granted the capability to publish or consume dataing data publication or historical data
retrieval, both tokens are validated by a Policy Enforcement PQPEPJo ensurethat all interactions comply

with the established access control rules.

All communications between platform components are pdesl using TLS/SSL, guaranteeing-&nednd
confidentiality and integrity. In addition, sensitive data can be encrypted before storage using attrémed
encryption mechanisms (e.g. @BE?). Encrypted data is stored in the NSl Context Broker and mae
securely forwarded t@uthorisedsubscribersAuthorised data consumers can decrypt the received information
using the appropriate cryptographic keys and use it for further processing or visualiSet®modular design

of this feature allows secumata storage, controlled sharing, and rdiahe visualisation while remaining flexible
enough to support future extensions, additional security mechanisms, or integration with advanced analytics

services.

3.19 Advanced Network Performance Monitoring
The Advaned Network Performance Monitoring capabilities implemented in the IT/ALB testivedide

comprehensive visibility across multiple domains, including the 5G RAN, 5G Core, MEC infrastructure, and

mobility platforms. The solution integrates heterogeneous meament tools andlata-collection mechanisms
into a unified monitoring framework, enablingakttime observation and historical analysis of network and
P3 M@asuheiBdntf tdola Sn& data KaNd@indz3 K

service performancet KSa S OF LI oAf AGASA

systems deployed across the MEC, 5G network, and mobility domains. These components feed a common data
platform that supports reatime data ingestion, persistence, and analytiEgjure44 represents these features

within the ATCLL architecture.

ATCLL Data Platform 5GC
8 © opensas
PCF
MongoDB Cluster I
MongoDB AMF

Database

(&

Prometheus
Server
KafkaSink
Connectors

Kafka Cluslerg

Kafka NG-RAN
Broker Metrics
Server

Figured4: IT/ALB architecture with emphasis on the network monitoring components
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A Policy Enforcement Point (PEP) is a security component in an authorization framework that intercepts user requests, request
decisions from a Policy Decision Point (PDP), and enforces that decision by allowing oratmasagPEPs are distributed throughout

it
[
Edge Computing

Edge
Computing
2] Node

-

1
NG-RAN
NG-RAN

UPF

Prometheus
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applications (APIs, microservices, proxies) to monitor access irmreal
CiphertextPolicy AttributeBased EncryptianAlso seehttps://www.cs.utexas.edu/~bwaters/publications/papers/abe.pdf

The Aveiro Tech City Living Lab (ATCLL) is composed of an advanced communications infrastructure and an urban platiorm for da
management and innovative analytics that, together, provide an open and-f&ae technology laboratory in the city at the wee

of researchers, digital industries, starps, scaleups, R&D centres, entrepreneurs and other stakeholders interested in developing,
testing or demonstrating concepts, products or services. Alsohsges://www.aveirotechcity.pt/en/activities/aveiretech-city-living:
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ATCLL datplatform is bult around a Kafkdased* data streaming architecture. It comprises a cluster of Kafka
brokers that receive redime data published by distributed producer applications deployed across the
monitored domains. Monitoring data can be consumed in real timkdifia subscribers, while Kafk@nnectors
persist selected data streams to databases deployethersame platformThis architecture enables both real
time access to monitoring informationa Kafka topic subscriptions and historical analysis and batdegsing
viaqueries to the persistent storage backends.

5G RAN monitoringn the IT/ALB testbed employs a commercial solution from Cabl&Fnddch exposes
performance metrics for the RAN infrastructure, user equipment (UE), and applicaticm$\aedSoket-based

API. A dedicated metrics server has been devel@sea WebSocket client that periodically retrieves monitoring
data from the gNB, processes it, and forwards iKtfka brokers in the ATCLL data platform. This enables both
reaktime and historial access to RAN performance indicators.

5G Core monitoringof the 5G Core is achieved usitige built-in metric exposition capabilities of selected
Open5G% network functions, which expose operational metrics via HTTP interfaces. These metrics are scraped
by a Prometheu¥ server and stored in a timseries database, enabling subsequent analysis, processing, and
visualisation using external tools such as Grata

MEC infrastructure monitorings deployed as a distributed edge cluster based oi%k&8ghtweight Kubernetes
distribution optimised for edge environments. The cluster is integrated with Prometheus throughidskd
deploymentdq?2] that monitor noce status, containerised workloads, network interfaces, and resource utilisation.
Collected metrics are stored in a tirseries database and made accessible through standard APIs for further
processing and analytics.

Security and protocol monitoring (ELKa&t%) for protocotevel monitoring and security analysis, the IT/ALB
testbed integrates an ELK stack deployed in a sidecar configuration alongside virtual machines and Kubernetes
containers. This setup supports intrusion detection and alarm generatiayugir a modular chain of cloud

native functions (CNFs$uricatd®, operating in promiscuous mode, captures IP traffic and generates log files
Filebeat®? collects and forwards logs to Logst¥8hLogstash performs log parsing and alarm detection, and
forwards processed data to Elasticsearch and-filgt outputs Elasticsearcli* stores detected alarms and

94 Seehttp://kafka.apache.org/

9 For further information seehttps://www.cablefree.net/

% Seehttps://open5gs.org/

97 Seehttps://prometheus.io/

9% Seehttps://grafana.com/

99 K3s is a highlgvailable, certified Kubernetes distribution designed for production workloads in unattended, resansgained,
remote locations or inside 10T appliarscélso se: https://k3s.io/

100 The ELK Stack (Elasticsearch, laspsKibana) is an ope&ource, integrated suite for centralized logging, +iae analytics, and data
visualization. It collects, parses, and transforms data (Logstash/Beats), stores and searches it (Elasticsearch), ani idisplay
interactive dashboals (Kibana). It is widely used for infrastructure monitoring, troubleshooting, and security analiso see:
https://www.elastic.co/elastiestack

101 Syricata is a high performance, open source metwanalysis and threat detection software used by most private andigubl
organisitions.Also seehttps://suricata.io/

102 Filebeat is a lightweight, opesource log shipper and centralizer, part of the Elastic Elastic Stack (ELK Stack). Installed as an agent on
servers, it monitors log files, tails them in rémhe, and forwards data to Elastic Elasticsearch or Elasticdsigkir indexingr further
information. For more details also segtps://www.elastic.co/pt/beats/filebeat

103 | ogstash is an opesource, serveside data processing pipeline that ingests datarfnmultiple sources simultaneously, transforms
it on the fly, and sends it to a "stash" like Elasticsearch. It is a key component of the Elastic Stack (ELK), spegiaft&ing i
unstructured data, enriching logs, and facilitating reale data analytis. For further information also see:
https://www.elastic.co/logstash

104 Elasticsearchs a distributed, opefsource search and analytics emgibuilt onApache Lucendt is designed for speed, scalability,
and the ability to index, store, and analyze massive volumes of data in nedinmealt is frequently used as the central component
of the Elastic Stack (ELK Stack)ong with Logstasand Kibana for log analysis, fullext search, and operational intelligendeor
more details seehttps://www.elastic.co/elasticsearch
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provides persistenceKiband®™ enables visualisation and -ttepth analysis of security events and alarms.
Detected threats can be propagated to monitoring camgnts to trigger corrective actions at the platform level.

Slice Manager monitoringlso contributes to the monitoring framework by collecting information about active
services and their associated network slices. This information is relayed to OSM, agbiclinates the
configuration and release of underlying network resources to support slice lifecycle management.

3.20HPE Aruba Network Observability and Metric Collection

The HPE Aruba Networking Private 5G &bgathers and exposes metrics covering core network functions and
platform components. Collecting reiime metrics from a live core network provides the visibility and telemetry
needed to detect performance bottlenecks, predict failures, and dynamiogtiynise resource allocation for
latency-sensitive services. This continuous stream of data can be used by orchestrators and external applications
to enable advanced use cases like network slicing assurance, automated fault remediationdaadnitraffic
steering to meet strict SLAs and deliver tailored, kjghlity experiences.

The HPE Aruba Networking Private 5G Core, representéigime45, colects a wide range of metrics from its
internal network functions and platform components, providing comprehensive visibility into both operational
performance and system health. These metrics are gathered by an embedded Prometheus instance and exposed
via Prometheus APIs in the standard format, enabling seamless integration with monitoring tools that support
Prometheus. The system can be configured to automatically export all collected metrics to a predefined list of
external Prometheus services, ensurgggtralisedmonitoring and analysis across multiple environments.

External monitoring  REEAECH
component

Update Prometheus configuration API

— \
p: -~ [ UDR M UDM M PCF ]7}5—-

e ) o) o) [

N4 Control Plane
— ~ User Plane
N | UPF ‘ ne

Figure45: HPE Aruba network metric collection architecture

3.21 ORO Network Monitoring Platform

Within the ORO 5G Labs ecosysteeryvices have been monitored sindeployment, with associated metrics

and KPlIs collected and used for preventive activities, network control, quality measurements, fault detection,
and E2E validation. The ORO 5G Labs monitoring framework is highlighigdra®6. The parameters available

in the Monitoring platform comprise of Radio Access Network Stack parameters (5GSA traffic volumes, 5GSA Call

105 Kibanais an opersource data visualization and exploration taesigned specifically as the user interface for Elasticsearch. It acts as
the "window" into the Elastic Stack (formerly ELK Stack), enabling users to searcte,aaradyvisuate data stored in Elasticsearch
indices, including logs, timgeries data, ad application monitoring metricAlso seehttps://www.elastic.co/pt/kibana

106 HPE Aruba Networking Private 5G Core provides a single sofbaaesl Core providing both 4G Evolved Packet Core (EPC) and 5G
Core solution for mobile private networkalso seehttps://www.hpe.com/emea_europe/en/arubanetworkingprivate-5g.html
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Rates, Average CQI, Average numbeus#rs, Physical resources block load, average user throughput), Core
parameters (5GSA Core REST Seqwatarms, root cause analysis, tree causes,-tiea network performance
monitoring), Transport network (ports, interfaces, LSPs, TCEs, IP netwogks asd of the monitoring stack
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Figure46: ORO Testbed Monitorinde®k

3.22 Network Orchestration across ClodddgeCore Continuum (ZSM)
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ORO testbed enablesndto-end, standardsased orchestration of services acrossrtual infrastructure
(VMs/CNFs), with integrated slice control and monitoring. The Core orchestration solution is basedpeET S|
SourceMANO (OSMpanopensourceManagement and Orchestration (MANO) stack aligned with ETSI NFV. ETSI
OSMis matively algned with CloueEdgeCore orchestratiomnd wasdesigned and implemented in the testbed

to orchestrate distributed, heterogeneous infrastructure as welt applies to Cloud, Edge, and Core for
NFVI/VIMs (OpenStack, VMwate€8s[12]), as well as to distridied VIMsK8sclusters with latencyaware

placement.
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Figure47. ORO E2E OSM Orchestration solution
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As illustrated inFigure47, the ORO testbed delivers single OSM instances that orchestrate multiple domains,
aligningwith CloudEdgeCore Continuum orchestration by acting as a unified, standaaded, networkaware
orchestrator that manages distributed compute and connectivity across heterogeneous domains using a single
service lifecycle model. The unified orchestration layer deploys and lifemaiages network services across
heterogeneous infrastructure by coordgiting Kubernetes clusters for CNFs and OpenStack environments for
VNFs from a single control plane.

ZSMis an architectural framework designeddaatomate endto-end network and service lifecycle management

by integratingadvanced automation, Al/ML algthrims, andstandardisednterfaces. Its primary goal is émable
autonomous operation, reducing manual intervention and operational costs while maintaining SLA compliance
The ZSM architecture comprises multiple functional components, including Servicagéfaant, Network
Management, Automation & Al, Policy Framework, and Data Analytics. Service Managementthardéxs/cle

of services, includingrovisioning, activation, assurance, and decommissioning. ETS{"dsfihes a service

based management frameork that enables endo-end, closedoop, datadriven automation of networks and
services using Adssisted intelligence, aligned to the ORO solution implementation. It covers several domains as
Servicebased management, Entb-end closed loops, Datdriven intelligence and zeretouch automation, as

seenin Figure48.

The orchestration solution is built around servli@sed components that coordinateervice and resource
lifecycle management across cloud, edge, and network domains through automateth-end closed loops.

The orchestration solution is built around serviz@sed components that manage service and resource lifecycles
across cloud, edg and network domains through automated, etadend closed loops. Al/Mdriven analytics
process monitoring data to enable intelligent decisions, while cldsepg governance enforces policies and
coordinates actions across domaihstegrated testbed syems exposestandardisedAPls for monitoring, slice
management, and NFV/Kubernetes control, aligning the solution with ETSI ZSM Service and Resource
Management Domains and enabling realistic validation of-tewch, datadriven automation.

Service-oriented catalogue
& lifecycle management

Provisioningand Service Orchestrator

coordination of

closed loops ﬁ Provision, configure and

. manage service application
Zfﬁlln"'lg & Cof Closed-loop Governance Resource Orchestrator | _ clgosed loop pp
ATE:,‘:,?:;'; ; components on the
ML models 1 computing resources
—_———————
Al/ML Framework

q—L Closed-loop kubernetes

43 IS mIﬁJw e [ —
kubernetas \—‘—‘”—I r

[ Testbed-specific APIs | ]

Monitoring System Testbed 5G Slice Management Testbed NFV System

EE AR e R

Figure48: ORO ZSM Orchestration capabilities

¢tKS %{a FINOKAGSOGdzNE Ay hwhQa GSa{as8Rgukss. Atthe tplz® G dzNS |
Service Orchestrator provides servimgented catalogues and lifecycle management, while a Resource
Orchestrator provisions and configures applications, network functions, and elogpdcomponents on
heterogeneous infrastructres (Kubernetes, core NFVI, edge NFVI). Closgd Governance coordinates

107 See,among others https://sdn.ieee.org/newsletter/novembef018/etsizsmarchitecturalframeworkfor-endto-end-serviceand
network-automation.html

6 cPBTH Page |76


https://sdn.ieee.org/newsletter/november-2018/etsi-zsm-architectural-framework-for-end-to-end-service-and-network-automation.html
https://sdn.ieee.org/newsletter/november-2018/etsi-zsm-architectural-framework-for-end-to-end-service-and-network-automation.html

D3.2 6GPATH experimentation environmeqt-inal

multiple automation loopsto ensurepolicy compliance and confliftee operation across domain#és an
intelligence layeran Al/ML Framework trains and deploys models that fdedex loops (monitoring, analysis,
decision, execution), enabling dadiaivenoptimisationof performance, resiliency, energy efficiency, and QoE.

Through testbeespecific APIs, the orchestration stack integrates real monitoring systems, 5G slice manigeme
and NFV platformggealisingthe ETSI ZSM vision of etwdend, datadriven, autonomous network and service
management.

The CloudEdge&Core continuum scenario is instantiated etudend from the Service Catalogue / Vertical
Service LCM, expressing intSLA targets (latency, throughput, resiliency, energy).

Multi-site 5G Vertical Service Testing & Service
Slice Inventory Service LCM Experiment Manager Catalogue
Monitoring 5G Slice Management Orchestration
il plugin plugin

[ Testbed-specific interfaces | |
t

Service & Network
Platform Monitoring

Level

Unified SBI

OROTB ORO-TB 5G Slice NFV MANO System
Monitoring System Management System

“Edge”
on ’ VN
config

JIM
itori Wim
monitor ing C

Figure49: ORO Testbed ZSM Implementation Higlel Overview

The Service Orchestrator translates this intent into a coordinated set of service and network actions across
domains, while the Resource Orchestrator places and instantiates the required CNFs/VNFs whifite trest:
latency-critical functions at the edge, contrplane and data/analytics functions at the core, and connectivity
stitched endto-end via the trasport network.The continuum orchestration, by making the CldodigeCore
domains real and independently controllable through serbesed interfaces, the NFV MANO system
(NFVO/VNFM with VIMs for VMs/containers and WIM for WAN) provides the executiom folaworkloads
across core and edge NFVI. The managed domains are connected throughtmehte‘\Pls enabling the ZSM
LINAYOALX S 2F aYlFylF3aSYSyd Fa | &SNDAOBSEO K O NRREgEs &KL (63
49) isrealisedby endto-end closed loops spanning the continuumith monitoring feeds and analytics (Al/ML),
decisions governed by closémbp policy, and actionexecuted via the orchestration, sliceanagement, and
monitoring plugins back into the edge/core/WAN domains.

In summary, ORO AI/ML and ZSM Orchestragtiowide:

Aldriven networks and Adsa-Service (AlaaS) are enabled through ETSt@®¥ed orchestation.
Al/ML-powered closed loops automate service and resource management across domains.
Performance, resiliency, and energy efficiency are continuamiynisedusing datadriven intelligence.

1
)l
1
1 Aloptimisedsensing and actuation dynamically adapt netlwbehaviourto maximiseend-to-end QoE
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3.230mniFabric Cloushative Data and Al platform

OmniFabrit®is a clouenative Data and Al platform designed to provide unified management of structured and
unstructured data while supporting advanced analytics and Akleads. The platform enables transactional,
analytical, and Adliriven processing to be executed on a shared data foundation, reducing architectural
complexity and enabling efficient data reuse across applications. Its design targets scalabédficterst
deployments and supports enterpriggade governance and security in cloud and Kubernbtssd
environments. OmniFabric supports a broad range of 4latiensive applications, including operational and
analytical systems, resiime and loT analytics, dlargescale data processing pipelines. In addition, the platform
enables nexgeneration Al use casesuch as multimodeRAG Al agents, and LLM fisiening. By consolidating
multiple data management and analytics functions into a single platform, Giond=simplifies system
architectures and accelerates the transition from raw data to actionable insights aghidvAh servicesFigure
50representsh Yy A C | 0 Navé systemkarchitdcture.

Q 1 =
Transactional Processing Systems Real-time Bl Analytics, Dashboard Generative Al Applications
QA, ERF, CRM, BI Monitoring, Temporal Analysis, Prediction Chatbot, Agents, Search
Multimodal dataintegration Serve different data applications Support Hybrid workload
)
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> I Y
. . &
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Figure50: OmniFabric Higlevel system architecture

OmniFabric DB, representedfigure51, is a MySGP>-compatible, hypeiconverged database engine designed

to support Hybrid Transactional and Analytical Proce$¥ifiTAP) workloads. It integrates transactional,
analytical, timeseries, vector, and fullext search capabilities within a single system. The database is built on a
decoupled architecture separating compute, transaction management, and storage, enabling high elasticity,
shared storage utilisation, and efficient ppgr-use operation. The database engine ismAlive, providing buik

in vector search and seamless integration with Al and -bad&d applications, while maintaining full
compatibility with existing MySQL ecosystems and td&Usiding on the database layer, temniFabric Platform
extends support to unstructured data and-@dntric workflows. It provides ingestion and ETL capabilities
(Extract, Transform, Load) for diverse data types, including documents, images, audio, video, and SaaS data
sources. These capdibies enable multimodal analytics, search, and GenAl applicatidnsit ona unified data
foundation.

108 See:https://docs.cloudsigma.com/en/latest/omni_fabric.html

109 See:https://www.mysgl.com/

110 Hybrid Transactional and Analytical Processing (HTAP) is a database architecture that enables OLTP (online transaction processing)
and OLAP (online analytical processing) to run on a single system simultaneously. By eliminating the need for ETkaiistract, T
Load) processes to move data between separate databases, HTAP provid@reesialytics on live, transactional datalso see,
among othershttps://en.wikipedia.org/wiki/Hybrid transactional/analytical processing

111 GenAl(Generative Alppplications automate content creation, enhance data analysis, and power intelligent, Hikaavirtual
assistants across industries. Key uses include generating text, oualged, and video, accelerating drug discovery in healthcare,
summarizing documents, and offering personalized customer experien€es. further reading also seejnter-alia:
https://en.wikipedia.org/wiki/Generative_artificial intelligence
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Figure51: OmniFabric DB Architecture
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The OmniFabrigplatform (seeFigure52) integrates Al services for LLM and Visi@mguage Modé¥ (VLM)
orchestration, embedding generation, agent construction, and modettfineng. Enterprisegrade governance
features, such as rolbased access control and data privacy mechanisms, are integrated across the platform to
ensure secure and controlled use of data and Al services.
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Figure52: OmniFabric Platform

112 Vision Language Models (VLMs) are multimodal Al systems that combine large language models (LLMs) with vision encoders to
understand, interpret, and generate text based on both image/vided text inputs. Unlike traditional computer visioVLMs offer
superior generaligtion, enabling tasks like visual question answering, captioning, and object detdetiofurther reading sedpr
example https://www.nvidia.com/eneu/glossary/visiodanguagemodels/
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4 6GPATH testbeds

This section describes the infrastructure availaaeoss the different testbeds, providing details on capabilities,
deployed advanced features, support for trials and pilots, @@#1 projects.

Each subsection focuses on one of the seven testbeds. Tdpr@ clear overview of their status, each
subsection includes a figure summarising the main components of each infrastructure, the advanced
experimentation features provided by the platform and the-B&TH framework components deployed.

4.1 OROCtestbed

The gatus of thetestbedinfrastructureas of February 2026 (M25) is summarised reext described in the
following subsections

Analytics ELCM Portal
Module

Experiment Lifecycle Manager (ELCM)

o . O - O O O . O

Service Manager/ Standard / Custom Infrastructure Management Advanced Experimentation Features
Orchestrator APIs
S Policy Enforcer ORO ZSM
Common Monitoring
-
CORE - Nokia 5GC APIs Intent-based Svc. Svec. Lifecycle
Custom Monitoring Management Management
Full Stack OSM v10 EDGE - K8s APIs, TMF APIs VNF Onboarding, :
Monitoring Testing cvcp || ORO Slice Manager
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Huawei SRAN18
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B5G features

Policy enforcer ORO internal UE policy enforcer for communication services resources, automatic
profile enforcing in the testbed network (QoS, throughput, slice).

ORO Slice Manage ORO internal slice orchestration (eMBBd URLLC) solutioaddresses thedesign,
deployment, configuration, and termination oénd-to-end network slice service
(RAN/Core)lt also supports subscribers/UEs provisioning/deprovisioning in a spe
network slice. The slice manager appliestfteg ORO testbed network environmehy
using available network APIs. The slices for customers in the schools where
piloting Digitaliad&® a comprehensivedigitalisation program for education,are
managed through the ORO Slice Manager.

ZSM ZSM is anrghitectural framework designed @mutomate endto-end network and servic
lifecycle management by integratingdvanced automation, AI/ML algorithms, a
standardisednterfaces. Its primary goal is #nable autonomous operation, reducil
manualintervention and operational costs while maintaining SLA compliance

OCH#1 extensions

INTENTIONAY: INTENTIONAL, Intelligent aidriveN inTENT interpretattON for 6G operAtors
verticalLs provides an infrastructure software extension to the 6G PATHeSIREd to
support intentbased interfaces for experimenters implementing a mialyier intent
management framework for fulfilment and assurance of service and network
provisioning requests.

113 Digitaliada is a digital education programme that aims to encourage the use of technology in the classroom to improve school
performance For more details seéittps://digital-skillsjobs.europa.eu/en/opportunities/training/digitaschoolsromaniadigitaliada
114 See:https://6gpath.eu/opencalll-winners/intentional/
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4.1.1 Description

As part of Orange 5G Labs, the Orange Rom(@tD) Testbed serves as a vital hub for discovering and utilising

5G capabilitiesThis ecosystem is designed to unify a diverse group of stakeholders, including industry partners,
innovators, and businesses, to test, develop, and showcase new use cagzesened by the networks of the

future.¢ KS hwh ¢Sad00SRQA @Romadiak YR ARGnAnKYBAth Idelikns i psted

within our academicpl NI y SND& @Sy dzSad® ¢KS hwh ¢ Sthal wfy Rupporis | O
academic andasearch partners in advancing the experimentation, testamgl validation of their applications.

Beyond industrial applications, the 5G Labs ecosystem egienidnpact to sectors such as education, media,
NBGOGFATYX KSIfGKOFNBI absii Buckansdt dull lasDarditte Sréid lochatiorts that hgstDhe [
infrastructure supportindn w h Q &nalpled research and business activities. The Bucharest 5G Lab is ltcated

the CAMPUS Research Centre of UNSTPB and currently implements a full 5G SA infrastructure, comprising 5G
RAN, Core, Edge Computing, and advanced Software Defined Networking (SDN) elements in the associated data
centre. The lasi 5G Lab is locasgdU IAE Q& CI Odzf & 2F 9f SOGNRYyAOa | yR ¢S
5G SA RAN components.

Table4: ORO testbed capabilities

RAN NSA/SA 5GCNNsasa | laas AN Security |MEC Slicing
Transport Monitoring

Bucharest
Ericsson 2.15 vEF OpenStack . SNSSAI
Huawei SRANIBSA/SA  Nokia CMU23.10 S'°¢C  Ussuri OSMv10 — Fortinet  Collocated 4
N NXOS . Prometheus  1000D laaS w 5G
Nokia AirScale OAIl / srsR/ 5GC OAl / VMware ESXi APN
IPFABRIC Grafana DDOS Core
Open5GS K8s based
lasi
. . SNSSAI
Ericsson DOTSSA/SA OAI Nokia CMUZ23.10) CISCO OpenStack  Prometheus Fortinet | Collocated based
srsRAN UPF OAI/ NXOS Ussurik8s Grafana 1000D laaS w 5G APN
Open5GS IPFABRIC DDOS UPF
based
Galati Outdoor Extension
SNSSAI
Ericsson5SGRANNSA/SA CISco based
- - - - APN
based
Constanta Outdoor Extension
SNSSAI
Huawei SRAN18 NSA/SA clsco _ _ _ 2?:,5,\'70'
based

The existing capabilities in the Orange 5G Labs testbed, offesights into the availability of 5G technology for
RAN, Core, transport network®dge computing, virtualisation, orchestration, monitoring, securiyd
associated platforms specific to each of the two 5G Labs and their outdoor radio extensions. All these features
and capabilities aresummarisedn Table4 and will be further developed in the following sections.

Core capabilities
hwhQa pD [+o (853a06SR Aa ol ASR 2y OANILdz f A SASakianigS (i 62 N
The 5G Labs are connected to the commercial LTE Core Network for the NSA variant.

The NSA Core architecture is basedkoitsson's VEPC solution, deployedamnOpenStack infrastructure
Orange laaS. The existing core architecture can support broadband connewiitityconfigurable DL/UL
throughput values up to ~1 Gbps for DL and ~100 Mbp&JL. For this existing core architectub& services
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are manuallyconfigured using dedicated QoS, traffic prioritisation, private APNs, and nefwovisioned
throughput capabilities, with eMBB as the leading service

The SA Core architecture uses Nokia's 5G SAY€N@bre Network solution, which runs on a virtualised
infrastructure in the Bucharest 5G Lab data centre. Three main components are integrated: the Cloud Mobile
Gateway'® (CMG), the Cloud Mobility Manad&r(CMM), and the Authentication and Policy Control (APC).

EDGE capabilities

The 5G Labs edge computiegosystem supports multiple types of applications, ranging from bare metal
solutiong!® to virtualised or containerised variants, as showcasedrigure53. The resulting modularised
services, flexible and adaptable, can leverage(th® a s @ddfi@able networking capabilities, enabling fast
deployment cyclesand dynamic services launched in the network. In this approachapipdication functions
may ke instantiated, terminated, configured, scaled in/out, and updated more rapidly than in traditional bare
metal implementations, to support edemand instantiation of communication services, including configuration
of specific network slices to meet the djmation@requirements.

Figure53: ORO Testbed: 5G Labs supported virtualisation layers

RAN capabilities

The RAN consists of gNBs supporting 5G NSA and SA Option B. For 5G SA Option B, the gNBtbeniilits to

over the NGC interface for Control Plane signalling and to tHeF over the N@ interface for user plane data

transfer. The gNBs are connected via the Xn interface. The gNB provides the NR (New Radio) air interface access
to the UEs. The RAN includes the Servica Bdaptation Protocol layer and the F1 interface with the Centralised
Untc5 AAGNROdzOSR | yAG &L AGD® ¢KAA AYyy20FG§ABS | NOKAGSC
ad SNIDAOS¢ | yR dzaSa @A NI dz f A & atendy2agd inip®@ KegolirbedzBciency. By A & 2
orchestrating lightweight virtual resourcesdenabling efficient Virtualised Network Function (VNF) placement

115 CMU is ideal for enterprises seeking to deploy locally managed, modular and customizable industrial grade private viweldss ne
It provides all the necessaryrfations of the mobile packet core (MPC) using figldven software based on our Cloud Packet Core
solution for Communications Service Providéiso seehttps:// www.dac.nokia.com/connectivitgolutions/compactmobility-unit-
cmu/

116 The Nokia Cloud Mobile Gateway performs gateway and related functions within the Packet Core Network. It is built tafzeldress
growth of enhanced mobile broadband and deliver ngRLLC connections, Internet of Things (loT), madkjye communications
(MTC), and 5G services

117 The Nokia Cloud Mobility Manager (CMM) performs the MME/SGSN functions within the packet core network and supports the
Cellular loTServing Gateway Node-8N) function within narrowband internet of things/machityge communications (IoT/MTC)
network.

118 A bare metal solution is a type of hardware platform that provides a sieglant environment with dedicated hardware resources.
This means that the hardwe resources are not shared with other tenants, but are instead used exclusively by a single tenant.
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