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1 6G-PATH Experimentation Framework

The 6G-PATH experimentation framework is built on the OPEN 5GENESIS suite and is an
implementation of the framework described in recommendation TR 103 761 from ETSI. This
document describes the framework implementation and the testing workflow used for validating next-
generation wireless communication systems and use cases deployed on top of them.

The framework provides a standardised approach to:

* Experiment definition and composition

* Resource orchestration and lifecycle management
* Automated experiment execution

» Performance monitoring and KPI collection

» Result visualisation and analysis

Integration Extensions

Within 6G-PATH, OPEN 5GENESIS has been extended to support Prometheus, Kafka and MQTT
metrics, alongside a YAML-based test-case editor and metadata/artefact storage.

1.1 Functional Description

The architecture employs a federated approach where standardised interfaces and common data
models unify diverse testbed infrastructures into a cohesive experimentation platform while
preserving local autonomy and accommodating technological heterogeneity. The architecture is
organised into three distinct horizontal layers.
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Figure 1 6G-PATH experimentation framework

Layer 1 — Access & Shared Services (Uppermost Layer)

The primary entry point for experimenters, hosting shared services that operate across all testbeds.
This layer implements a unified access model abstracting the complexity of the underlying distributed
infrastructure.
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Component \ Description

6G-PATH Portal Main gateway to the framework. Web-based interface for discovering
testbeds, understanding capabilities, and initiating experiments.
Implements single sign-on across the federation.

Northbound RESTful API access for programmatic interaction, enabling automated
Interface CI/CD pipelines alongside manual experiment configuration workflows.
AAA Centralised Authentication, Authorisation and Accounting. Manages role-

based access control and enforces permissions across the federation with
consistent security policies.

Image Repository Version-controlled storage of containerised applications and VM images,
ensuring experiment reproducibility across any testbed in the federation.

Testbed Repository  Comprehensive registry of all testbeds — technical specs, APl endpoints,
operational status and capability metadata for accurate testbed discovery.

Layer 2 — Per-Testbed Orchestration (Middle Layer)

Components instantiated per testbed, providing customised experimentation capabilities for each
facility. Each instance is optimised for its specific testbed while sharing common interfaces and data
models.

Component \ Description

ELCM Portal Web-based interface for experiment management. Experimenters define
test cases, configure parameters, launch executions, monitor progress in
real-time, and access results.

ELCM (Experiment Core orchestration engine based on ETSI TR 103 761. Executes YAML test
Lifecycle Manager) cases, coordinating complex sequences of operations across infrastructure
components throughout the complete experiment lifecycle.

Service Manager / Enables deployment and lifecycle management of VNFs, CNFs, network
Orchestrator slices and MEC applications. Abstracts differences between OSM,
Kubernetes and proprietary orchestration systems.

Analytics (Grafana + Grafana provides interactive dashboards; InfluxDB stores all time-series
InfluxDB) data with a common data model ensuring inter-testbed comparability of
measurements.

Common Monitoring iPerf (throughput), ping (latency), resource monitoring agents and protocol
Tools analysers. Commercial/custom tools are also supported via InfluxDB
integration.

Advanced Experimentation Features

Cutting-edge capabilities differentiating 6G-PATH testbeds from conventional 5G infrastructure. The
Testbed Repository indicates which facilities offer each capability.

Component ' Description

Security-as-a- CAPIF-compliant APl security frameworks providing authentication,
Service authorisation, and secure API exposure for experimental applications.
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Component \ Description

Al-as-a-Service Enables deployment of AI/ML models at the network edge or core,
supporting intelligent network optimisation, predictive analytics, and Al-
powered applications.

Closed Loop Implements closed-loop automation where the network monitors its own
Coordinator performance, detects issues or optimisation opportunities, and
automatically adjusts configurations without human intervention.

Policy Enforcer Enforces network policies and QoS guarantees, ensuring experimental
traffic receives configured treatment and validating that policy-based
network control operates correctly.

Slice Manager Manages the complete lifecycle of network slices: dynamic creation,
configuration, monitoring, modification, and deletion of logically isolated
network segments.

Layer 3 — Infrastructure Layer

Physical and virtualised components comprising the testbeds: Radio Access Network elements, 5G
Core Network functions, edge computing platforms and transport networks.

Component ' Description

Radio Access Base stations, antennas and radio units operating across multiple
Network frequency bands for diverse radio experimentation.
5G Core Network 3GPP-specified functions: AMF, SMF, UPF, PCF, UDM, AUSF — fully

configurable for 5G and B5G/6G experimentation.

Edge Computing MEC platforms hosting applications close to users for low-latency service
testing and edge-Al deployments.

Transport Networks  Interconnecting all infrastructure elements to support end-to-end
experiment topologies and realistic traffic flows.

Vertical Use Case Domains

Four vertical sectors driving 6G-PATH experimentation, each with dedicated partners across multiple
European testbeds.

Component ' Description

UC-FARM Precision farming, agricultural robotics, sensor networks and farm
automation. Partners: CSIC, TER, UMA, HPE.

UC-EDU Immersive learning, remote laboratories, collaborative virtual environments
and educational content delivery. Partners: OROF, ORO, UWS, RZ, KAU.

UC-HEALTH Telemedicine, remote patient monitoring and medical device integration.
Partners: CHAR, MCS, FOKUS.

UC-CITIES Smart city use cases including intelligent transportation and automated
logistics. Partners: IT, ALB, ACTA, OTE.

1.2 Experimentation Workflow
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The experimentation workflow begins at the 6G-PATH Portal, where experimenters authenticate via
AAA and select a testbed from the repository.

YAML Test Cases

The 6G-PATH framework uses YAML as the formal specification language for test cases — human-
readable yet fully machine-executable. Reference implementations and the task catalogue are
available in the ELCM GitLab repository: https://gitlab.com/morse-uma/elcm

Service Deployment & Image Repository

Once the testbed has been selected, the experimenter can decide to deploy a service before running
the experiment, or to deploy it later as part of the experiment. The images to be deployed must be
stored in the Image Repository, which provides an interface for uploading the images.

Test Case Definition with YAML

The experimenter then accesses that testbed’'s ELCM Portal to configure and launch experiments.
The execution of experiments is oriented towards the execution of test cases. The 6G-PATH
experimentation framework employs YAML (Yet Another Markup Language) as the formal
specification language for defining test cases.

Why YAML?

YAML provides a human-readable format — an experimenter can open a test case file and
immediately understand what it does, without needing to parse complex code. At the same time,
the structured nature of YAML ensures that the specification is unambiguous and machine-
readable, enabling full automation.

After the textual definition of the test cases, they are implemented following the YAML-based
scripting synthesis defined as part of the experimentation framework.

The documentation available in the GitLab repository includes examples of test case
implementations (ELCM Samples on GitLab), and the ELCM Portal also includes reference test
cases to provide a baseline for experimenters when writing their YAML test cases.

For experimenters without a technological background, testbed owners can offer support in
programming the executable test cases. Testbed owners can make available in the ELCM Portal an
implementation of the test cases based on the test case description provided by the experimenter
following the standardised template.

ELCM Portal Editor & Task Catalogue

The ELCM Portal includes an editor to write and check the syntax of YAML test cases. The ELCM
offers a task catalogue (ELCM General Tasks documentation) which enables a direct translation
between the steps defined in a test case and the YAML tasks used to implement it. Additionally,
being an open-source tool, the ELCM allows new tasks to be implemented to control new or
proprietary components available in the testbed or that are part of the use case under test.

Once the test case is edited it appears in the experiment dashboard exposed by the ELCM Portal
and the experimenter can create an experiment based on this test case.

Experiment Execution & Data Collection

The ELCM executes the experiment against the actual network infrastructure. It is the central
component of the experimentation framework, designed to orchestrate and manage the entire
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lifecycle of 5G experiments. By automating the routine aspects of experimentation — deployment,
configuration, monitoring, and data collection — the ELCM frees researchers to focus on what really
matters: formulating hypotheses, designing innovative tests, and interpreting results.

The test case includes the activation and configuration of the service under test and the collection of
the metrics identified by the experimenter as the key performance measurements for the application
under test. During execution, all measurements defined in the test case are collected and tagged
with the same execution ID.

Results & Analytics

Once the experiment finishes, all measurements are available in the InfluxDB instance integrated
as part of the framework. This database is used by the Analytics module (Grafana) to inspect and
visualise the measurements recorded.

Authentication & Testbed Selection

Access the 6G-PATH Portal, authenticate via AAA, and browse the Testbed Repository
to select the most suitable facility for the experiment.

Service & Image Preparation

Upload use-case application images to the Image Repository. Choose to pre-deploy
services or include deployment within the experiment sequence.

Test Case Definition

Write YAML test cases in the ELCM Portal editor specifying the activation sequence,
configuration steps, and KPIs to collect. Testbed owners can assist with technical
implementation.

Experiment Execution

The ELCM orchestrates deployment, service configuration, execution and real-time
monitoring. All measurements are tagged with a unique execution ID.

Data Collection & Storage

All measurements are stored in the testbed's InfluxDB instance. A common data model
ensures inter-testbed comparability.

Visualisation & Analysis

The Analytics module (Grafana + InfluxDB) presents interactive dashboards — time-
series graphs, histograms and statistical summaries.

1.3 Experimentation Templates

Three complementary templates structure the experimentation process from planning through
execution to results reporting, ensuring reproducibility and cross-testbed comparability.

1.3.1 Test Case Template

Transforms abstract experimental objectives into formal, YAML-executable specifications. Guides
experimenters through four critical phases: establishing initial conditions, defining the measurement
methodology, specifying the test sequence, and identifying parameters to collect.
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Parameter Description

Test Case ID

Acronym

Objective
Layer / Segment

Number of End

Devices
Background Traffic
Related KPIs

Initial Conditions

Methodology and

Output
Test Sequence

Parameters / Variables

Unique identifier following the format UC-[USE_CASE]-TC[NUMBER].
Example: UC-FARM-1-TCO1.

Short descriptor of the primary metric or characteristic being tested (e.g.
E2E latency, throughput).

Clear statement of what the test case aims to measure or validate.

Network layer or segment under test: E2E, 5G network, 5G core,
application/vertical, radio.

Number of 5G end devices involved, critical for understanding load
conditions.

Whether background traffic is used (Yes / No / Both).
List of Key Performance Indicators measured during test case execution.

All conditions to establish before execution: network state, deployed
services, resource allocation.

Measurement
outputs.

methodology, calculation processes and expected

Step-by-step execution sequence with operation order and timing.

All metrics tagged with execution ID for later retrieval from InfluxDB.

1.3.2 Scenario Template

Defines the exact network configuration and environmental conditions for a test case execution. A
single test case can be executed under multiple scenarios to evaluate performance across different

configurations.

Parameter Description

Scenario ID
Radio Technology

Frequency Band

Subcarrier Spacing

Massive MIMO

Modulation Schemes

Duplex Mode

Traffic Profile

Unique identifier for the scenario configuration.
5G NR, LTE, or other; Standalone (SA) or Non-Standalone (NSA).

Operating band (e.g. n78, n77). Max bandwidth per component carrier
(e.g. 100 MHz).

15, 30, 60 or 120 kHz for 5G NR.

Whether massive MIMO is enabled for beamforming and spatial
multiplexing.

Supported modulation orders: QPSK, 16QAM, 64QAM, 256QAM.

TDD (Time Division Duplex) or FDD (Frequency Division Duplex) with
UL/DL pattern.

QoS class or service category (eMBB, URLLC, mMTC).

1.3.3 Results Template

Standardised format for documenting experimental outcomes. Links results to their source test case

and scenario, preserving full traceability and enabling comparison across different test runs.
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Parameter Description

Test Case ID & References tothe executed test case and scenario configuration.

Scenario ID
Layer / Segment

Slicing Configuration

Components

Mean / Std Dev
Median
Min / Max

Percentiles (5%, 25%,
75%, 95%)

Network layer or segment tested.

Network slicing parameters if applicable: slice types, resource allocation,
isolation mechanisms.

List of deployed network functions, applications, or services involved in
the test.

Average value and variability across all measurements.
Middle value, less sensitive to outliers than mean.
Extreme values observed during the test.

Distribution characteristics. The 95th percentile is key for SLA worst-case
analysis.
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PART Il

Deployment & Operations Guide
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2 ELCM Deployment Guide

The Experiment Lifecycle Manager (ELCM) is the core orchestration engine. This section describes
how to install, configure, and start the ELCM service.

2.1 Requirements

Python 3.12.x (required)

Portal v3.2.2 or later (optional)

Katana Slice Manager v2.2.6 or later (optional)

Grafana Optional — for dashboard generation
InfluxDB Optional — for metric storage
OpenTAP Optional — Windows only

2.2 System Dependencies

On Ubuntu/Debian-based systems:
sudo apt install gcc python3.12 python3.12-venv python3.12-dev

Verify Python installation:

python --version
# or
python3.12 --version

2.3 Installation

Clone the Repository

git clone <REPO_URL>
cd <REPO FOLDER>

Run the Installation Script

Linux:

./install.sh python3.12

Windows (PowerShell):

.\install.psl python3.12

The script: verifies Python 3.12.x, creates a virtual environment, and installs all dependencies.
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If any dependency fails, review the error, remove the venv directory if necessary, and re-run the
installation script.

2.4 Configuration

Generate the Initial config.yml

Start the service once to create config.yml, then stop with CTRL+C and edit the file:

# Linux
./start.sh

# Windows
.\start.psl

config.yml — Full Example

TempFolder: 'Temp'
ResultsFolder: 'Results'
VerdictOnError: 'Error'

Logging:
Folder: 'Logs'
AppLevel: INFO
LogLevel: DEBUG

Portal:
Enabled: True
Host: '127.0.0.1"'
Port: 5000

SliceManager:
Host: '192.168.32.136"
Port: 8000

Grafana:
Enabled: True
Host: 'localhost'
Port: 3000
Bearer: 'CHANGE ME'

InfluxDb:
Enabled: True
Host: 'localhost'
Port: 8086
User: 'admin'
Password: 'CHANGE ME'
Database: 'mybucket'
Token: 'CHANGE ME'
Org: 'UMA'

Metadata:
HostIp: '127.0.0.1"
Facility:
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EastWest:
Enabled: False
Timeout: 120
Remotes:
ExampleRemotel:
Host: 'hostl'
Port: 'portl'

InfluxDB v1 vs v2 Configuration

InfluxDB v1:

InfluxDb:
Enabled: True
Host: '<host>'
Port: '<port>'
User: '<user>'
Password: '<password>'
Database: '<database>'

InfluxDB v2:

InfluxDb:
Enabled: True
Host: '<host>'
Port: '<port>'
Database: '<bucket>'
Token: '<access token>'
Org: '<org>'

2.5 Starting the ELCM

Default listening port: 5001.

# Linux
./start.sh 5001

# Windows
.\start.psl 5001

Replace <YOUR_SECRET_KEY_HERE> with a strong secret before production use. Do not
expose ELCM directly to the public Internet.
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3 ELCM Portal Deployment Guide

The ELCM Portal provides a web-based interface for experiment management. It connects to a
running ELCM instance and requires MinlO for artefact storage.

3.1 Requirements

Parameter Description

Python 3.12.x

ELCM Version 3.9.1 or later (must be running)

MinlO RELEASE.2025-06-13T11-33-47Z or compatible (must be running)
Grafana Optional — tested with versions 5.4 and 11.3.0

Analytics Dashboard Optional — Release B

A running ELCM instance and a reachable MinlO server are both required. The Portal will not start
without MinlO.

3.2 Installation

System Dependencies

sudo apt install gcc python3.12 python3.12-venv python3.12-dev

Clone and Install

git clone <REPO_URL>
cd <REPO_FOLDER>

# Linux
./install.sh python3.12

# Windows
.\install.psl python3.12

Initialize — Generate Configuration Files

# Linux
./start.sh

# Windows
.\start.psl

This creates config.yml. Stop the server with CTRL+C, then edit the configuration.

Set the Secret Key
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Edit the .flaskenv file and replace _ REPLACEWITHSECRETKEY___ with a randomly generated
secret string.

3.3 Configuration

Logging:
Folder: ./Logs
AppLevel: INFO
LogLevel: DEBUG

ELCM:
Host: localhost
Port: 5001
Grafana:

URL: http://grafana.example.com

Analytics:
Enabled: false
URL: http://analytics.example.com
Secret: CHANGE ME

Branding:
Platform: Example Platform
Description: Example ELCM Portal
DescriptionPage: platform.html
FavIcon: header.png
Header: header.png
Logo: logo.png

EmailApi:
User: userf@example.com
Password: CHANGE ME
Server: smtp.example.com
Port: 587
TLS: true
SSL: false

MinIO:
Host: minio.example.com
Port: 9000

AccessKey: CHANGE ME
SecretKey: CHANGE ME
Secure: false

Bucket: elcm-executions

Keycloak:
Enabled: false
Realm: example-realm
Server: https://keycloak.example.com
ClientID: portal-client
ClientSecret: CHANGE ME

3.4 Portal Notices

Create a notices.yml file in the Portal root directory:
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Notices:
- Example notice 1
- Example notice 2

3.5 Starting the Portal

# Linux (default port 5000)
./start.sh 5000

# Windows
.\start.psl 5000

Minimal Integration Checks

1. Review startup logs (console or log files)

2. The Portal should display counts of test cases, UEs, scenarios and slice descriptors retrieved
from ELCM

3. Open the Portal in a web browser

4. Register a new user via the Register tab — if successful, the internal database is correctly
initialised
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4 Influx Data Pipeline

The Influx Data Pipeline writes CSV files into an InfluxDB V2+ database. It is used when
measurements cannot be injected during an experiment, or when monitoring tools lack an automatic
data interface. Data is manually exported to CSV and then injected into InfluxDB for correlation with
other measurements.

4.1 Installation

Using the Installation Script (Recommended)

# Format: install.sh <python-interpreter> <url> <org> <token>
./install.sh python3.11 http://localhost:8086 UMA mytoken

Manual Installation

# 1. Create virtual environment
python -m venv ./venv

# 2. Activate
source venv/bin/activate # Linux
venv/Scripts/Activate.bat # Windows

# 3. Install dependencies
pip install -r requirements.txt

# 4. Start the server (default port 5000)
flask run

On first start, a config.yml with empty fields is created. Fill in the InfluxDB address, access token
and organisation, then restart the service.

4.2 Usage — Web Interface

Access the Flask server address in a browser to:

* Enter required metadata (bucket, measurement, execution ID, etc.)
* Select one or more CSV files for upload

* Add optional extra tags to identify the experiment

*  Submit the upload to write data into InfluxDB V2

The tool validates file size, extension, and filename format before writing.

4.3 Usage — REST API

The pipeline exposes a /write_csv endpoint for programmatic use:

curl --location http://127.0.0.1:5000/write csv \
--form "metadata=@path-to-metadata.json" \
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-—form "file=@path-to-filel.csv" \
-—-form "file=@path-to-file2.csv"

4.4 Metadata JSON Fields

bucket Name of the InfluxDB bucket (must already exist)
measurement InfluxDB measurement name (created automatically if absent)
execution_id Unique tag to group data points for a specific experiment run
time_name Column name in the CSV file containing the timestamp (ISO-8601 format)
delimiter Field separator character (e.g. , for comma, ; for semicolon)
time_format Python strftime format string (e.g. %Y-%m-%dT%H:%M:%S.%fZ)
extra_tags Optional dictionary of key-value pairs for additional experiment
identification
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5 ELCM Tasks Reference

The ELCM executes test cases defined in YAML format. Each task maps to a built-in action. All test
cases follow the Version 2 format with tasks listed under a Sequence array.

YAML Structure

Each sequence item requires: Order (integer), Task (e.g. Run.Delay), and Config (task-specific
parameters).

5.1 Run.EmailFiles

Compresses experiment-related files into a ZIP archive and sends it by email.

Parameter Description

Executionld (required) Unique identifier for the execution

Email (required) Recipient email address

DirectoryPath (optional) Directory of files; defaults to parent TempFolder

Output (optional) Name of the generated ZIP file

DeleteOriginal (optional) If True, deletes original files after zipping. Default: False
DeleteZip (optional) If True, deletes ZIP after successful send. Default: False

Version: 2
Name: SEND EMAIL WITH FILES

Sequence:
- Order: 1
Task: Run.EmailFiles
Config:
ExecutionId: "@{ExecutionId}"
Email: "email@example.com"

DirectoryPath: "/path/to/files"
Output: "results @{ExecutionId}.zip"
DeleteOriginal: True

DeleteZip: True

5.2 Run.WaitForiInflux

Waits until InfluxDB stops receiving new data before proceeding with execution.

Executionld (required) Unique identifier to filter data in InfluxDB
Checkinterval (optional) Seconds between checks. Default: 30
TimeWindow (optional) Time range in seconds for the query. Default: 30

Version: 2
Name: WAIT FOR INFLUX
Sequence:
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- Order: 1
Task: Run.WaitForInflux
Config:

ExecutionId: "@{ExecutionId}"
CheckInterval: 10
TimeWindow: 20

5.3 Run.InfluxToCsv

Exports data from InfluxDB into a CSV file using a custom query. Supports InfluxDB V1 (InfluxQL)
and V2 (Flux).

Parameter Description

IdCsv (required) Identifier for naming the output CSV file

CustomQuery (required) Query string in InfluxQL (v1) or Flux (v2)

Host / Port (optional) InfluxDB connection details; defaults to configured values
Database (optional) Database (v1) or bucket name (v2)

User / Password (optional) Credentials for InfluxDB v1

Token / Org (optional) Token and organisation for InfluxDB v2

Version: 2
Name: EXPORT_FROM_INFLUX

Sequence:
- Order: 1

Task: Run.InfluxToCsv

Config:
IdCsv: "1643"
CustomQuery: 'from(bucket: "mybucket") |> range(start: 0)

|> filter(fn: (r) => r["ExecutionId"] == "1643") |> group()'

Host: "localhost"
Port: 8086
Token: "your-token"

Org: "your-org"

5.4 Run.Dela

Adds a configurable waiting time between tasks to allow systems to stabilise.

Parameter Description

Time (required) Time to wait in seconds

Version: 2
Name: DELAY
Sequence:
- Order: 1
Task: Run.Delay
Config:
Time: 10
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5.5 Run.HelmDeplo

Deploys, deletes, or rolls back applications in a Kubernetes cluster using Helm Charts.

Action Deploy | Delete | Rollback

Namespace Kubernetes namespace (defaults to cluster default)
ReleaseName Unique name for the Helm release within the namespace
HelmChartPath Path to the Helm chart in the filesystem

Version: 2
Name: Helm Agent

Sequence:
- Order: 1
Task: Run.HelmDeploy
Config:

HelmChartPath: "<path/to/helm/chart>"
Action: "Deploy"
ReleaseName: "nginx-v1"
Namespace: "uma"
Standard: True
Distributed: False
Dashboard: {}

5.6 Run.PrometheusTolnflux

Queries a Prometheus server and stores metric data in InfluxDB. Supports TLS/SSL encryption.

Executionld (required) Unique execution identifier

URL / Port (required) Prometheus server URL and port

QueriesRange (optional) List of range queries

QueriesCustom (optional) List of custom / instant queries

Measurement (required) InfluxDB measurement name for output

Stop (required) Signal to stop data retrieval

Step (required) Step interval for range queries (e.g. 1s)

Account (required) True if username/password auth is used

Encryption (required) True to enable TLS/SSL

Certificates (optional) Path to TLS certificate files (client-cert.pem, client-key.pem,

ca.pem)

Version: 2
Name: PROMETHEUS
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Sequence:
- Order: 1

Task: Run.PrometheusToInflux

Config:
ExecutionId: "@{ExecutionId}"
Url: "prometheus.example.com"
Port: "9090"
QueriesRange:

- "query range 1"
Measurement: "my measurement"
Stop: "stop flag"

Step: "1s"
Account: True
Encryption: False

A StopTask must be used to halt Run.PrometheusTolnflux. Without it the task will retrieve data
indefinitely.

5.7 Run.KafkaConsumerTolnflux

Consumes messages from a Kafka topic and writes them to InfluxDB. Supports TLS/SSL and
consumer groups.

Executionld (required) Unique execution identifier

IP / Port (required) Kafka broker address and port

Topic (required) Kafka topic to consume from
Measurement (required) InfluxDB measurement name

Stop (required) Signal to stop consumption

Account (required) True if username/password auth is used
Groupld (optional) Kafka consumer group ID

Encryption (required) True to enable TLS/SSL

Certificates (optional) Path to TLS certificate files

Version: 2
Name: KAFKA

Sequence:
- Order: 1
Task: Run.KafkaConsummerToInflux
Config:
ExecutionId: "@{ExecutionId}"

T8 TRoKoXKoX™

Port: "XXXX"

Topic: "my topic"
Measurement: "my measurement"
Stop: "stop flag"

Account: True

GroupId: "my group"
Encryption: True
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A StopTask must be used to halt Run.KafkaConsumerTolnflux.

5.8 Run.MgttTolnflux

Subscribes to an MQTT topic, receives messages from 0T sensors/devices, and stores data in
InfluxDB.

Executionld (required) Unique execution identifier

Broker / Port (required) MQTT broker address and port

Topic (required) MQTT topic to subscribe to

Measurement (required) InfluxDB measurement name

Stop (required) Signal to stop message processing

Account (required) True if username/password auth is used

Encryption (required) True to enable TLS/SSL

Certificates (optionz;l) Path to TLS certificate files (client-cert.pem, client-key.pem,
ca.pem

Version: 2
Name: MQTT

Sequence:
- Order: 1
Task: Run.MgttToInflux
Config:

ExecutionId: "@{ExecutionId}"
Broker: "mgtt broker address"
Port: "8885"

Topic: "my topic"
Measurement: "my measurement"
Stop: "stop flag"

Account: True

Encryption: True

A StopTask must be used to halt Run.MqttTolnflux.

5.9 Run.CliSsh

Establishes an SSH connection to a remote server, executes a command, and logs the output.
Supports RSA, ECDSA, and Ed25519 private keys.

Hostname (required) Hostname or IP address of the SSH server
Port (optional) SSH port (default: 22)

Username (required) Username for the SSH connection
Certificate (required) Path to the private key file
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Parameter Description

Command (required) Command to execute on the remote server

Version: 2
Name: CLI SSH
Sequence:
- Order: 1
Task: Run.CliSsh
Config:
Hostname: "192.168.1.100"
Port: 22
Username: "user"
Certificate: "/path/to/private key"
Command: "ifconfig"

5.10 Grafana Dashboard Definition

If a Grafana instance is configured, the ELCM automatically generates dashboards from test case
definitions. Add a Dashboard block to the test case YAML.:

Dashboard:

- Name: "Slice Deployment Time"
Measurement: Slice Creation Time
Field: Slice Deployment Time
Unit: "s"

Type: Singlestat

Percentage: False

Size: [8, 8]

Position: [0, O]

Gauge: True

Color: ["#299c46", "rgba (237, 129, 40, 0.89)", "#d44a3a"]
Thresholds: [0, 15, 25, 30]

For each experiment run, panels from all selected test cases are combined into a single dashboard.
Both InfluxDB V1 and V2 data sources are supported.
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6 Analytics Dashboard

The 6G-PATH Analytics Dashboard is a web application providing experiment data visualisation and
analytics metrics from testbed deployments.

6.1 Prerequisites

* Node.js >= 18.x
* npm oryarn
» Docker (optional, for containerised deployment)

6.2 Installation

# SSH
git clone git@Qgitlab.6gpath.cloudsigma.com:6g-path-devs/analytics—-dashboard.git
# HTTPS

git clone https://gitlab.6gpath.cloudsigma.com/6g-path-devs/analytics—
dashboard.git

npm install

6.3 Configuration (.env File

VITE TESTBED ID=
VITE DATA COLLECTOR=

Parameter Description

VITE_TESTBED_ID Numeric identifier of the testbed to display

VITE_DATA_COLLECTOR Domain URL of the Data Collector service
(/collector/experiments/{id})

6.4 Running the Application

Development:

npm run dev

Production build:

npm run build

Docker deployment:

docker-compose up --build -d # build and run
docker-compose restart # restart
docker-compose stop # stop
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Access URL

The dashboard is accessible at http://localhost:8081. A testbedld query parameter is required:
http://localhost:8081/login?testbed|d=1

6.5 Testbed ID Reference

ID Testbed Name

FOKUS

Aveiro Tech City Living Lab and ALB Campus
CARL-W

Orange 5G Lab

Victoria Network

ASTON (UWS) Testbed

o A WO DN =
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7 Network KPI Test Cases

Standardised test cases for measuring network KPIs across 6G-PATH testbeds. Each test case
specifies prerequisites, methodology, execution sequence, and output format.

7.1 TC NET THR UDP — UDP Throughput

Objective
Assess the maximum UDP throughput of a network system using iPerf2.

Layer / Segment

Application layer. Source probe acts as traffic generator; destination probe acts as recipient. Probes
may be virtualised (same physical host) or physical (connected directly).

Background Traffic

None.

Prerequisites
* Network configured and verified
* No undesired traffic present during the test
* Measurement probes capable of injecting traffic and measuring throughput

Methodology

UDP-based ftraffic stream using iPerf2. Minimum 25 iterations; each at least 3 minutes with
throughput recorded at 5-second intervals.

Output Format — First-order statistics with 95% CI

Mean: 264.74 +/- 0.55 Mbps
Standard Dev: 11.70 +/- 1.80 Mbps
Median: 266.48 +/- 0.41 Mbps
Min: 130.42 +/- 17.94 Mbps
Max : 269.88 +/- 1.19 Mbps

5th Percentile: 258.78 +/- 1.46 Mbps
25th Percentile: 265.56 +/- 0.73 Mbps
75th Percentile: 267.76 +/- 0.17 Mbps
95th Percentile: 268.00 +/- 0.00 Mbps

Test Sequence
5. Start monitoring probes (iPerf client and server)
6. Begin transmitting UDP traffic from client to server
7. Record throughput at each 5-second interval
8. Stop the traffic generator
9. Stop monitoring probes
10. Calculate KPIs for the iteration
11. Repeat steps 1-6 for all 25 iterations
12. Compute final statistics
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Complementary Measurements

* Packet Loss Rate
* Average RSRP, RSRQ, RSSI, SINR (if available)
* Modulation scheme (if available)

Objective

Measure the percentage of successfully delivered packets within specified time constraints [3GPP
TS 22.261].

Layer / Segment

End-to-end between two endpoints. Measures packets successfully delivered divided by total
packets sent.

Background Traffic
None.

Methodology

ICMP ECHO_REQUEST/RESPONSE via 'ping'. Packet size is use-case specific (URLLC=32B,
xV2X=300B, AGV=500B, digital twin=1024B). Duration: at least 1 hour.

Output

* % successfully delivered for RTT <1 ms

* % successfully delivered for RTT <2 ms

* % successfully delivered for RTT < 3 ms

* % successfully delivered for RTT < 10 ms

* % successfully delivered for RTT < 20 ms

* % successfully delivered for RTT < 50 ms

* % successfully delivered for RTT < Max time (use-case specific)

Test Sequence
13. Trigger monitoring probes to collect metrics
14. Trigger ICMP traffic from source to destination
15. Record RTT, ICMP requests sent, and ICMP replies received
16. Stop monitoring probes
17. Compute KPls

7.3 TC NET E2E Jitter — Jitter

Objective
Assess packet delay variation (jitter) using UDP traffic via iPerf2 to evaluate network stability.
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Methodology

UDP packet stream via iPerf2. Minimum 25 iterations; each at least 3 minutes with jitter recorded at
1-second intervals. Statistics computed using Student-T distribution (95% ClI).

Output Format

Mean: 4.58 +/- 0.29 ms
Standard Dev: 0.47 +/- 0.06 ms
Median: 2.60 +/- 0.15 ms
Min: 2.18 +/- 0.58 ms
Max: 5.97 +/- 13.88 ms
25th Percentile: 4.175 +/- 0.078 ms
75th Percentile: 4.52 +/- 0.68 ms
5th Percentile: 4.94 +/- 0.64 ms
95th Percentile: 4.305 +/- 1.37 ms

Test Sequence
18. Start monitoring probes (iPerf client and server)
19. Begin transmitting UDP traffic
20. Record jitter at each 1-second interval
21. Stop the traffic generator
22. Stop monitoring probes
23. Calculate KPIs for the iteration
24. Repeat for all 25 iterations
25. Compute final statistics

Complementary Measurements
* Packet loss rate
* Average RSRP, RSRQ (if available)

7.4 TC NET E2E RTT — Latency

Objective

Measure end-to-end Round-Trip-Time (RTT) between two endpoints using ICMP
ECHO_REQUEST/RESPONSE.

Methodology

ICMP traffic using 'ping’. Minimum 25 iterations; each at least 2 minutes or 100 ICMP requests.
Statistics computed using Student-T distribution (95% ClI).

Output Format

Mean: 14.58 +/- 0.29 ms
Standard Dev: 5.47 +/- 1.06 ms
Median: 12.60 +/- 0.15 ms
Min: 8.18 +/- 0.58 ms
Max: 50.97 +/- 13.88 ms

25th Percentile: 12.175 +/- 0.078 ms
75th Percentile: 15.52 +/- 0.68 ms
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5th Percentile: 10.94 +/- 0.64 ms
95th Percentile: 23.305 +/- 1.37 ms

Test Sequence
26. Start monitoring to record packet departure and arrival timestamps
27. Log timestamps and relevant probe data
28. Stop the monitoring module
29. Calculate average latency and all defined statistical parameters

Complementary Measurements
* Ping success rate
* Average RSRP, RSRQ (if available)
» Average IP throughput if background traffic is present
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8 Repository Links & Quick Reference

Component \ Description

ELCM (6gpath https://gitlab.com/morse-uma/elcm/-/tree/6gpath
branch)

ELCM Portal (6gpath https:/gitlab.com/morse-uma/elcm-portal/tree/6gpath
branch)

ELCM Task https://gitlab.com/morse-uma/elcm/-/blob/main/docs/3-
Catalogue 2a_GENERAL_TASKS.md

ELCM Sample Test https:/gitlab.com/morse-uma/elcm/-/tree/main/Samples
Cases

Analytics https://gitlab.6gpath.cloudsigma.com/6g-path-devs/analytics-dashboard
Dashboard

8.2 Default Port Reference

Parameter Description

ELCM 5001 (configurable via start.sh / start.ps1)
ELCM Portal 5000 (configurable)

Influx Data Pipeline 5000 (Flask dev server)

Analytics Dashboard 8081 (Docker)

InfluxDB 8086

Grafana 3000

MinlO 9000
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