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2FA Two-Factor Authentication
3GPP The Third Generation Partnership Project
4G The Fourth Generation of Mobile Communications
5G The Fifth Generation of Mobile Communications
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5GQl 5G Quality Indicator
5GS 5G System
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CN Core Network
CNF Cloud Native Function
CP Control Plane
CPE Customer Premises Equipment
CPU Central Processing Unit
csv Comma Separated Value
cu Centralised Unit
CUPS Control User Plane Separation
DB Data Base
DCI Data Centre Interconenct
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DU Distributed Unit
E2E End-to-End
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HW, hw Hardware
laaS Infrastructure as-a-Service
laC Infrastructure as-Code
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
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IP Internet Protocol
IPSec Internet Protocol Security
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MAC Medium Access Control
MANO Management and Orchestration
MCX Mission Critical Communications
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MEC Mobile Edge Computing, Multi-access Edge Computing
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ML Machine Learning
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MPLS Multiprotocol Label Switching
NaC Network as-Code
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NBI North-Bound Interface
NEF Network Exposure Function
NF Network Function
NFV Network Function Virtualisation
NFVI Network Function Virtualisation Infrastructure
NITRO Network Integrated Test, Real-time analytics and Optimisation
NR New Radio
NRF Network Repository Function
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NSSAI Network Slice Selection Assistance Information
NTN Non-Terrestrial Network
NWDAF Network Data Analytics Function
O-RAN Open Radio Access Network
OAl OpenAirinterface
OBU On-Board Unit
OneKE OpenNebula Kubernetes Engine
OPG Operator Platform Group
oS Operating System
OSM Open Source MANO
oTT Over-the-Top
OVN Open Virtual Network
PaaS Platform as-a-Service
PC Personal Computer
PCF Policy Control Function
PDF Portable Document Format
PoC Proof-of-Concept
PSA Primary Session Anchor
Ql Quality Indicator
QoD Quality on Demand
QoS Quality of Service
RAM Random Access Memory
RAN Radio Access Network
RBAC Role-Based Access Control
RDMA Remote Direct Memory Access
RF Radio Frequency
RIC RAN Intelligent Controller
RKE Rancher Kubernetes Engine
RoCE Remote Direct Memory Access over Converged Ethernet
RRU Radio Remote Unit
SA Standalone
SBA Service Based Architecture
SBI South-Bound Interface
SC Software Community
SDK Software Development Kit
SDN Software Defined Networking
SDR Software Defined Radio
SECaaS Security as-a-Service Global Navigation Satellite System
SEPP Security Edge Protection Proxy
SFP Small Form-factor Pluggable
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SIM Subscriber Identity Module
SLA Servicelevel Agreement
SMF Session Management Function
SNSSAI Single Network Slice Selection Assistance Information
SNWDAF Service and Network Data Analytical Function
SoTA State-of-the-Art
sQL Structured Query Language
SR Scheduling Request
SRM Service Resource Manager
SRS, srs Software Radio Systems
SSH Secure Shell
SST Slice Service Type
SW, sw Software
TaaS Testing as-a-Service
TAP Test Automation Platform
TDD Time Division Duplex
TLS Transport Layer Security
TMF Telemanagement Forum
TN Terrestrial Network
TS Technical Specification
TSN Time Sensitive NetworkING
TWAMP Two-Way Active Measurement Protocol
uc Use Case
ubM Unified Data Management
UDR Unified Data Repository
UE User Equipment
ul User Interface
UL Uploading
UMA University of Malaga
up User Plane
UPF User Plane Function
UPS Uninterruptible Power Supply
URLLC Ultra Reliable Low LatecnyCommunication
usB Universal Serial Bus
USRP Universal Software Radio Peripheral
UX User Experience
V2X Vehicle-to-Everything
VE Virtual Environment
VEPC virtual Evolved Packet Core
VIM Virtualised Infrastructure Manager
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VLAN Virtual Local Area Network
VNF Virtual Network Function
VNFM Virtual Network Functions Manager
VM Virtual Machine
VoNR Voice over New Radio
VPN Virtual Private Network
VR Virtual Reality
VXLAN Virtual Extensible LAN
WAN Wide Area Network
WEF World Economic Forum
Wi-Fi Wireless Fidelity
XR Extended Reality
YAML Yet Another Markup Language
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1 Introduction

The Technical Annex for the 6G-PATH — Open Call #2 provides applicants with an understanding of the main
technical components and infrastructure that they can use as part of their proposed use case.

The Technical Annex is structured into five main sections:
e The present section is the Introduction section.

e The second section focuses on the 6G-PATH Platform and provides detailed information on the
platform, including pilots/use cases, analytics, northbound APIs, backend and southbound APIs.

e The third section describes the seven 6G-PATH testbeds, addressing items such as available
infrastructure, services, key features, and assets, and provides an overview of the two infrastructure
extensions from Open Call #1 that have been integrated into the project.

o The fourth section presents a summary of the 10 6G-PATH use cases currently being implemented in
the project, covering one of four verticals: Farming, Education, Health, and Smart Cities.

This Technical Annex ensures applicants have the information needed to develop robust and innovative
project proposals well-aligned with the 6G-PATH technical landscape.

© 6G-PATH Page | 11
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2 6G-PATH Platform

Figure 1 represents the overall architecture of the 6G-PATH platform. The main components are briefly
introduced in the subsequent subsections.

INTERNAL OPEN CALLS

1} |

Northbound API

{

6G-PATH Platform

PORTAL
= Service and
KVI/KPI Dashboards AAA Expherlm:ant Experiment Experiment
Scheduler Composition Repository

BACKEND

Alaas JETy Slice Manager
Coordination
Network Resource
Application Knowledge
Monitoring Security aaS Policy Enforcer Catalogue Index

1

Southbound API

Infrastructure

and Resource
Manager
(orchestrator)

L]

TESTBED A TESTBED X TESTBED Z OPEN CALL

i 8 | 8| | S

Figure 1. Overview of the 6G-PATH Architecture

2.1 Pilots/ Use Cases

The UC Pilots and Use Cases (UC) layer in the 6G-PATH platform layer aims to represent the users and entities
responsible for defining their services’ compositions, following a set of guidelines specified by the project.
They control when experiments run, where they will be deployed and for how long, and collect metrics and
other relevant details from past/current experiments’ executions.

2.2 Analytics

The Analytics Dashboard is a sophisticated analytics platform that integrates seamlessly with existing third-
party experimentation systems. This dashboard provides comprehensive visualisation and processing of Key
Performance Indicators (KPls) and Key Value Indicators (KVIs), allowing users to compare performance
metrics against target and baseline values to track incremental improvements. With support for multi-
domain scenarios, closed-loop systems and robust security enhancements, the dashboard will offer real-time
data monitoring, advanced filtering and interactive visualisations. The Analytics Dashboard is a powerful tool
that helps organisations visualise, analyse and interpret data to make informed decisions.

© 6G-PATH Page | 12
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Data Integration: Ability to connect and integrate data from multiple sources (databases, APIs (Application
Programming Interfaces), cloud services, etc.). Customisable Interface: Drag-and-drop widgets and
customisable layouts.Personalisation options for users to “tailor” the dashboard to their needs. Interactive
Visualisations: Various chart types (bar, line, pie, scatter plots, etc.). Real-Time Data Updates: Live data feeds
and auto-refresh capabilities to keep information current. Filters and Segmentation: Advanced filtering
options to segment data by different criteria (time, geography, demographics, etc.). Dynamic filtering to
adjust views based on user input. Performance Metrics and KPIs: Display key performance indicators (KPls)
and other relevant metrics. Benchmarking against targets and historical data. Data Exporting: Options to
export data and visualisations in various formats (PDF, Excel, CSV, images). Reporting Tools: Automated
report generation and scheduling.Custom report creation with the ability to save and share reports. User
Management and Permissions: Role-based access control to manage who can view or edit specific data and
dashboards.Mobile-friendly design for access on smartphones and tablets. Responsive layout to adapt to
different screen sizes.

2.3 Northbound APIs

Each testbed has deployed its instance of the Experimentation Portal. The Portal provides the
Experimentation Northbound Interface, which the experimenters use to define, execute, and consult the
experiment results.

For more detailed information, please visit the following link.

2.4 Backend

The backend components layer will facilitate communication between testbeds and the southbound and
northbound APIs. Components in this layer can provide various types of data to higher-layer components
such as Grafana, Analytics, and ELCM (Experiment Lifecycle Manager), or they can execute actions like
orchestration from the higher-layer components on the testbed.

The tools are separated into four categories:

Monitoring: Monitoring system and software information, including core network and other software
running in the testbed.

Management: Management of the core components using standard and non-standard APlIs.
Orchestration: Management of different core services and orchestration of core networks.
Advanced experimentation features:

e Security-as-a-Service (SECaaS)

e Slice Manager

e Al-as-a-Service (AiaaS)

e Closed-loop coordinator

e Policy enforcer

© 6G-PATH Page | 13
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2.5 Southbound APIs

The ELCM provides the southbound interface. It is a central component of the experimentation framework,
designed to orchestrate and manage the entire lifecycle of 5G experiments. It ensures that experiments are
conducted systematically, efficiently, and repeatedly.

The ELCM handles various tasks, from initial setup to execution, monitoring and final analysis. It includes a
list of plugins configuring the underlying technologies and modules to support its operation. Technology
providers wishing to integrate their solutions into the platforms must implement the corresponding plugin.
This plugin will communicate directly with the new hardware or software component and will expose an API
to be used during the implementation of test cases or scenarios. Test cases and scenarios will be defined via
YAML files, using the available tasks or implementing new tasks if necessary.

Analytics Grafana

Experiment Lifecycle Manager (ELCM)

Influx DB

)\

Security-as- Slice
a-Service Manager
I 1

[ IA-als-a- [ Close Loop )

Common Monitoring tools Standard/Custom Service

Service Coordinator
infrastructures Manager/Orche J
Custom monitoring tools managment APls strator Police
- Enforcer
Infrastructure

Figure 2. Southbound Interface - Experiment Lifecycle Manager (ELCM )
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3 6G-PATH Testbeds

6G-PATH aims to foster the development and integration of new and improved tools and products from EU
companies with 5G/6G while measuring relevant KPIs and KVIs. Seven testbeds are part of the project
consortium, used by 10 use cases across four key verticals: Farming, Education, Health and Smart Cities. The
testbeds and pilot sites will go beyond 5G and follow 3GPP Releases 18, 19, and 20%. In addition to the seven
6G-PATH testbeds, two new testbeds have been established through the Open Call #1 - Track A projects
funded under the 6G-PATH - Open Call #1. Furthermore, the seven 6G-PATH testbeds have been extended
by one or more infrastructure extensions from the Open Call #1 - Track B projects.

By enabling the development of a transversal platform for experimentation in beyond-5G networks, 6G-PATH
will significantly lower the barriers for innovative use case or application promoters interested in adopting
or assessing the suitability of Beyond 5G (B5G)/6G technologies for their services and applications. 6G-PATH
will leverage existing 5G Advanced and 6G solutions to set up a unified experimental infrastructure across
trial locations and testbeds.

Moreover, additional technologies will be exploited to directly support the requirements of use cases and
verticals in challenging scenarios. These multiple experimental infrastructures will build upon open
interfaces, support seamless interoperability and possess the capabilities required to meet the diverse
performance requirements posed by their innovative use cases.

6G-PATH Use Cases Open Calls

Connected and XR Rural School 3D hydrogel Water
sensing ciy patches saving
Automated Classroom of the Eldery Smart 3 0 1 0 2

logistics Future monitoring cities Third-party Third-party Third-party
experimenters testbed extensions testbeds
Security XR Health
Coordination

Training

OTE

o

- J J
smm cmes :.i " - . :

Figure 3. 6G-PATH Testbed Experimentation

1 The Third Generation Partnership Project (3GPP) uses a system of parallel “Releases” which provide developers with a stable
platform for the implementation of features at a given point and then allow for the addition of new functionality in subsequent
Releases. Also see: https://www.3gpp.org/specifications-technologies/releases
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6G-PATH will “drive” continuous testbed upgrades and improvements to ensure that the experimentations
and derived analyses are highly valuable. To achieve this, the supporting testbeds, encompassing physical
and virtual layers, are kept updated with the latest developments and innovations. While the testbeds will
initially provide substantial support for B5G/6G technologies, a systematic process of upgrades and
improvements is planned to capitalise on developments from other parallel research initiatives towards 6G.

This ongoing process of upgrades and improvements is expected to yield mutual benefits: evaluated use
cases may benefit from these advancements, and developers of B5G/6G technology can assess the actual
impact of their novel or improved technologies. Multiple experiments will be conducted at different project
stages to determine whether the integrated research effectively improves the performance of representative
use cases.

Note: Applicants should read through each testbed description in detail to ensure that the use case proposed
in their application is aligned with the testbed capabilities.

© 6G-PATH Page |16
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3.1 FOKUS

3.1.1 Introduction

The Fraunhofer FOKUS Testbed is a multi-vendor facility designed to integrate and test SA (Standalone) 5G
Core and RAN (Radio Access Network). It is managed by Fraunhofer FOKUS in Berlin, Germany. It showcases
various proof-of-concept (PoC) scenarios incorporating multiple RAN vendors, diverse user equipment, and
different backhaul technologies.

3.1.2 Infrastructure

The FOKUS Testbed is deployed with the Open5GCore toolkit built by FOKUS for research and testbed
research deployments. The testbed showcased in Figure 4 is an all-in-one testbed that is shared for different
projects and is used for developing B5G and towards 6G technologies.

In the 6G-PATH project, an additional edge node (Figure 5) has been added to the testbed that will be
deployed on-site in the Charité Hospital for processing data on the edge with the required e-health software.
The edge node is deployed with Proxmox virtualisation as a hypervisor for deploying software workloads.

The radios in the FOKUS Testbed operate on FR1. They are configured in band N78 with a 100MHz bandwidth,
and the edge node is configured with a 20MHz bandwidth.

RAN

EDGE Z
UE POOL / NO<LIA v INFRASTRUCTURE S Frmihoter
MACROCELL PICOCELL SRAN HOSTS  STORAGE XA Rendering Q >A< — -
| ] e & =0 Benetel il (= @ ‘J V::'V’:/:;’; 6x Cisco Blade
o i di > - ‘,vSoheve Cisco APIC 5G CORES
[ OUTDOOR AirScale F"'"-' .y ’ Open 1x DELL R430 o ‘
BBU O e Z Nebula T e
INDOOR - _ openSGcore
INDOOR Parking ! i i [ :
Deck M ELY - | ™
Nomadic Node Ly g 3 [
3% no<ia SRAN 100G switching
£ o | (FodeH | (Wwawe =) B owomnes muLAN
10/100G Switch \! . iy : T
Nokia AirScale e (5 - i ‘ J ‘ o AN KEYSIGHT
Lenovo Server R T InfluxDB Hawkeye
= BBU BBU BBU NTN e Grafana a
UPS Battery AC Power

B B s s
: 1

L]

Figure 4. FOKUS Testbed: Infrastructure overview

The FOKUS Testbed will use multiple features from the Open5GCore toolkit for use case deployments and
external third-party testbed integrations. As the Open5GCore toolkit is highly configurable according to the
requirements, the deployment configuration of the core network will be different. In addition to basic 5G
core functionality, the testbed will use location services, Northbound NEF (Network Exposure Function) API
integration and slicing for user rerouting.

In addition to the Open5GCore, the testbed uses open-source 5G Core networks for various tests and open-
source RAN solutions with SDR boards.

The edge node will be a portable setup as the use case has movement of the node involved. The node is all-
in-one machine packed with radio software, 5G core and the edge application. The edge node can operate
without any backhaul network and serve the e-health apps to the devices connected locally in the network.
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Backhaul

E connection
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SDR
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Figure 5. FOKUS Testbed: Edge Node

3.1.3 Services
3.1.3.1 Virtualisation, management and orchestration

The FOKUS Testbed is primarily based on the VMware ESXi cluster with additional Proxmox nodes for edge
and small deployments. The network comprises Cisco switches and routers with 100G fibre backhaul
connectivity between the radio and the core network.

FOKUS Testbed:
e Compute: 6 Cisco UCSB-B200-M5 servers with 192 CPU each totalling 403GHz capacity
e Memory: 1.5TB RAM
e Storage: 10TB

e Network: 100G backhaul with 10G links
Edge node:

e Compute: 14 CPU cores

e Memory: 32GB

e Storage: 250GB NVMe

e Network: 1G and 2.5G interface for uplink and local routed network

The testbed does not use any special orchestration tool for deploying workloads. In standard deployment,
workloads are deployed manually or via an Ansible script.

For management, the interfaces from respective vendors are being used. There is no central management
platform for the testbed. As most of the requirements are for custom builds, deployment using standard
templates is not possible.
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3.1.3.2 Monitoring

Monitoring for Open5GCore is mainly based on the command line and logs for status and debugging. The
testbed runs multiple core network instances for different projects and purposes. An example of command-
line access is represented in Figure 6.

>AMF>
139997923193632/2021529 14:14:31 amf.ng.print_nodes
139997923193632/2021529 14:14:31 amf. ue. kill
139997923U93632/2U21529 1u:14: amf.ue.print_contexts
139997923493632/2421529 14:14: amf . ue.send_paging
139997923493632/2421529 14:14: exit
139997923U93632/2021529 14:1U: get_log_cfg
139997923493632/2421529 14:14: help
139997923U93632/2021529 14:1U: history
139997923U93632/2U21529 1u:14: http_client.curl_verbose.disable
139997923U93632/2U21529 14:14: http_client.curl_verbose.enable
139997923U93632/2U21529 1u:14: httpd_h2o.logger
139997923093632/2021529 14:14: httpd_h2o.registered_paths
139997923U93632/2U21529 1u:14: list_exec_unit
139997923193632/2421529 14:14: mem_stat
139997923U93632/2U21529 1u:14: nrf_client.nf_table_print

139997923493632/2421529 14:14: set_log_level

139997923493632/20421529 14:14:31 version
>AMF=amf.ng.print_nodes

139997923193632/2421529 14:17:02

amf_comm_reply

Figure 6. FOKUS Testbed: Command-line Interface

In addition to the command line, the 5G components from Open5GCore are exporting metrics via a
Prometheus exporter. All components export metrics from the platform base, which include memory usage
for every 5G process and component-specific data. This data is plotted in Grafana with a pre-built dashboard.
The core network components are managed from the command line. However, the devices in the testbed
are managed by DeviceFarmer? (Figure 7). This tool allows managing all the phones connected to it remotely
via a web-Ul, making it easier to conduct experiments with real devices remotely without needing to be
present in the labs/datacentre.

2 Device Farmer is a web application for debugging smartphones, smartwatches and other gadgets remotely, from the comfort of the
browser that is in use.
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Figure 7. FOKUS Testbed: DeviceFarmer

3.1.3.3 Security

The infrastructure is secured by maintaining a hard separation between lab and regular networks. In addition
to granular control of external access via Wireguard, the tenant separates access to third-party integrators
and projects.

The Open5GCore is built for research as requirements to view the messages in transit, hence it does not
perform TLS/OAuth between components. However, if needed, TLS could be enabled at the HTTP layer.

3.1.3.4 Remote access

Access to the testbed is provided via Wireguard VPN server based on requirements.

3.1.4 Key features and assets
Key features and assets of the FOKUS Testbed include:
e VMware and Proxmox, are hypervisor platforms for deploying containers and virtual machines with

the required software. The control for the hypervisors is strictly limited to admins. Management of
both platforms is done manually to create resources on the testbed.

e Prometheus and Grafana, are the monitoring stack with node-exporter and Open5GCore exporter.
This helps monitor the status of components and the overall system.

e The testbed has two backhaul options that could be used for tests. Fibre and Starlink connectivity
provide one TN and one NTN connection for edge nodes based on the connectivity or required
reliability of the backhaul.

e Kubernetes is used for deploying e-health software on edge nodes with high availability and
scalability, provided by the Kubernetes platform.
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3.1.5 Testbed Extensions from Open Call #1

Slicefinity’s Trusted Application Function to enable Network APIs and Programmable Network extension
leverages the northbound APIs defined in the 5G Core network component NEF to perform actions on the
core network. The AF (Application Function) will interact with the core network over the secured Wireguard
connectivity. The Open5GCore is providing currently 2 APIs viz. Traffic Influence and QoS management via
NEF.

e Traffic Influence API: This API allows changing PSA UPF for a given user. This is done by updating
policies in PCF and SMF. The whole process of changing the UPF is transparent to the user, hence it
is an important aspect for controlling data routing of users. The data could be routed to an edge node
or to the central node simply by triggering the policies from the core.

e QoS Management API: With this API, QoS of a specific user can be changed on demand. The process
is similar as that of traffic influence API, the policies are updated in PCF and SMF by the NEF. The new
QoS rules to be pushed could be GBR (Guaranteed Bit Rate) or non-GBR based on the type of
application used.

The Slicefinity’s AF is exposing Camara Service APls and other APIs via its northbound interface to be
consumed by the consumers. These northbound APIs are taking care of authentication and authorization for
the access of untrusted Afs. Slicefinity’s AF is deployed as a trusted AF in the 5G Core giving it access to
multiple core network components.

3.1.6 Targeted use cases

e All verticals are accepted, but Health vertical are preferred.

e All use case topics are accepted.
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3.2 IT/ALB

3.2.1 Introduction

The IT/ALB Testbed encompasses the Aveiro Tech City Living Lab (ATCLL), distributed throughout the city and
the University of Aveiro campus, and the B5G infrastructure setup at the Altice Labs (ALB) campus. Together,
this joint infrastructure forms the overall 6G-PATH architecture of the Aveiro testbed.

3.2.2 Infrastructure

The ATCLL architecture (Figure 8) comprises numerous Internet of Things (IoT) devices with communication,
sensing (such as traffic radars and cameras), and edge computing capabilities. The communication
infrastructure, built on fibre, millimetre-wave (mmWave) links and non-terrestrial networks (NTN), integrates
a communication network with radio terminals (WiFi, ITS-G5, C-V2X, 5G, and LoRaWAN), supporting multiple
protocols, and is deployed across public facades and smart lampposts throughout the city. Additionally, the
testbed supports NTN through the integration of two fixed Starlink stations and one mobile Starlink Mini,
which can be integrated with drones.

Figure 8. IT/ALB Testbed: City and Campus Mobility and Network Testbed

The ALB testbed integrates with the city’s infrastructure, extending its technological capabilities to the
company campus. It includes user equipment, radio access technology, core network entities, and
management and orchestration functionalities. Additionally, it features a data management and analytics
platform that enables the collection and integration of data from heterogeneous sources, presenting it in a
unified format (Figure 9).
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Non-Public 5G and Beyond Network

The RAN infrastructure is made up of various solutions, including OpenAirinterface (OAl) and srsRAN, open-
source solutions deployed in Ettus Research USRPs, and CableFree 4G/5G Small Cell n78 indoor/outdoor,
commercial solutions. Both open-source solutions are O-RAN compliant gNB with CU/DU split and
interconnect with RAN Intelligent Controllers (RICs) for RAN monitoring. For RIC solutions, O-RAN Software
Community (SC) RIC and FlexRIC were attested and used for metric collection and data processing through
machine learning strategies. The possibilities of user equipment include SIM cards, modems, CPEs, and
smartphones. 5G modems from Quectel, SIMCom and SierraWireless are available with development kits
and two indoor CPEs in bands n46 and n78. Finally, a wide variety of 5G smartphones, such as Google Pixel,
Xiaomi, OPPO, and Samsung, are considered for compatibility with all types of deployed antennas.

The Open5GS Core is a set of software components and network functions that interact with each other. Our
Open5GS SA Core uses a Service Based Architecture (SBA) with all the project’s implemented network
functions. This core supports local breakout roaming with the aid of the Security Edge Protection Proxy (SEPP)
module. It enables the Mobile Network Operator (MNO) to break out internet sessions into the Home
Network (HN), providing inbound roamers with the ability to order data, which is provided directly by the
visited network. It also supports Voice over New Radio (VoNR) by adding a Network Function (NF) from the
4G Core, the Home Subscriber Server (HSS), the main subscriber database used within the IP Multimedia
Subsystem (IMS), and the Kamailio SIP server to provide public telephony service. Open5GS allows for Control
User Plane Separation (CUPS), which disaggregates the User Plane Function (UPF) from the control plane,
enabling Mobile Edge Computing (MEC) and reducing backhaul distances, and allowing for the integration of
multiple UPFs. In collaboration with OneSource, we integrated its Network Exposure Function (NEF) with
Open5GS for network interaction directly through the NEF or an external Application Function (AF). We also
integrate with ETSI OpenCAPIF3 (in collaboration with Telefonica).

3The ETSI Software Development Group OpenCAPIF (SDG OCF) is developing an open source Common APl Frameworks, as described
by 3GPP, allowing to expose and consume APIs in a secure and consistent way. Also see: https://ocf.etsi.org/
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Edge Computing Platform

The MEC system deployment is considered to “address” smart city scenarios with edge nodes spread out at
various locations, with a B5G edge-enabled deployment to address user mobility and the dynamic nature of
the edge environment, while improving quality of service (QoS). This is accomplished with extensions to the
base edge architecture through the appropriate plug-ins, custom resources, and components to address the
dynamic nature of this environment and the mobility of the users. The 5G edge-enabled deployment logic
associates each edge node with a gNB and an edge UPF. The gNBs serve as a connection point that provides
radio access to end-users using 5G radio technology, while the role of the edge UPF within the context of this
architecture is to route user traffic to its closest associated edge node. This deployment ensures that user
traffic is routed to the nearest server and additional hops can be avoided, contributing to an optimised QoS
in the service consumption. The Slice Manager provides operations on microservices available in the service
manager of Open Source MANO (OSM). Those operations include the retrieval of information about the
services and the creation, update and deletion of slices from those services. The slice manager interface
receives messages from Kafka; it relays the information received onto the OSM, which uses underlying
components to configure the raw network to obtain/release resources for the requested slices.

Advanced City Services

The ALB infrastructure comprises the Live!Urban platform?, which concentrates on a single operational
control point, the functionalities needed to visualise, analyse and act on urban control systems and
infrastructures. Live!Urban allows the integration of different services and technologies belonging to
different functional domains (verticals) seamlessly and transparently, using specific APIs to interact with the
different systems. Live!Urban resorts to the functionalities provided by data management platforms to
ingest, process, store and share city information, reinforcing the capability to manage and control city
functional domains. The solution supports different data systems and devices from different manufacturers,
regardless of the radio access technology.

Networks produce data that can be provided to external entities or consumed internally, enabling insights
for triggering actions. The relationship between network and service can go beyond using over-the-top
resources, sharing data that can be used to manage each domain. Predictive infrastructure management
allows mechanisms to be implemented that enable closed-loop network automation and the evolution of
services requiring infrastructure statistics and predictions to support dynamic-based high-quality demands.
Artificial Intelligence functionalities can be offered as a service to support enhanced analytics. The 3GPP TS
29.520° network data analytics function (NWDAF) provides analytical information to authorised entities.
NWDAF gathers data from different infrastructure entities and provides analytics in subscription and
notification mode to interested applications and network functions. Although the interfaces are being
normalised, the algorithms and models are scenario-dependent. NWDAF can also be extended to support
analytics functions for third-party services. A Service and Network Data Analytical Function (SNWDAF)
capability can be available in a cloud-based model. Under the 6G-PATH project, we will build predictive
models to create top-level services, answering the need for different scenarios, including smart cities,
education, health and farming use cases.

4 See: https://www.alticelabs.com/wp-content/uploads/2021/06/BR_LiveUrban ALB_EN.pdf
5 See: https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx ?specificationld=3355
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3.2.3 Services
3.2.3.1 Virtualisation, management and orchestration

The orchestration is performed by Kubernetes. The ATCLL has specific descriptors capable of describing the
service requirements (e.g., graphics capabilities, service priority, replication, and proximity). Additionally,
load-balancing mechanisms can forward the requests of each service to the best replica, considering the
network and host state. These elements with the above functionalities are available in a group of repositories.
The server infrastructure side is also self-provided. At the core, the infrastructure is complemented by a
network and data processing centre. The datacentre consists of multiple servers managed by Proxmox VE,
deploying all virtual machines with services, data platform, apps, 5G core (Open5GS), and network functions
running in the cloud, such as Kubernetes, OSM, ChirpStack, among others. It should be noted that this
infrastructure supports a cloud continuum with a cloud, edge and device continuum. Beyond the server
infrastructure in the core, we run the microservices and the detection and actuation algorithms in the edge
infrastructure previously described (NVIDIA Jetson Orin and Jetson Xavier with a powerful GPU for graphics-
intensive processing) and the access nodes in the vehicles (OBUs, DCUs).

As mentioned, edge orchestration mechanisms were implemented using Kubernetes, supplemented with
extensions and plugins to enhance their capabilities. The default Kubernetes platform, designed primarily for
cloud environments, struggles to address the dynamic needs of smart-city services, particularly in a vehicular
context where users are constantly moving. The following extensions have been introduced to address these
challenges:

e FogService: This new resource type enables deploying services optimised for edge environments. It
allows for defining instantiation locations, the number of replicas, and service-specific metrics to
assess the status of replicas and adjust deployment based on node capabilities.

e Custom Load Balancer: The default Kubernetes load-balancing algorithm distributes network
requests equally among replicas, often inadequate in edge-road environments. A custom Load
Balancer was developed to adjust the probability of each replica receiving requests based on service-
specific metrics and network latency within the cluster.

e Scheduling Plugins: New plugins were added to extend Kubernetes’ scheduling process. These
enhancements aim to create a more flexible and comprehensive scheduling system that considers
factors such as service priority, existing applications, service dependencies, and performance.

e Mobility Management Mechanisms: New components were developed to gather data from external
sources and proactively influence service performance and distribution across the edge platform.
This data includes 5G and edge computing platform status, city congestion information, and user
mobility details.

3.2.3.2 Monitoring

Starting with the RAN, in the ATCLL infrastructure, the access network is implemented with two technologies:
the open-source project srsRAN and the commercial solution CableFree. Both gNodeBs (gNBs) solutions
provide a way to expose metrics that can be used to infer the performance of the RAN infrastructure, of the
UE, and of the applications. The srsRAN solution exposes metrics in a push-proactive approach, which works
by periodically publishing performance data with HyperText Transfer Protocol (HTTP) requests to a
designated address specified in the configuration files. The CableFree solution, on the other hand, works with
pull-proactive logic. It exposes a Websocket remote API server that can be scraped by external Websocket
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clients that wish to get the gNB performance metrics. This way, the solution for data acquisition in the RAN
domain consists on developing two metric servers that will interact with each technology to fetch the
performance metrics, process them, and then forward them in the appropriate format and to a location
where they can be accessible for other third-party entities to use in orchestration decision to improve the
performance of the platform. The srsRAN metrics server represents an HTTP server where the antennas can
publish their metrics. The CableFree metrics server represents a WebSocket client that periodically scrapes
the gNB’s remote API. Both servers process the data in a common format and then forward it to the ATCLL
data platform, where the data can persist and be made available for real-time and historical access.

The 5G Core (5GC) in the ATCLL infrastructure is implemented, as previously referred, with the open-source
solution Open5GS that can be integrated with the Prometheus monitoring tool. A couple of the Open5GS
core network functions offer the possibility to configure an HTTP and Prometheus server, that can be
scrapped by other entities to gather metrics regarding their performance. The data, stored in a time-series
database, can then be accessed for analytics, complex processing, or visualised with other software
applications.

3.2.3.3 Security

The Elastic-Stack (ELK) is attached to VMs or Kubernetes containers in a sidecar configuration to obtain
protocol monitoring and security practices. Thus, a pocket Intrusion Detection System (IDS) is ready to
perform monitoring and security-related jobs. The IDS comprises five Cloud Native Functions (CNF): Suricata,
Filebeat, LogStash, ElasticSearch, and Kibana. Suricata will capture IP packets, and for that, it needs privileged
access to the network interface to achieve a promiscuous mode. It will store all captured IP packets in logs
(eve.json) inside a directory mounted by the second CNF. Filebeat then picks up the logs and sends them to
the following CNF, LogStash, which will be the focus of alarm detection. LogStash is an open-source tool for
collecting, parsing, and resending logs for other uses. The inputs can be defined as the sources for parsing, in
this case, a stream from Filebeat. The method for parsing the input logs is described in a way that detects the
alarms in filters. We also define three outputs from Logstash: access to Elastic Search and a directory in flat
files that a light HTTP server will read. This HTTP server will, upon polling from Prometheus, send a warning
to the monitor, stating which IP will be under attack, so that the platform can act and mitigate the threat.
ElasticSearch is a document database that stores the alarms obtained in LogStash for future use and supports
persistence for Kibana, the following CNF. Kibana is the CNF responsible for visualising the alarm packets. It
picks those alarms from the ElasticSearch database. It may provide a deep alarm analysis and multiple graphic
visualisations in selected contexts.

3.2.3.4 Remote access

The platform has remote access via OpenVPN, Wireguard/Tailscale, and Portainer. Portainer is a lightweight
container management Ul that facilitates the management of various Docker environments, hosts, and
Swarms. Portainer supports operations in diverse environments, including data centres, public clouds,
network edges, and Industrial loT devices. It connects all edge nodes, allowing access to Dockerised services
running on each node.
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3.2.4 Key features and assets

Development and deployment tools and software:

e Docker: A software platform that builds, tests, and deploys applications by packaging them into
standardised units known as containers. Containers provide a lightweight and isolated environment
containing all necessary dependencies, libraries, and tools required to run an application.

e Kubernetes: An open-source orchestration platform for managing containerised applications. It
offers features such as storage orchestration, self-healing capabilities, horizontal scaling, and batch
execution. Kubernetes is designed to accommodate extensions without altering its source code.

e Prometheus: An open-source monitoring and alerting system that collects and stores metrics as
time-series data. It features a flexible query language for a multi-dimensional data model, supports
data collection via a pull model over HTTP, and does not rely on distributed storage.

e MongoDB: An open-source distributed database system that stores data in a flexible JSON format. It
supports ad hoc queries, indexing, and real-time aggregation, providing powerful data access and
analysis capabilities. MongoDB also offers high availability and horizontal scaling.

e Proxmox: An open-source platform for enterprise virtualisation, featuring a web interface for
intuitive management of Virtual Machines (VMs) and containers. It supports software-defined
storage and networking and provides high-availability clustering.

e Ansible: An open-source automation engine that handles provisioning, configuration management,
application deployment, and orchestration. Ansible uses simple, human-readable scripts to
automate tasks, minimising repetition and maintenance by avoiding additional software
installations.

e Grafana: An open-source monitoring platform that allows users to query, visualise, and configure
alerts for metrics, independent of their storage location. It enables the creation of dynamic and
reusable dashboards.

3.2.5 Testbed Extensions from Open Call #1
OAIBOX (Allbesmart)

In Open Call #1, Allbesmart extended the IT/ALB testbed with the OAIBOX Open RAN software modules (O-
CU, 0-DU, RIC, and the OAIBOX dashboard), bringing additional 5G Advanced open-source features and
improved network performance for the ATCLL cellular infrastructure. To showcase the added value of the
OAIBOX extension, network slicing automation was implemented and tested in a 6G-PATH smart city use
case, prioritising Intelligent Transport Systems (ITS) safety-critical applications requiring ultra-low latency.

Based on QoS requirements, an xApp automatically configures 5G Network Slices to meet a specific Service
Level Agreement (SLA) for different smart city applications. A closed-loop control workflow is implemented
where upon detecting a QoS performance degradation, the xApp immediately computes and adjusts the
resources allocation in the MAC layer for the degraded slices to restore the expected performance.

As a result of this open call extension, 6G-PATH experimenters gained access to a robust, open-source and
Open RAN infrastructure powered by OpenAirinterface. This extension brought to the Aveiro testbed eleven
new 5G Advanced and Open RAN software features, including a user-friendly web-based dashboard that
enhances the testbed's usability, along with exceptional support from the Allbesmart team.
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Allbesmart is the company behind the OAIBOX product line (www.oaibox.com), the leading 5G open-source

test network for research and experimentation. Allbesmart's participation in the 6G-PATH open call
accelerated the development of advanced features for the OAIBOX Open RAN product, enabling them to
further mature the technology for commercial partners and engage potential new customers for proof-of-
concept testing and trials. The xApps for RAN slicing automation, developed and tested within the 6G-PATH
smart cities use cases, will be integrated into the OAIBOX Open RAN product. Feedback from 6G-PATH
experimenters will play a crucial role in refining and enhancing the OAIBOX product line.

3.2.6 Targeted use cases

e Smart city vertical use cases are the target of this testbed.

e All use case topics are accepted. Testbed prefers use cases targeting one or more of the following
topics:

o V2Xsensing and communication;

o Autonomous mobility;

o Security and Safety (V2X network, Vulnerable Road Users, cooperative manoeuvres, AR/VR);
o City Monitoring and Multimodal transportation intelligent systems;

o Edge service and mobility in autonomous environments;

o Private and public 5G networks integration;

o Environmental and Mobility Monitoring (Al-based detection);

o Machine Learning (ML) and Federation;

o Use of TSN standards for precise time synchronisation and service differentiation;

o UAVs integrated with B5G mobile base stations, far-edge computing, mesh networks, and
Starlink Mini stations for first responder and swarm use cases.
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3.3 KAU

3.3.1 Introduction

The Communication Advanced Research Laboratory Wireless Testbed (CARL-W) is located on and around the
Campus of Karlstad University, Karlstad, Sweden, and is part of the NorthStar Testbed. CARL-W is managed
by the Computer Science Department at Karlstad University in cooperation with Telia (operator) and Ericsson
(HW supplier). The communication infrastructure, built on standard fibre and 10GbE, integrates a
communication network with radio terminals (4G, 5G, WiFi and Starlink). The testbed connects several user
equipment and technologies like mobile phones, |oT devices, and virtualisation and containerisation
solutions (Kubernetes/Docker).

3.3.2 Infrastructure

CARL-W provides both indoor and outdoor coverage. It is equipped with a commercial indoor 5G system
(Ericsson Radio Dot), with four radio dots deployed in Karlstad University’s engineering building and one in
the nearby Innovation Park building, using 100 MHz in Band n78. Outdoor coverage on and around campus
is provided through dedicated resources in the commercial Telia network in Bands n78 and n28.

The testbed provides 5G NSA and SA connectivity, and low-latency capabilities (less than 5 ms one-way delay)
through so-called Local BreakOut (LBO) for local User Plane Function (UPF) deployment. The performance
has been validated with a series of 5G devices and hardware components, such as Cradlepoint R19006,
Miktrotik’, Huawei CPE, Quectel RM5008, and 5G SA-enabled mobile phones (e.g. CrossCal devices). The
setup suits capacity-intensive services, low-latency applications, and other demanding use cases (VR/AR,
smart industry, etc.).

The layout of the 5G section of CARL-W is depicted in Figure 10. Figure 11 shows some of the areas at Karlstad
University covered by the indoor 5G section of the testbed. These include a large experimental space where
various use cases can be staged.

6 See: https://cradlepoint.com/product/endpoints/r1900-series/
7 See: https://mikrotik.com/
8 See: https://www.quectel.com/product/5g-rm500u-series/
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Figure 10. KAU Testbed: The 5G section of the CARL-W testbed at Karlstad University

Figure 11. KAU Testbed: Areas at Karlstad University covered by the 5G section of CARL-W

3.3.3 Services
3.3.3.1 Virtualisation, management and orchestration

Kubernetes performs the testbed orchestration. CARL-W utilises specific descriptors to describe the service
requirements (e.g., network technology, service type): testbed worker nodes are divided by the type of
network technology they use, but the testbed is technology agnostic in the sense that it does not mandate a
particular connection technology. However, all devices that should be part of the network orchestration need
to support Wireguard, Kubernetes and have a routable IP address (i.e., be able to reach the Internet). The
Kubernetes infrastructure is shown in Figure 12.
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Figure 12. KAU Testbed: Kubernetes infrastructure at KAU
3.3.3.2 Monitoring

The testbed has both infrastructure and service monitoring capabilities:

e We monitor the infrastructure by collecting data from different network technology endpoints (e.g.,
5G, Starlink) and the status of the compute infrastructure components, e.g., CPU and Memory load.
The monitoring of the computing infrastructure is based on the DESK monitoring framework® and
utilises a set of open-source components.

e Application and service performance monitoring evaluates network resources, service status, etc.
Automated performance monitoring includes continuous monitoring of capacity and latency
performance. Some eBPF-based tools for fine-grained latency and inter-packet delay monitoring are
also available. These tools are currently started manually when fine-grained monitoring is required.

The monitoring information is collected in InfluxdB2°. Part of it is also made available live through a Grafana
web interface (see https://5q.carl.kau.se/live). Figure 13 displays an example of part of the live visualisation.

9 A "desk monitoring framework" refers to a process or structure for evaluating progress and results using data and information that
is gathered from existing records, reports, and other sources, without conducting fieldwork or direct observations. This type of
framework is particularly useful when time and resources are limited, or when the research question can be answered through
existing data.

10 See: https.//www.influxdata.com/downloads/
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Figure 13. KAU Testbed: Example of visualisation of monitored data in CARL-W

3.3.3.3 Security

No special security capabilities are available. Access to nodes within the KAU infrastructure is available
through VPN access.

3.3.3.4 Remote access

As mentioned, access to nodes within the KAU infrastructure is available through VPN access. Additionally,
the testbed infrastructure is designed to facilitate the seamless integration of external (third-party) sensors,
network devices, or services, in addition to supporting containerised services. For external devices or services
to integrate with the testbed management system, they must meet specific requirements: they need to
support WireGuard, function as a Docker/Kubernetes host, and have an internet connection.

3.3.4 Key features and assets

The testbed supports 5G SA as well as 5G NSA, both for indoor and outdoor deployments. Additionally,
separate networks and gateways for Starlink and other communication types (such as Wi-Fi) are integrated
into the testbed network, providing six possible internet connections: Wired, 5G SA, 5G NSA, LTE, Starlink
and Wi-Fi.

The testbed offers support for low-latency services through its local breakout functionality and through RAN
and core support for low-latency, low-loss, Scalable throughput (L4S). L4S is a 5G-Advanced Release 18
feature introduced to support XR and other low-latency services over 5G RAN networks.

The testbed offers multiple semi-static network slices that can be selected based on application
requirements. Additionally, the testbed supports the CAMARA Quality on Demand (QoD) API. Using the QoD
API, applications can activate the best networking configuration that suits better to the needs of the
application in real time.

The platform supports the automated deployment of applications through containerisation technologies,
such as microservices. The server infrastructure and data centre deploy all virtual machines and network
functions running in the cloud, including Kubernetes and Docker Swarm. In addition, the data centre features

11 See: https://www.3gpp.org/specifications-technologies/releases/release-18
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bare-metal installations for time-critical workloads, along with edge nodes and user equipment (UEs) such as
Raspberry Pi, Nvidia Jetson devices and various commercial mobile phones.

The testbed provides support for RedCap, allowing exploration of IoT use cases that do not require the full
performance of 5G but instead benefit from reduced complexity and cost.

3.3.5 Testbed Extensions from Open Call #1
MMT (Quanta & Qualia)

The MMT project is set to revolutionise professional training by seamlessly combining virtual reality (VR),
Magos haptic gloves of Quanta & Qualia. The MMT project aims to overcome significant limitations faced by
current VR haptic gloves and other VR applications. These limitations include challenges in accurately and
consistently tracking finger motions in complex and fast-paced scenarios, and to interact via voice for
guidance. The primary objective of the MMT project is to provide a more immersive training environment.

Magos gloves, renowned for their high-precision finger tracking, physics-based interactions, and haptic
feedback capabilities, combining with 6G/5G connectivity will significantly enhance the collaboration, realism
and effectiveness of VR training environments.

The expected result of the MMT extension is to create a highly immersive and realistic training solution that
significantly improves trainee skill acquisition and engagement. The solution will be scalable, replicable and
adaptable for various professional training scenarios, including healthcare, aviation, industry 4.0, robotics,

and gaming.

Figure 14. MMT Extension: Virtual reality environment
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Figure 15. MMT Extension: Magos haptic gloves

3.3.6 Targeted use cases

e Health, Education and Smart City verticals are accepted.

e All use case topics are accepted. Testbed prefers use cases targeting one or more of the following
topics:

> XR, haptics, and other low-latency applications leveraging the MMT extension for immersive
media experiences;

> Service differentiation and resource isolation through network slicing and QoD APIs (e.g.,
CAMARA, NEF);

°  Security- and privacy-focused use cases for data protection and trusted communications.
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3.4 ORO

3.4.1 Introduction

The Orange 5G Labs function as a vital hub for discovering and using the capabilities of 5G technology. This
ecosystem is designed to unify a diverse group of stakeholders, including industry partners, innovators, and
businesses, to test, develop, and showcase new use cases empowered by 5G networks. The 5G Labs are
located on the premises of UNSTPB in Bucharest and TUIASI in lasi.

3.4.2 Infrastructure

This section details the existing capabilities in the Orange 5G Labs testbed, offering insightful information
regarding the 5G technology availability for RAN, Core, transport network, edge computing, virtualisation,
orchestration, monitoring, security and associated platforms specific to each of the two 5G Labs and their
outdoor radio extensions. All these features and capabilities are summarised in Table 2 and will be further
developed in the following sections.

Table 2. ORO Testbed: 5G Labs testbed features overview

5G infra \ RAN 5GCN IP MANO & Security MEC Slicing
testbed NSA/SA NSA/SA Transport Monitoring
Huawei Ericsson
SRAN18 | 2.15VvEPC OpenStack SNSSAI
NSA/SA Nokia CISsCco Ussuri OoSMv10 Fortinet | Collocated based
Bucharest Nokia CMU23.10 NXOS VMware Prometheus 1000D laaS w 5G APN
AirScale 5GC IPFABRIC ESXi Grafana DDOS Core based
OAl / OAl / K8s
srsRAN Open5GS
Ericsson Nokia . SNSSA|
DOTs CMU23.10 CISCcO OpenStack Prometheus Fortinet | Collocated based
lasi NSA/SA UPF NXOS Ussuri Grafana 1000D laaS w 5G APN
OAI/ OAl/ IPFABRIC K8s DDOS UPF based
srsRAN Open5GS
Galati . SNSSAI
Ericsson
outd?or SGRANN i cISco i i i i based
radio SA/SA APN
extension based
Constanta . SNSSAI
outdoor Huawel based
radio SRAN18 - CISCO - - - - APN
. NSA/SA
extension based

ORO’s 5G Labs, from both Bucharest and lasi, are the main places that host the infrastructure used in ORO’s
5G-enabled research and business activities. The Bucharest 5G Lab is located inside the CAMPUS Research
Centre of UNSTPB and currently implements a full 5G SA infrastructure, comprising 5G RAN, Core, Edge
Computing, and advanced Software Defined Networking (SDN) elements in the associated datacentre. The
lasi 5G Lab is located inside TUIASI’s Faculty of Electronics and Telecommunications and currently hosts 5G
SA RAN components. Figure 16 depicts the overall architecture of ORO’s 5G Labs and the outdoor extensions
of the testbeds, which are explained in the following sections.
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Figure 16. ORO Testbed: 5G Labs architecture

3.4.3 Services

ORO’s 5G Labs testbed is based on virtualized network infrastructure, for both 5G options, the NSA and SA
variants. For the NSA variant, the 5G Labs are connected to the commercial LTE Core Network.

The NSA Core architecture is based on the virtual Evolved Packet Core (VEPC) solution from Ericsson, deployed

in an OpenStack infrastructure — Orange laaS.

The SA Core architecture uses the 5G SA Compact Mobility Unit (CMU) Core Network solution from Nokia,
which is running on a virtualized infrastructure in the Bucharest 5G Lab datacentre. It supports Virtualisation,

management and orchestration.

The 5G Labs edge computing ecosystem supports multiple types of applications, ranging from bare metal
solutions to virtualised or containerised variants, as showcased in Figure 17. The resulting modularised
services, flexible and adaptable, can leverage the configurable networking capabilities of the testbed, on the
fast deployment cycles, and dynamic services launched in the network. In this approach, the applications
functions may be instantiated, terminated, configured, scaled in/out and updated more rapidly compared to
traditional bare-metal implementations, to support the on-demand communication services instantiation,
including configuration of specific network slices to support the applications requirements.
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Figure 17. ORO Testbed: 5G Labs supported virtualisation layers

Development and deployment tools implemented in the 5G Labs testbed

OpenStack is the cloud operating system that controls large pools of compute, storage, and
networking resources throughout a datacenter, providing standard laa$S functionality, orchestration,
service management and user applications deployment, Cloud Infrastructure for Virtual Machines
and Containers.

Docker is the open platform for developing, shipping, and running applications, by separating the
applications from the infrastructure so the software can be quickly delivered; an application runs in
a loosely isolated environment called a container, for a fast-consistent app deployment.

Kubernetes is an open-source system for automating deployment, scaling and management of
containerised applications; Kubernetes is the cloud native applications orchestrator.

OSM is the open source ETSI NFV Management and Orchestration? (MANO) stack for E2E network
service orchestration for telco services; OSM key aspects are the Information Model aligned with
ETSI NFV SOL006, the unified Northbound interfaces (NBIs) based on SOL0O05%, Network Services
extension across multiple domains and Life Cycle Management of Network Slices;

CI/CD or Continuous Integration and Continuous Delivery is the framework for creating a build,
running automated software application tests, and extending the integrations to deploy all code
changes to a testing and production environment.

Prometheus is an open-source monitoring and alerting system that collects metrics as series data;
the data is stored on a single server node; the data collection is pulled/pushed and multiple modes
of graph are supported; the tool works well for machine centric monitoring or monitoring of highly
dynamic service-oriented architectures.

Grafana is an open-source multi-platform analytics and interactive visualisation web application,
allowing dynamic dashboard creation for centralised data analysis, visualisation and alerting.

12 See: https://www.etsi.org/technologies/nfv
13 See: https://www.etsi.org/deliver/etsi _gs/NFV-SOL/001 099/006/03.05.01 _60/qgs NFV-SOL006v030501p.pdf
14 See: https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001 099/005/03.05.01 60/gs nfv-sol005v030501p.pdf
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3.4.3.1 Monitoring

Another key component in 5G networks is represented by network and services monitoring capabilities, the
process of data collection of a variety of metrics, benefiting from different open software tools used for
monitoring (Prometheus and Grafana) and data presentation through dashboards. In general, the monitoring

stream is focused on three main areas:

e Infrastructure monitoring: collecting the data from the infrastructure components, e.g., UE, RAN,
CN, Transport, virtualized infrastructure, MEC.

e Network and service performance monitoring: evaluating network resources, service status, users.

e Devices monitoring: collecting data related to the traffic volumes specific to certain network slices,
as well as information related to the radio link quality.

In this approach, the 5G Labs testbed performs the monitoring process, for resources and elasticity profiling,
testing and services validation, gathering general information about network infrastructure, the 5G services
and the associated slicing parameters.

Within the 5G Labs ecosystem, the services are monitored since the deployment phase, the associated
metrics and KPIs being collected and further used for preventive activities, network control, quality
measurements, fault detections and E2E validation. The 5G Labs monitoring framework is highlighted in
Figure 18.
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Figure 18. ORO Testbed: 5G Labs monitoring framework

3.4.3.2 Security

ORQ’s 5G Labs testbed is built on top of an IP/MPLS transport network, consisting of access, aggregation and
Core Network layers, interconnected through high-speed links — 100Gbps broadband connectivity between
the network elements, QoS control and fast services delivery. The 5G Labs testbed focus is mainly the
integration and deployment of the 5G SA target architecture based on laaS/CaasS virtualisation solutions.

The 5G Labs testbed associated transport network architecture is split into three main components:
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e 5G transport network in the Bucharest testbed, deployed as a cluster of advanced network
equipment, mainly for the integration of the virtualised infrastructure, 5G gNBs and 5G Core
Network.

e 5@ transport network in the lasi testbed, deployed as an extension of the Bucharest IP network
infrastructure (LEAF) for the local UPF integration, gNB aggregation and direct connection to local
edge computing servers.

e E2E transport network service configuration agents used for manual configuration of the network,
dedicated traffic VPNs, QoS definition and service traffic KPIs assurance purposes.

This transport network was designed to fulfil the 5G transport requirements, based on the architecture
illustrated in Figure 19, with two main key objectives:

e To ensure the high transport capacity and QoS requirements associated with the specific network
service slices transported by the network.
e To provide dynamic, resilient and redundant transport paths.

The 5G Labs testbed transport network solution is using the IPFABRIC concept, using Border Gateway
Protocol (BGP) Ethernet Virtual Private Network (EVPN) for control plane and Virtual Extensible LAN (VXLAN)
for data plane encapsulation. The solution offers a lot of benefits compared to the legacy layer-oriented
datacentres using Core, Distribution and Access layers respectively.
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Figure 19. ORO Testbed: Transport Network Architecture

3.4.3.3 Remote access

ORO provides VPN SSL and/or VPN — IPSec remote access to the 5G Labs resources, on a project-based, per
tenant, monitored and secured sessions. There are typical processes in place for establishing connectivity.
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3.4.4 Key features and assets

The 5G Labs implement two different network slices based on 3GPP NSSAls parameters, providing eMBB with
throughput up to ~1.5Gbps for DL and ~150Mbps for UL and URLLC with a one-way delay of <4ms, the overall
slicing architecture being shown in Figure 20. At the RAN level, the slicing performance is ensured by
leveraging gNB-specific 5G Quality Indicators (5GQls) functionality for proper slice implementation (Uplink
Preallocation, SR Period Configuration). The two slices have different Data Network Names (DNNs),
“orange5glab” for the eMBB slice and “orangeurlic” for the URLLC slice.

S$ST=eMBB2
SST=uRLLC1

Enterprise
backend

Figure 20. ORO Testbed: 5G Labs slicing architecture

The 5G Labs infrastructure can interact with various third-party testbeds through a unified South-Bound
Interface (SBI) implemented through common APIs, while the translation between the specific interfaces
implemented by the testbed management, monitoring and orchestration platforms is handled through
testbed-specific plugins to be implemented by third-parties. Such plugins, when required, could implement
the translation between the messages, protocols and information models adopted in the testbed and the
common messages expected at the unified SBI of the 5G Labs unified platform. This approach enables the
seamless interoperability of the various third-party testbeds with the 5G Labs centralised platform.

In this approach, the features and capabilities offered by individual testbeds may be slightly different;
therefore, the set of functionalities supported by each testbed can be captured in the platform inventory, so
that the platform components will be able to adapt their behaviour and procedures accordingly.
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Figure 21. ORO Testbed: Interfacing between the 5G Labs Platform and 3rd party testbeds

5G network

Summarising the main functionalities exposed by the 5G Labs testbed and the corresponding abstract

interfaces:

Network slice management: for creation, selection and configuration of network slices in the 5G
infrastructure deployed in the testbed (Slice_conf interface);

Onboarding: deployment of 5G-enabled applications, VNF packages and network service descriptors
for vertical services through the orchestration platform connected to the edge/cloud computing
infrastructure of the testbed (Nfvo_cat interface);

Life cycle management: provisioning of network services for the instantiation of vertical services
composed by 5G-enabled applications (Nfvo_lcm interface);

e Monitoring: configuration (Mon_conf) and retrieval through a publish/subscribe mechanism
(Mon_pub) of monitoring data, for both service and infrastructure KPIs, including 5G network KPls
and metrics related to the consumption of computing resources.

3.4.5 Testbed Extensions from Open Call #1
INTENTIONAL (Nextworks)

INTENTIONAL - Intelligent ai-driveN inTENT interpretatlON for 6G operAtors and verticals provides an
infrastructure software extension to the 6G PATH ORO testbed to support intent-based interfaces for

experimenters implementing a multi-layer intent management framework for fulfilment and assurance of

service and network slice provisioning requests. Figure 22 shows the high-level system architecture of
INTENTIONAL (slightly updated from the architecture reported in the proposal), highlighting its main
functional elements and the standard APIs introduced to expose the new functionality for intent-based

service management and mediate the interaction with the other systems and software platforms deployed
in ORO testbed.
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Figure 22. INTENTIONAL High-level System Architecture

INTENTIONAL offers two interfaces for the declaration and request of service-level intents. The former is
based on the TMForum Service Intent Management APl (TMF921%%) and is implemented through a REST
server interfacing with the Intent Manager. The intent is specified through a standard data model compliant
with the TMF specification and it can be compiled by third-party systems. The latter exploits generative Al
and LLM techniques and offers a prompt to the user, enabling the declaration of intents in natural language.
This interface is offered by the Intent Interpreter. This module further facilitates intent declaration,
identifying automatically some elements to complement and enrich the description provided by the user,
considering the profile of the experimenter (e.g., associated use cases, test cases, quota profiles, devices...)
and the surrounding context (e.g., required coverage and device capabilities). Accordingly, the interpreter
produces a contextualised and personalised service intent, expressed in a machine-readable language and
following the TMF921 information model, which constitutes the input to the Intent Manager. The Intent
Manager processes the service intent, identifying application components and extracting the network intent
(related to the required connectivity), using a format compliant with 3GPP TS 28.312 specification®.

The Service and Network Intent Translators, operating on the two aspects of the intent, transform the high-
level intent into technical requirements related to characteristics and performances of application
components to deploy on the computing continuum and 5G/6G network slices create and/or configure in
the infrastructure. This translation is performed considering the vertical service and application templates
available in the Service Catalogue and the mobile network infrastructure deployed in the ORO testbed.

15 See: https://www.tmforum.org/resources/how-to-quide/tmf921a-intent-management-api-profile-v1-0-0/
16 See: https://portal.3gpp.orq/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3554

© 6G-PATH Page | 42


https://www.tmforum.org/resources/how-to-guide/tmf921a-intent-management-api-profile-v1-0-0/
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3554

. g
6G-PATH — Open Call #2 | Annex 1.1 — Technical Annex

6G-rPath

While in the proposal, the network infrastructure information was supposed to be gathered from a Network
Inventory, after a discussion with the ORO team, it has been decided to onboard the network details in an
internal database of the Network Intent Translator. As a consequence, the interaction with a legacy Network
Inventory is no more needed. Moreover, it should be noted that the Service Catalogue in the ORO testbed is
an integrated module of the Service Orchestration component, even if providing its own APlIs.

3.4.6 Targeted use cases
e All verticals are accepted.

e All use case topics are accepted. Testbed prefers use cases targeting XR/VR content development
and integration into Education platforms.
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3.5 OTE

3.5.1 Introduction

OTE testbed is located in Maroussi-Athens Greece. It is managed by the Core network testing Laboratory of
OTE and includes a 5G SA network and cloud infrastructure. The transport network and network elements
used, such as servers and switches, are located in the same premises as the packet core and the RAN. OTE
switches are interconnected to the OTE IP Core, using a 10 Gbps capacity line, allowing public internet access
and remote connectivity.

3.5.2 Infrastructure

The basic architecture designed for the OTE testbed consists of four main components: 5GC, RAN, Cloud
Infrastructure and Slice Manager. Figure 23 presents an overview of the end-to-end network infrastructure.
The testbed allows internet access and supports secure VPN connectivity for developers to access cloud
infrastructure and install applications and services.

5GC Orchestrator
cp
UbDM ’ AUSF
Decision
adaptor Making
Slice Performance
SME } hE Manager Monitoring i
I LI )
i 5G RAN
|
| ()
UPF —_—

up

Figure 23. OTE Testbed: Overview of testbed architecture

In the current deployment, the radio access network covers an indoor area of 300 m2. NR (New Radio)
technology is integrated with the SA Rel. 167 architecture. NR is expected to improve the network’s
flexibility, support its high performance, and efficiently use the available spectrum. Massive MIMO increases
coverage and capacity while beamforming is also adopted.

The 5G SA Core network architecture is cloud-native and based on containers and service-based architecture
(SBA). Thus, the functionalities are handled by a set of Containerised Network Functions (CNFs) that can
access each other's services. This approach allows the quick launch of new services and offers enhanced
adaptability. It also provides flexibility in deployment by separating the User Plane (UP) functions from the
Control Plane (CP), offering the choice of either a centralised approach or a distributed one regarding the
user plane traffic, thus enabling Edge Computing. A new important feature in 5G is network slicing, which
establishes independent traffic flows with different Quality of Service (QoS) conditions.

17 See: https://www.3gpp.org/specifications-technologies/releases/release-16
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3.5.3 Services
3.5.3.1 Virtualisation, management and orchestration

The OTE testbed includes an orchestrator mainly to support slice management as presented in Figure 23.

3.5.3.2 Monitoring

The OTE testbeds integrate case-specific monitoring tools. For the use case CITIES-2-Automated Logistics, the
VIAVI NITRO software platform?®® will be used. The application and the software probe, integrating the
monitoring solution, will be installed on VMs (Fusion Controller, Fusion ESAM?® to manage Smart SFPs: JMEPs,
Fusion Analytics, software probe vPMA for TWAMP initiation). Hardware probes and JMEP Smart SFP will
also be installed in various network parts.

A KAFKA interface® will be activated to transfer measurement data to the ELCM.

The application GUI specifies the measurement scenarios, runs them, and gets results. The output obtained
is the network performance measurements. The commercial VIAVI NITRO SW platform?? (FUSION
application) is used.

The monitoring system comprises hardware and software probes that gather measurement data and a
central application that collects and presents the data.
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Figure 24. Monitoring application dashboard

18 See: https://www.viavisolutions.com/en-us/solutions/nitro

19 See: https://yformer.qithub.io/efficient-sam/

20 See: https://kafka.apache.org/

21 The VIAVI Network Integrated Test, Real-time analytics and Optimisation (NITRO) solution is the first real-time intelligence
platform that connects testing and service activation data from instruments with software-based planning, provisioning, assurance
and optimisation probes and applications, working seamlessly across mobile, fibre, cable, cloud and enterprise networks. For
further information also see: https://www.viavisolutions.com/en-us/solutions/nitro
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3.5.3.3 Security

To use the network services, UEs must follow the registration process defined by 5G technology. At the same
time, developers are not allowed access, as this is a closed network that only authorised network engineers
have access to. Developers can access the cloud infrastructure to install applications that will be exploited by
the use cases only by using a VPN account, the credentials of which are created and provided by OTE.

3.5.3.4 Remote access

Remote access is supported by using a VPN account or setting IPsec tunnel.

3.5.4 Key features and assets

Technologies that are supported by NR allow RAN to use new bands and increased bandwidth which allows
the future expansion. At the same time, massive MIMO will improve the throughput while beamforming,
apart from achieving higher throughput, will increase coverage. Multi-Services transmission could be
supported, as well as end-to-end slicing.

The design of the packet core supports capabilities that increase flexibility and virtualisation, such as slice
selection and Virtual Network Functions.

Finally, a monitoring system that is installed collects data using an automated process which runs 24x7, with
1min monitoring granularity and 10 ms sampling granularity. Thresholds can be set to allow for cockpit view
of KPls, in accordance to the designated performance targets. KPI metrics measured are latency, packet loss,
packet delay, frame loss and traffic throughput.

3.5.5 Testbed Extensions from Open Call #1

CITYSENS (Institute of Accelerating Systems and Applications)

CITYSENS project will develop tools useful for management of end-to-end network slices. The tool's capability
to collect network KPlI measurements will be an important addition to the testbed. The existing slicing

mechanism has been designed to leverage real-time network performance data, enabling automated slice
switching. Therefore, CITYSENS will offer a valuable extension to the current implementation.

TERANTIEC (Universitat Politéecnica de Catalunya)

Multi-Access Edge Computing (MEC) is a network architecture feature that is not currently implemented in
the testbed. TERANTIEC will enable MEC integration, enhancing existing services and improving performance,
especially for applications that require low latency-targeted use cases.

e Smart city vertical use cases are the target of this testbed.

e The targeted use cases should pertain to both logistics and the development of advanced robotic
systems for Industry 5.0 applications and services. More specifically:

® Applications installed on robotic systems for real-time data processing at the edge or user
equipment.

® Optimisation mechanisms and techniques for improving production processes.

© 6G-PATH Page | 46



G
6G-PATH — Open Call #2 | Annex 1.1 — Technical Annex )

6G-rPath

3.6 UMA

3.6.1 Introduction

Victoria Network is the testbed operated by UMA. This testbed includes a wide variety of mobile networks
and other technologies deployed in different physical locations in Mdlaga, Spain, but with a centralised
control hub in the Ada Byron building on the University of Malaga (UMA) campus. Victoria Network is a multi-
vendor testbed that integrates commercial 5G solutions from Nokia and more experimental solutions from
providers such as IS-Wireless.

3.6.2 Infrastructure

The Madlaga platform, represented by Victoria Network, includes several 5G deployments at different
locations: the University of Malaga, the Malaga city centre, the Malaga TechPark, and the experimental farm
“La Mayora” in Algarrobo. This project will focus on demonstrations and trials at the University Campus and
at the experimental farm La Mayora. The 5G private network at the campus of the University of Malaga
serves as the central location, offering both outdoor and indoor 5G radio deployments based on Nokia radio
equipment operating on FR1. Outdoor coverage is achieved through four microcells in band B7 (eNodeBs),
four microcells in band n78 (gNodeBs). Indoor deployment provides coverage with two FR1 picocells in band
n78. Figure 10 shows the 5G deployment in the Ada Byron building (University Campus).

In the experimental farm “La Mayora”, two 5G sites provide coverage in different areas of the experimental
farm. Figure 25 provides a high-level overview of the two sites. In site 1, a microcell in band 70 TDD 3700
(3300 — 4200 MHz) with a channel bandwidth of 100 MHz and a macro cell in band 40 TDD 2300 (2300 — 2400
MHz) with a channel bandwidth of 20 MHz are available. In site 2, there is a macro cell in band 40 with 20
MHz of channel bandwidth.

5G SA FR1 5G SA FR1 5G SA FR1 Main data FG 28k
Nokia center
Airscale
Micro RRH 5G SA FR1
[ N78 40 W
l 5G SA FR1 ‘ Indoor Picocell

Band n78

| edge |

Nokia -
Airscale BPU Nokia
Micro RRH Airscale BTS
B720W

5G SA FR1

Figure 25. UMA Testbed: 5G Private Network at the University Campus (Malaga)
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Figure 26. UMA Testbed: 5G Private Network at the experimental station "La Mayora" (Algarrobo)

UMA'’s testbed is endowed with the HPE Aruba Networking Private 5G Core Network (HPE 5GC) at the two
5G private deployments described. The 5GC is the 5G network component that manages functionalities like
authentication, control signalling, Quality of Service (QoS) policies, mobility, and data traffic forwarding
between the base station and the networks external to the 5G system.

The HPE 5GC is a fully virtualised solution, compliant with 3GPP and ETSI standards, flexible and adaptable
for a large variety of verticals and use cases. It includes the following Network Functions (NFs): The Access
and mobility management function (AMF), the Session Management Functions (SMF), the User Plane
Function (UPF), the Unified Data Management (UDM), the Authentication Server Function (AUSF), the Unified
Data Repository (UDR), the Policy Control Function (PCF), and the Network Repository Function (NRF). In
addition, the HPE 5GC is endowed with an Equipment Identity Register (EIR), which provides a mechanism to
restrict malicious user terminals in a mobile network.

3.6.3 Services
3.6.3.1 Virtualisation, management and orchestration

OpenNebula is the private cloud manager used for the management of the micro data centres available in
the testbed. Two data centres are available in the testbed for the deployment of the services. One is located
in the Ada Byron building and the other is located at the Experimental Station “La Mayora”. The main
characteristics of these data centres are the following:

UMA data centre
e Computing: 11 Hosts
e Storage: 12 TB CEPH Storage

e Networking: 1Gb to the Internet. 10Gb and 40Gb Internally (Management, Service, Storage)
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La Mayora data centre
e Computing: 2 hosts
e Storage: 8TBManaged by OpenNebula + 6G-Sandbox platform deployed to create Trial Networks
e Networking: 10Gb and 40Gb Internally (Management, Service, Storage).

OpenNebula?? provides multi-hypervisor support, including KVM, VMware vCenter, and LXD containers,
allowing users to choose the one that best suits their needs. OneKE (OpenNebula Kubernetes Engine?3) is an
enterprise-grade tool, based on Rancher Kubernetes Engine?* (RKE), used to deploy and manage production-
grade Kubernetes clusters in the Malaga platform.

3.6.3.2 Monitoring

UMA has developed monitoring agents for Android devices, managed through Test Automation Platform
(TAP) plugins. TAP, a software solution by Keysight Technologies?, is designed to automate testing processes
and is part of Keysight’s comprehensive suite of tools for electronic testing. This platform supports various
testing needs, from basic device functionality checks to complex system validations and certifications.

e The Iperf Agent for Android is based on Iperf, a network testing tool that measures the bandwidth
between two hosts over a network. In the context of Android, an Iperf agent is an app running on an
Android device that acts as either the client or server in network performance tests. This tool is
helpful for evaluating the performance of network infrastructures as experienced by the device.

e Ping Agent for Android is implemented based on ping, a specialised tool designed to monitor and
analyse network connectivity and performance. This tool typically sends ICMP (Internet Control
Message Protocol) echo requests to specified network hosts (such as servers or other devices) and
measures the response time. The primary use of a Ping Agent is to assess network latency and the
presence of packet loss, which are critical factors in network troubleshooting and performance
evaluation.

e The resource monitoring agent for Android is a tool for monitoring resources in Android devices,
such as radio resources, CPU, memory, and battery.

e Prometheus is used for the monitoring of the usage of the virtual infrastructure and for the 5GC.

e Nemo Handy drive test tool from Keysight is used for the collection of radio performance parameters
the UE side.

e Nemo Cloud is a centralised, web-based service for remote control and management of
measurement fleets.

22 See: https://opennebula.io/

23 See: https.//opennebula.io/project/kubernetes/

24 See: https://rke.docs.rancher.com/

25 See: https://www.keysight.com/us/en/assets/7018-05992/course-overviews/5992-2702.pdf
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3.6.3.3 Security

In the HPE 5GC, Transport Layer Security (TLS) certificates protect access to all exposed APIs from
unauthorised entities and prevent data breaches. TLS is a cryptographic protocol that allows server
identification and authorisation. It guarantees that API calls are transferred to the intended recipient while
impeding data interception.

Regarding the virtualisation platform Security Capabilities, OpenNebula implements several security
characteristics to ensure the protection and integrity of cloud environments. The key security features are as
follows:

Authentication and Authorisation:

e Role-Based Access Control (RBAC): Provides fine-grained control over user permissions, ensuring that
only authorized users can access specific resources and perform certain actions.

e Two-Factor Authentication (2FA): Enhances user authentication by requiring an additional
verification step.

Network Security:

e Isolated Virtual Networks: Ensures that virtual networks are isolated from each other to prevent
unauthorised access and data leakage.

e Firewall Rules: Allows administrators to define and enforce firewall rules to control inbound and
outbound traffic to virtual machines.

Data Security:

e Encryption: Supports data encryption at rest and in transit, protecting sensitive information from
unauthorised access.

e Secure Image Management: Ensures VM disk images are stored and transferred securely.

Compliance and Auditing:

e GDPR Compliance: Designed with features that help organisations comply with GDPR and other data
protection regulations.

e Audit Logging: Keeps detailed logs of user activities and system events for auditing and compliance
purposes.

Infrastructure Security:

e Secure Architecture: Follows best practices for securing the infrastructure, including minimizing the
attack surface and hardening components.

e VM Isolation: Ensures that virtual machines are isolated from each other to prevent lateral
movement of threats.

API Security:

e APl Access Control: Enforces strict access control policies for APl usage to ensure that only
authenticated and authorised requests are processed.

e Rate Limiting and Throttling: Protects APIs from abuse and denial-of-service attacks by limiting the
number of requests that can be made in a given period.
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3.6.3.4 Remote access

VPN access via OpenVPN server.

3.6.4 Key features and assets

The key features and assets of the UMA Testbed are:

e OpenNebula: is an open-source platform designed for building and managing private, public, and
hybrid cloud infrastructures. It serves as a lightweight and flexible cloud orchestration tool, offering
Infrastructure-as-a-Service (laaS) by orchestrating compute, storage, and network resources across
virtualized data centres.

e Kubernetes: An open-source orchestration platform for managing containerised applications. It
offers features such as storage orchestration, self-healing capabilities, horizontal scaling, and batch
execution. Kubernetes is designed to accommodate extensions without altering its source code.

e Prometheus: An open-source monitoring and alerting system that collects and stores metrics as
time-series data. It features a flexible query language for a multi-dimensional data model, supports
data collection via a pull model over HTTP, and does not rely on distributed storage.

e Grafana: An open-source monitoring platform that allows users to query, visualise, and configure
alerts for metrics, independent of their storage location. It enables the creation of dynamic and
reusable dashboards.

e OpenTAP: is an open-source test automation framework designed to help engineers and developers
build scalable and flexible test systems for a wide range of applications, especially in electronics and
communications testing. It was originally developed by Keysight Technologies and released as open
source to foster a broader community and ecosystem.

3.6.5 Testbed Extensions from Open Call #1

6GAnywhere (University of Navarra)

The 6GAnywhere extension includes the deployment of an open RAN solution based on srsRAN+Ettus B210.
StarLink connection is used as the backhaul for the RAN to connect to the 5G core network. The deployment
includes renewable energy solutions for both the StarLink+RAN station and CPE. Considering the latency of
LEO satellites, this extension will focus on 5G sensoring.

PITANCE (Cubic Fort Consultores SL and Juno Smart Digital Solutions SL)

The PITANCE extension consists of the integration of autonomous drones for Pitahaya pollination. The key
features provided by this extension are the following:

e Advanced Imaging Solutions: Providing detailed plant analysis to improve the accuracy of flower
detection and pollination.

e Autonomous Drone Group Management and Self-Organisation: Enabling dynamic task allocation,
flight path optimisation, and collaborative decision-making across drone fleets.

e 5G Connectivity: Facilitating low-latency, high-bandwidth communication for real-time drone
coordination and monitoring.
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e Al-as-a-Service Platforms: Offering scalable computing resources for complex image analysis and
decision-making processes, including group coordination algorithms.

e Edge Computing: Processing data locally on drones and at the testbed's edge servers to ensure
immediate responses and reduced latency.

e Remote Monitoring and Diagnostics: Leveraging the UMA testbed’s diagnostic tools to monitor drone
performance, network reliability, and overall system health.

AgriNEXT (Xilbi Sistemas de Informacion SL)

The AgriNEXT extension introduces innovative, edge-powered solutions for precision agriculture that
optimize resource use and improve operational efficiency. At the core of AgriNEXT is the integration of
advanced 2D and 3D digital twin models, providing a dynamic, virtual representation of the farm
environment.

3.6.6 Targeted use cases

The UMA testbed is targeting use cases that include one or more of the following topics:

Al analysis of crops, insects, pests and diseases.

5G-NTN use cases

e Power consumption tracking in gNodeB and CPEs.

5G location features.

ISAC technology for persons and animals detections in the field.
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3.7 UWS

3.7.1 Introduction

The UWS (ASTON) Testbed is located in Aston University, Birmingham, England, United Kingdom. The testbed
is managed and operated by the ASTON team.

3.7.2 Infrastructure

Figure 27 shows the topology for the UWS (ASTON) infrastructure, consisting of several layers, including
cloud-managed infrastructure (edge and core), Transport, Management and control, and Interdomain
(Access layer) for Internet access outside the university. It is noted that edge nodes are deployed in the
infrastructure, which will be further developed to support the demanding XR application in this use case. RAN
capabilities are subject to upgrading to offer more reliable and capable performance in line with beyond 5G
(towards 6G) expectations.
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Figure 27. UWS (ASTON) Testbed: Overview of infrastructure

The testbed comprises two distinct sets of machines: those dedicated to managing the infrastructure and
those used for managing the infrastructure itself. Two different 5G software are installed: “Open Air Interface
4G RAN” and “Open Air Interface 5G RAN”, with versions 2023.w42 and 2023.w42, respectively. Only one
can be instantiated at a given time, so 4G or 5G networks can run simultaneously.

In one of the “Core” machines, there are four VM machines:

e 1VM for the complete 4G Core, using the OpenAir-CN version develop branch.

e 1VM for the complete 5G Core, using OpenAir-CN version v1.4.0.

e 1 VM for the exposition of RAN network slicing capabilities in 4G networks, using the FlexRAN
version?® developed.

e 1 VM for the exposition of RAN network slicing capabilities in 5G networks, using FlexRIC version
8534bcbb.

26 See: https://www.intel.com/content/www/us/en/developer/topic-technology/edge-5q/tools/flexran.html
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When both the Linux Container (LXC) 5G RAN and Kernel-based Virtual Machine (KVM) VM 5G Core are fully
operational, the complete 5G infrastructure becomes available. The setup includes prepopulated
cryptographic information within five Subscriber Identity Module (SIM) cards located on our premises for
both 4G and 5G Core networks.

The infrastructure is further supported by two UE devices:
e 1 UE: OPPO RENO6 5G
e 1 UE: OnePlus 8T

These mobile phones are connected to the Ettus Universal Software Radio Peripheral (USRP) B210 when the
RAN and CORE are linked. They receive the necessary configuration to access both any VM deployed within
our infrastructure and the Internet.

All machines in the setup are Dell T5810 models, each equipped with 12 cores (24 hyper-threaded), 2 TB HDD
(Hard Disk Drive), and 32 GB of RAM (Random Access Memory).

There are five physical machines designated as Compute (Nova) nodes for deploying services within the
infrastructure. Four of these machines use KVM as the hypervisor, while the fifth employs LXC as the
hypervisor.

The LXC physical machine is logically assigned to the zone labelled "Edge 1". Another physical machine
running KVM is assigned to the zone "Edge 2", and the remaining three machines are assigned to the "Core"
zone. These zone assignments are configurable and can be adjusted as needed.

Two machines in the "Core" zone and the machine in the "Edge 2" zone are currently free and available for
service deployment.

The LXC Compute machine is connected to an Ettus USRP B210 Software Defined Network Radio Interface
via USB (Universal Serial Bus). A live-detection and attachment system for the USB has been built and
deployed at our premises to enable USB passthrough to the LXC containers.

All machines are interconnected using a 10 Gb network, serving as the data plane.

3.7.3 Services

Figure 28 shows the services offered in the testbed. The system comprises three physical management
machines: "Controller," "David," and "Goliah."

e Controller: This machine operates exclusively as a virtualisation layer using KVM, facilitating the
creation of multiple virtual machines for management purposes. It hosts four distinct virtual
machines:

o Maas Controller VM: Equipped with Ubuntu Metal-as-a-Service (MAAS) version 2.9.3 and its
MAAS client. This VM manages the physical infrastructure.

o Juju Controller VM: This VM runs Ubuntu Juju Controller version 2.9.43 and manages the
services within the infrastructure.

o 6G-PATH Advanced Services: This VM contains all components necessary to deliver the
advanced features available in 6G-PATH.

© 6G-PATH Page | 54



G
6G-PATH — Open Call #2 | Annex 1.1 — Technical Annex )

6G-rPath

o 6G-PATH Controller: This VM hosts the components required for the 6G-PATH dashboard
and provides access to the testbed.

e David and Goliah: These machines are configured with all necessary services for operating a high-
availability OpenStack infrastructure (Wallaby 5.6.0 release?’). They support advanced capabilities
such as OVN networking, Vault for encryption of the management plane and high availability with
RabbitMQ?® and MySQL% quorums. Services on these machines are deployed in LXC containers,
ensuring a microservice architecture where each container is isolated and dedicated to a single

function.
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Figure 28. UWS (ASTON) Testbed: Overview of services

3.7.3.1 Virtualisation, management and orchestration

Primarily, VMs are used in the testbed for hosting services. OpenStack manages those VMs and new VMs can
be created on demand to host additional services.

3.7.3.2 Monitoring

The customised monitoring platform has been deployed to collect metrics related to devices, network ports,
services, and network flows.

3.7.3.3 Security

For enhanced security, the entire testbed is protected behind a Virtual Private Network (VPN). Authorisation
and protection mechanisms are in place to enable authorised remote access while blocking any attempt to
get into the infrastructure from non-authorised users.

3.7.3.4 Remote access

Key services are made accessible through VPN capabilities using WireGuard.

27 See: https://docs.openstack.org/releasenotes/python-openstackclient/wallaby.htm!
28 See: https://www.rabbitmg.com/
29 See: https://dev.mysql.com/blog-archive/mysql-innodb-cluster-setting-up-a-real-world-cluster/
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3.7.4 Key features and assets

The testbed has the following key features:

e Metal-as-a-Service, managing physical machines in a cloud-style environment. This feature is well-
suited for vertical applications that may require access to bare-metal hardware resources, e.g.,
businesses leveraging high-performance computing, data analytics, and Al training.

e OpenStack, a widely deployed open-source cloud operating system, managing virtual infrastructure
including pools of compute, storage, and networking resources through APIs or a dashboard.

e Juju, an open-source orchestrator that enables scalable deployment, integration and lifecycle
management of applications using charms.

e Advanced network and application monitoring capabilities at various levels, including devices, device
ports, and application flows.

e Initial prototype of advanced end-to-end network slicing, offering fine-grained data plane traffic
classification and prioritisation across edge, transport and core networks.

e Open Air Interface with FlexRIC RAN slicing support, compliant with O-RAN approach.

3.7.5 Testbed Extensions from Open Call #1
6G-RESCUE (Newcastle University)

6G is expected to bring transformative improvements, significantly benefiting Edge MLOps (Edge Machine
Learning Operations) for always-on battery-powered edge devices by enhancing customised hardware
awareness, model deployment, real-time data processing, and distributed machine learning workflows. The
project provides a software extension to the 6G for edge ML models training, management and deployment,
which will be validated in a smart robot use case scenario that extensively leverages 6G functionalities.

e Improved capabilities of end-to-end network slicing.

e Integration with 6G-PATH experimentation facilities underway.

3.7.6 Targeted use cases

e All verticals are accepted

e All use case topics are accepted. Testbed prefers use cases targeting one or more of the following
topics:

o eHealth and medical applications enhancing communication, diagnostics, and care delivery
through advanced networking;

o Assisted living and remote healthcare support for vulnerable or ageing populations using sensing
and connectivity solutions;

o Edge Al use cases improving service quality and user experience through edge-cloud continuum
orchestration;

o Intelligent robotics and human-robot collaboration for smart manufacturing, agriculture, and
other industrial domains;

o Swarm robotics leveraging B5G/6G for coordinated, distributed intelligence in dynamic
environments.
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3.8 Track A —6G-PathToVLC

3.8.1 Introduction

The 6G-PathToVLC testbed, managed by UPV and supported by Fivecomm, is a versatile research
environment located in Valencia, Spain. The self-managed 5G private network is comprised of two nodes. On
the one hand, the outdoor smart city node, covering most of the campus, and on the other hand, the indoor
education node located in the Immersive Communications lab https.//iteratecenter.webs.upv.es/en/ .

3.8.2 Infrastructure

The infrastructure of the 6G-PathToVLC testbed, designed and deployed by UPV in collaboration with
Fivecomm, spans both outdoor and indoor environments. It is structured to serve the needs of two critical
verticals: smart cities and immersive education. It provides a complete, real-world testing ground that
supports the integration of future-oriented network capabilities while ensuring compliance with the broader
6G-PATH architecture. Figure 29 shows a high-level overview of the testbed.
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Figure 29. 6G-PathToVLC Testbed

The testbed comprises two physical nodes. The first is an outdoor “Smart city” node, deployed throughout
UPV’s campus, which acts as a living laboratory for smart city experimentation. This campus, hosting over
30,000 users, is a dynamic environment that closely resembles a real urban deployment, capable of
integrating a variety of sensors and unmanned vehicles. The outdoor node features two radio sites operating
in 3GPP n40 (20 MHz) and n258 (800 MHz) bands. A diverse set of 5G terminals provided by Fivecomm are
available for connecting to these radios, including both broadband modems compliant with 3GPP Release 16
and Reduced Capability (RedCap) devices aligned with Release 173°. RedCap devices, in particular, have been
integrated into the infrastructure to support the evaluation of low-complexity, low-power use cases. They
can be integrated into the available weather stations, radar systems and unmanned vehicles, such as the
Robotnik Summit3! and Unitree Go23?, equipped with LiDAR and cameras.

30 See: https://www.3gpp.org/specifications-technologies/releases/release-17
31 See: https://robotnik.eu/products/mobile-robots/rb-summit/
32 See: https://www.unitree.com/qo2
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The second node is an indoor “Education” node located within UPV’s Immersive Communications Laboratory.
This facility houses two pico-antennas operating in the n78 band (100 MHz), designed to support immersive
applications that require high bandwidth and low latency, such as virtual and augmented reality, volumetric
video, and haptic interaction. The indoor node benefits from a specialised array of immersive hardware, such
as volumetric and 3602 video capture systems, LED-based chroma studios, and holographic rendering units.
XR applications are supported by head-mounted displays featuring real-time passthrough capabilities, while
kinaesthetic interaction is enabled via haptic gloves and vests. In addition, the lab integrates indoor robotic
platforms such as the UR5e manipulator and the Robotnik Theron autonomous vehicle3.

Both nodes are connected to the same 5G core network. The list of available cores includes commercial and
open-source cores—namely Open5GS, Cumucore, Athonet, and Open5GCore—each capable of supporting
service-based architecture and slicing functions. The Open5GS is the preferred solution, where seven User
Plane Functions (UPFs) are deployed and associated with specific Data Network Names (DNNs). Slicing
capabilities have been validated not only in the downlink but also in the uplink direction.

For computing tasks, the infrastructure relies on both an edge computing central site (HPE ProLiant servers
and Open Edge Airframe hardware) and a self-managed edge-cloud platform based on AWS Outposts, which
brings cloud-native compute and storage capabilities directly to the local premises.

To complement the physical and virtual infrastructure, the testbed incorporates a robust APl exposure
framework, which plays a key role in enabling programmability, automation, and third-party integration. The
infrastructure supports Networkas-Code (NaC), allowing network functionalities to be exposed and
manipulated via standardised APls. This facilitates dynamic resource allocation, slice instantiation, and
service customization by external applications. The deployment is also aligned with OpenCAPIF to ensure
interoperability between API producers and consumers in a secure and controlled manner. Additionally, the
testbed includes OpenSlice, an open-source orchestration layer that provides TMForum-compliant service
management APls and supports the onboarding of services, management of network slices, and coordination
across multiple domains.

Together, these equipment and these interfaces allow developers and experimenters to interact with the
infrastructure in a modular and programmable way, facilitating the validation of vertical-specific applications
within the OC2 scope.

3.8.3 Services
3.8.3.1 Virtualisation, management and orchestration

The infrastructure supports the deployment of customisable virtual machines (VMs) and containerised
workloads at both the edge and core levels. These compute instances can be instantiated dynamically on
UPV’s AWS Outposts platform or its on-premises virtualization clusters. External users can deploy their
service components while operating within isolated and dedicated execution environments, without
interfering with other concurrent trials. The virtualisation layer also extends to the radio and transport
domains through the use of network slicing. Experimenters can request isolated logical networks, allowing
full end-to-end service separation. These slices can be tailored to emulate different network conditions, such
as varying bandwidth, latency, and priority levels, replicating diverse vertical-specific scenarios. The following
figure represents the slicing architecture built over Open5GS.

33 See: https://robotnik.eu/products/mobile-robots/rb-theron/
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Figure 30. 6G-PathToVLC Testbed: UPV network slicing architecture

Regarding the management and orchestration services, they are designed to support the full lifecycle of
experimental deployments, thanks to the deployment of the Experiment Lifecycle Manager (ELCM), which
enables automated control over infrastructure resources and ensures integration with the 6G-PATH
ecosystem.

Beyond lifecycle control, the testbed incorporates essential programmability and exposure mechanisms
through the adoption of Networkas-Code (NaC) and the Common APl Framework (CAPIF). These features
enable third-party developers and vertical actors to access and manipulate network capabilities — such as
slice creation, service instantiation, or telemetry collection — through secure and standardised APIs. NaC
simplifies infrastructure management by abstracting complex networking functions into programmable
interfaces, while CAPIF ensures compliant and secure APl exchanges between service producers and
consumers.

To further enhance orchestration capabilities, the testbed integrates OpenSlice, an open-source service
orchestration platform that provides TMForum-compliant APIs for catalogue-driven service deployment,
resource allocation, and operation tracking. OpenSlice interacts with both the infrastructure layer and the
higher-level exposure interfaces, allowing fine-grained control over testbed resources and their
configuration.

As an academic institution, UPV also benefits from direct connectivity to the GEANT pan-European research
network34, enabling multi-site orchestration and experimentation across academic nodes within the 6G-PATH
federation. The GEANT connection supports cross-site use cases involving distributed deployments,
federated services, or collaborative trials spanning different national infrastructures.

3.8.3.2 Monitoring

The monitoring framework is designed to support both real-time feedback and historical data analysis,
ensuring that technical and application-level KPIs can be accurately captured, visualised, and assessed during
all experimentation phases. The core of the monitoring system relies on a centralised Grafana dashboard,
which visualises data collected from the entire infrastructure. Metrics are ingested into a time-series InfluxDB
database using Telegraf agents deployed across RAN nodes, core functions, edge servers, and connected
devices. Where direct agent deployment is not feasible — such as with some RAN components — custom
scripts are used to periodically extract and forward performance data.

The 6G-PathToVLC testbed also integrates network and energy monitoring tools, extending beyond
traditional traffic and latency measurements. Outdoor sensors—including a dedicated weather station—

34 See: https://network.geant.org/european/
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provide climate data that can be correlated with energy consumption, especially in the context of renewable
energy usage. These environmental insights are valuable for smart city use cases and energy-efficiency
experiments, where dynamic adaptation of services based on ambient conditions may be desirable. In
addition, Fivecomm’s 5G modems are equipped with network performance monitoring tools such as
ModemManager? or OpenWrt36,

3.8.3.3 Security

As part of multiple Stream D projects, the testbed adheres to the security provisions defined in Article 170.1
of Council Regulation (EU) 2021/20853%, which governs the operation of Joint Undertakings under the Horizon
Europe (HE) framework. These provisions define the necessary safeguards and procedures to ensure that
test infrastructures handling pre-commercial or critical technologies do not introduce undue risks to the
European innovation ecosystem.

In this context, two typical risk scenarios are considered. The first involves test infrastructures that are
connected to operational networks or share resources with them, which may trigger cybersecurity concerns
under the EU 5G Cybersecurity Toolbox. The second scenario involves large-scale standalone infrastructures
that use close-to-commercial equipment, where potential interactions with equipment from third-country
entities—especially through vertical industry partners—could result in unintended exposure of sensitive
project outcomes or vulnerabilities in the supply chain.

Role-based access control remains enforced at the orchestration and API layers, ensuring logical isolation of
testbed users. Network slices are implemented with VLAN segregation and individual user-plane
configurations, while control and management planes are isolated from data flows. Where remote access is
required, encrypted tunnels and authentication gateways are employed to protect credentials and
communication endpoints.

3.8.3.4 Remote Access

The testbed supports a wide range of experimentation scenarios for participants who cannot be physically
present. At the heart of this remote-access capability lies the Immersive Communications Laboratory, whose
immersive equipment is accessible remotely via VPN tunnels or specialised software tools such as AnyDesk.
These tools allow experimenters to control devices, launch applications, and capture data from a distance.
In cases where direct remote operation is not feasible—due to physical constraints or safety concerns—UPV
lab personnel facilitate collaboration through scheduled remote sessions, ensuring that external partners can
still interact with and benefit from the equipment through guided support. The lab also includes portable
and modular setups, along with software development kits (SDKs) and exposed APls, which can be deployed
or integrated into third-party environments.

35 See: https.//modemmanager.orq/
36 See: https://openwrt.org/
37 See: https://eur-lex.europa.eu/eli/req/2021/2085/oj/eng
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3.8.4 Key features and assets

The 6G-PathToVLC testbed main characteristic is its self-operated private 5G network including two nodes:
an outdoor node for smart city use cases and an indoor node for immersive education applications. Follows
a summary of the key features of the testbed:

e Dual-node testbed with outdoor smart city and indoor immersive education environments.

e SA connectivity: outdoor n40 (20 MHz) and n258 (800 MHz), indoor n78 (100 MHz). Native support
for 3GPP Rel-17 RedCap devices.

e Multiple 5G cores: Open5GS, Cumucore, Athonet, and Open5GCore. Open5Gs configured with 7
UPFs linked to DNN-based slicing.

e E2E slicing validated in both downlink and uplink.

e HPE ProlLiant and Open Edge Airframe servers for on-premises processing, with AWS Outposts
providing edge cloud compute.

e Network-as-Code (NaC), Common APl Framework (CAPIF), OpenSlice for TMForum-compliant service
orchestration and exposure.

In terms of equipment, it is different for each node. In the outdoor smart city node, the available equipment
includes: (i) Weather stations capable of capturing environmental parameters that can be correlated with
network or energy consumption metrics; (ii) 5G radars that serve as intelligent sensing units for object
detection and tracking; (iii) Unmanned vehicles such as Robotnik Summit XL and Unitree Go2, both equipped
with LiDAR and cameras.

In the indoor education node, the available equipment in the Immersive Laboratory includes: (i) Brainstorm
Multimedia chromas and LEDWall equipped with specific processing hardware and software, allowing for
subject insertion in immersive virtual sets with great realism; (ii) Head Mounted Displays (HMDs) for XR
applications that combine virtual environments with real-life video via pass-through cameras (e.g.
MetaQuest Pro); (iii) Evercoast volumetric video capture setup to create real-life 3D models of subjects; (iv)
YBVR 3602 video capture setup for immersive media experiences; (v) haptic gloves (e.g. bHaptics TactGlove)
and suits (e.g. bHaptics TactSuit X40, OWO Vest); (vi) Robotic platforms such as Universal Robots UR5e and
Robotnik Theron; (vii) immersive cockpits for teleoperation of outdoor robots; and (viii) holographic
rendering units capable of displaying three-dimensional content in real-time.

The following picture overviews the equipment available in the indoor node, as well as the velodrome that
is part of the outdoor node.
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Figure 31. 6G-PathToVLC Testbed: Immersive Laboratory equipment

3.8.5 Targeted Use Cases

e Education and Smart City verticals are accepted (at least one use case per vertical).

3
6G-rPath

e All use case topics are accepted. Testbed prefers use cases targeting one or more of the following

topics:
o Robotic platforms to perform remote inspection and surveillance.
o Autonomous or Teleoperated Robots for Monitoring.
o Digital Twin Integrations (e.g., weather stations, radar systems, mobile robots).
o Urban Mobility and Critical Infrastructure Supervision.
o Immersive and Augmented Learning Experiences.
o  Hybrid Classroom Models.
o Holographic Presence for Remote Teaching.
o  Volumetric Capture and XR Tools.
© 6G-PATH
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3.9 Track A - 6G-INCOGNICO

3.9.1 Introduction

The well established ATH/ISI Testbed, located in Patras, Greece, is managed by the Industrial Systems
Institute (ISI) of the Athena Research Center. It is part of key Stream-C projects coordinated by ISI/ATH (6G-
BRICKS®® and the flagship SUNRISE-6G*°) as well as Stream-B ones (ADROIT-6G*°, 6G-INTENSE*!).

3.9.2 Infrastructure

The ISI/ATH testbed, in addition to an end-to-end Private infrastructure, offers a unique cognitive compute
continuum 6G enabler, which combines standards compliance, following the new Open Gateway Initiative
standards, and cognitive (i.e., Al-driven) operations that aim to fully automate service deployment and
resource management. 6G-PATH experimenters can benefit from the deployment of their applications at the
ISI/ATH infrastructure, where they can benchmark their execution and measure the KPl improvement from
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Figure 32. 6G-INCOGNICO Testbed: An overview of the ISI/ATH testbed facility components

The ISl Testbed (Figure 32) implements a private Cloud-Edge continuum architecture, supporting advanced
5G and B5G experimentation. The hardware includes:

e Core Components:
° 3 x32-Core Servers for 5G Core Network Functions and application workloads

> Multiple Edge and Deep Edge Nodes (e.g., mini-PCs, Raspberry Pi 4)

e User Equipment and Access Points:

°  OnePlus 8T and Samsung Galaxy S23 Plus smartphones

38 See: https://6q-bricks.eu/

39 See: https://sunrise6g.eu/

40 See: https.//adroit6g.eu/

41 See: https://6g-intense.eu/

42 See: https://www.gsma.com/solutions-and-impact/gsma-open-gateway/
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°  Teltonika RUTX50 CPE

> 2 Amarisoft Callbox gNBs (Mini and Advanced)

e Radio Capabilities:
> Amari Callbox Mini: 5G SA, 200 Mbps DL / 75 Mbps UL

> Amari Callbox Advanced: 5G SA/NSA, 3 Gbps DL / 2 Gbps UL

The infrastructure is provisioned and managed using Infrastructure-as-Code (laC) methodologies and
DevSecOps/GitOps principles. Tools used include Ansible*, Terraform?4, Vagrant/libvirt*, ServerSpec?®, and
Bash scripting®’. Each cloud or edge domain is modelled as a Kubernetes (K3s) cluster, with Containers or
VMs provisioned as nodes via K3d*%, Vagrant*® or KubeVirt>°. This enables flexible and scalable deployment
of containerised applications.

3.9.3 Services

The ISl virtualised infrastructure follows the Cognitive Continuum paradigm, enabling continuous, adaptive
decision-making across cloud and edge domains.

3.9.3.1 Virtualisation, management and orchestration

ISI/ATH Federation & Aggregation 5G Core (Open5Gs)

Vertical APIs (CAMARA)
=

VPN gateway

SUNRISE-6G Operator
Platform (GSMA OPG)

N3(gtpu)
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Figure 33. 6G-INCOCNICO Testbed: Overview of the solution design

The ISI/ATH testbed offers a Cognitive Compute Continuum PaaS implementation, developed through the
ADROIT-6G and 6G-BRICKS projects, which can dynamically commission cloud and edge nodes for

43 See: https://www.redhat.com/en/ansible-collaborative
44 See: https://developer.hashicorp.com/terraform

45 See: https://vaqgrant-libvirt.github.io/vagrant-libvirt/

46 See: https.//serverspec.orq/

47 See: https.//www.w3schools.com/bash/bash _script.php
48 See: https://k3d.io/stable/

49 See: https://developer.hashicorp.com/vagrant

50 See: https://kubevirt.io,
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containerised application deployment. It is deeply integrated into the private infrastructure, as shown in
Figure 33. The ISI/ATH Cognitive Continuum leverages a declarative intent mechanism for requirements
specification—an approach also recognised by HEXA-X-1I! as a critical enabler for future 6G architectures.

This capability is built on Infrastructure as Code, GitOps, and DevSecOps principles. It incorporates Local
Decision Agents that ingest telemetry from the Kubernetes control plane and network infrastructure to
autonomously adjust resource allocation policies. Decision-making is supported by Al/ML algorithms,
including Deep Reinforcement Learning (DRL) and Workload Prediction, ensuring SLA compliance with
minimal resource consumption.

The Cognitive Continuum is natively integrated with the SUNRISE-6G federation solution, enabling
automated application onboarding at both cloud and edge tiers through CAMARA>? Edge Application
Management APIs.

The ISI/ATH testbed also supports multi-region and MEC-style deployments for 6G-PATH experimenters,
integrating CAMARA Edge Management APIs with the Cognitive Continuum for end-to-end service assurance.

Specifically, the orchestration system enables:
e Dynamic workload distribution
e Real-time service migration
¢ Intent-driven optimisation based on live telemetry
To this end, the following tools are used:
e K3d, Vagrant, or KubeVirt for provisioning containers or VMs as Kubernetes nodes
e Lightweight K3s clusters per infrastructure domain
e Al/ML-driven resource orchestration across cloud and edge layers

In addition, the ISI/ATH testbed integrates the Federator functionality of the SUNRISE-6G Operator
Platform, enabling automated cross-domain orchestration and federated service deployment. The
Federator supports:

e Seamless onboarding and distributing applications across partner testbeds.

e Sharing artefacts (e.g., Helm charts, container images) and resource metadata.

e  Multi-site workload migration, coordinated scaling, and SLA enforcement.

e Synchronising CAMARA-compliant APIs and application-level intents across SOP instances.

This federated orchestration layer complements the local decision agents of the ISI/ATH Cognitive
Continuum by extending their reach into remote infrastructure domains, enhancing scalability, automation,
and intelligence in distributed experimentation environments.

51 See: https://hexa-x-ii.eu/
52 See: https://camaraproject.orq/api-overview/
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3.9.3.2 Monitoring

The ISI/ATH testbed implements a comprehensive observability stack that consolidates Prometheus,
Grafana, Jaeger, and Kiali within the Execution Lifecycle Management (ELCM) layer. This unified framework
enables real-time visibility and control across the entire infrastructure.

Prometheus collects native Kubernetes metrics, such as CPU usage, memory consumption, and pod-level
statistics.

Grafana visualises time-series data and supports customisable dashboards and alerting mechanisms.
Jaeger captures distributed traces, providing deep insight into microservice interactions.

Kiali visualises the service mesh topology, enhancing the understanding of service-to-service communication
and performance.

Together, these components deliver a single pane of glass for performance monitoring, anomaly detection,
and SLA tracking across the platform.

All telemetry—metrics, traces, and service mesh data—is consolidated into a structured SQL-based
repository (e.g., PostgreSQL), supporting ad hoc querying, KPl aggregation, and offline machine learning
model training. Resulting datasets are curated, anonymised where required, and made openly available to
the 6G-PATH community to foster transparency, reproducibility, and further research.

The data collection methodology is structured around the following components:

e Workload Generation:

> Synthetic microservice graphs are deployed using the pBench tool to stress compute, storage,
and networking layers across the ISI/ATH testbed infrastructure.

e Telemetry Collection:
° The standardised observability stack captures:
= Prometheus metrics
* Jaeger traces

= Kiali mesh visualisations

e Data Storage & Dataset Preparation:

> Collected telemetry is stored in a structured form (e.g., PostgreSQL) to enable scalable querying,
KPI analysis, and model training.

> Datasets from experimentation campaigns are cleaned, structured, and anonymised, when
necessary, then shared with the broader research ecosystem.

This monitoring infrastructure not only supports real-time platform operation but also provides a valuable
foundation for Al/ML-driven experimentation, benchmarking, and reproducibility across federated 6G
infrastructures.
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3.9.3.3 Security

To ensure trusted and encrypted interconnections, the testbed leverages the pan-European Geant
interconnection network through its MD-VPN service, which serves as the backbone of the facility. This
backbone guarantees stable, high-throughput connectivity between the federated sites and enables secure
onboarding of external testbeds and resource domains.

In addition to network-level security, the ISI/ATH testbed adopts a zero-trust security model for access
control and service exposure. All APIs, interfaces, and control-plane services are protected using OAuth253
authorisation protocols and JWT (JSON Web Token)-based authentication. This ensures:

e Fine-grained, identity-based access control for users and services
e Secure token exchange between federated Operator Platforms
e Stateless, scalable access verification aligned with cloud-native security practices

These mechanisms are tightly integrated into the testbed’s federation layer and Operator Platform, aligning
with GSMA Operator Platform security principles and enabling secure multi-tenant orchestration within the
6G-PATH ecosystem.

3.9.3.4 Remote Access

All remote access traffic is routed through the panEuropean GEANT backbone, providing a resilient, low-
latency fabric that interconnects the distributed 6GPATH sites. The following options are offered for remote
access:

e SSH-based remote access for project partners.

e Integration of VPN access via OpenVPN or Headscale (self-hosted Tailscale) is under
evaluation/deployment to provide secure, identity-based networking across remote clients and
edge/cloud nodes.

3.9.4 Key Features and Assets
The 6GPATH testbed blends advanced Al/ML orchestration with Amarisoft-based 5G radios and cloud
GPU/FPGA servers, delivering Testing-as-a-Service across the cognitive compute continuum.

1. Cognitive Continuum orchestration

The ISI testbed supports Cognitive Continuum orchestration, enabling Al-driven, seamless integration across
devices, edge nodes, and cloud platforms. This approach ensures dynamic workload distribution, low-
latency service delivery, and real-time adaptivity by coordinating service components across multiple layers
of the compute continuum.

Key characteristics include:

e Distributed Al/ML-based orchestration: Leveraging hierarchical decision-making (local + global
agents) for optimized service placement, scaling, healing, and migration.

e Interoperability across heterogeneous platforms: Supports Kubernetes, O-RAN, and custom MANO
stacks, allowing services to move freely between infrastructure domains.

53 See: https://auth0.com/intro-to-iam/what-is-oauth-2
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e Telemetry-driven intent execution: System behaviour is guided by monitored KPIs and high-level
intents (e.g., via CAMARA APIs), enabling predictive and context-aware orchestration.

e Cross-domain lifecycle management (LCM): Enables vertical application providers to seamlessly
instantiate, monitor, and reconfigure services across sites and vendors.

e Support for CAMARA APIs like Traffic Influence, QoD, and Edge Resource Management, enhancing
application-level control of network paths, compute locations, and service responsiveness.

This paradigm realises the 6G vision of a unified Al-native infrastructure fabric, supporting Testing-as-a-
Service (TaaS) across distributed experimentation facilities with minimal manual configuration and
maximum automation.

2. Core & RAN

The ISI/ATH testbed features a versatile and standards-compliant 5G stack that supports both experimental
and production-grade use cases.

e 5G Core: The infrastructure integrates both Amarisoft 5GC and Open5GS, enabling flexible
deployment scenarios ranging from lightweight standalone cores to feature-rich configurations that
support advanced 5G functionalities.

e 5G RAN: The testbed includes two Amarisoft Callbox gNBs—a Callbox Mini for compact standalone
setups, and a Callbox Advanced offering full 5G SA/NSA support and higher throughput.
By Q2 2025, the RAN capabilities will be extended with O-RAN-compliant Centralised Units (CUs)
and Distributed Units (DUs) provided by Allbesmart and integrated with Ericsson Radio Dot System,
enabling conformance with disaggregated RAN architectures.

e User Equipment (UEs): The testbed supports a diverse set of 5G SA-compatible user devices,
including:

° Two OnePlus 8T 5G smartphones
°  Two Samsung Galaxy $23+ smartphones
> One Teltonika TRB500 industrial 5G CPE

> Several Raspberry Pi 4 devices equipped with SIM8200EA-M2 5G HATs, used for lightweight
mobile edge workloads and loT prototyping

This multi-vendor, heterogeneous setup allows researchers to validate both network and application
behaviour across real-world and simulated deployment conditions.

3. Private cloud

The ISI/ATH testbed private cloud consists of three high-performance servers designed to support compute-
intensive workloads, virtualization, and GPU-accelerated applications. These servers are interconnected via
a high-speed 100 Gbps Nvidia Spectrum-2 SN3420 switch by Melanox, enabling low-latency, high-bandwidth
communication across the compute and storage fabric. Shared and local NVMe storage is used to ensure fast
data access and scalability.

The first node is a Dell Precision 7865 Tower built around AMD’s 32-core / 64-thread Ryzen Threadripper
PRO 5975WX. With 128 GB of ECC memory and a pair of NVMe drives (1 TB for the system and 4 TB for data),
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it offers more than 4 % TB of extremely fast local storage. An RTX 6000 Ada-generation GPU supplies ample
CUDA cores for Al training, rendering or heterogeneous scientific workloads. Multiple 10 GbE interfaces—
fronted by Intel X710 silicon and aggregated into software bridges—carry container and VM traffic to the 100
GbE spine.

The second node is a Dell Precision 5860 Tower, which balances Intel’s newest core architecture against
generous storage. It runs a 24-core / 48-thread Xeon w7-2495X (Sapphire Rapids) paired with 128 GB of ECC
RAM. Two 1.9 TB Samsung PM9A1 NVMe drives create a 3.7 TB flash pool for virtual machines and datasets,
while an RTX A4500 GPU delivers solid Ampere-class acceleration. Like the first node, it carries a mix of 1-Gb
E, Aguantia 10 Gb E and dual-port Intel X710 10 Gb E NICs, giving it plenty of headroom for storage back-
plane or overlay-network traffic.

The third physical host is a Dell Precision 7820 Tower built on a 24-core / 48-thread Xeon Gold 6248R
(Cascade Lake). This box contains 192 GB of RAM and two 1 TB SK Hynix PC801 NVMe drives that are
provisioned as a mirrored pair, leaving roughly 1.9 TB of high-speed storage for production data. Networking
is handled by an onboard Intel 1 GbE port and dual 10 GbE Intel X550T controllers, which—together with
several 10 GbE software bridges—tie the host into the same fabric as the other two servers. Graphics
acceleration is provided by a second RTX A4500, giving the cluster a matched pair of Ampere GPUs for
compute or visualisation workflows.

The Mellanox SN3420 switch forms a non-blocking, 100 GbE leaf that interconnects all three servers,
ensuring that CPU-to-CPU communication, GPU-direct transfers and NVMe-over-TCP or RoCE storage traffic
operate without contention. Spare QSFP28 ports remain available for future nodes or an uplink to a higher-
level spine, giving the lab a clear scale-out path while maintaining low latency and high throughput across its
compute, GPU and storage resources.

4. Operator Platform

The ISI testbed integrates with the SUNRISE-6G Operator Platform (OP), which adheres to GSMA Operator
Platform standards and supports several core roles—Capabilities Exposure, Federation Manager, and
Service Resource Manager (SRM), each delivering key functionalities that ensure seamless service delivery
across federated Operator Platforms. Interoperability with 3GPP Capability Exposure Interfaces (including
NEF and CAPIF) is ensured via the Southbound Interface (SBI), enabling native interaction with 5G Core
networks and infrastructure platforms. All OP components are implemented as open-source software and
mapped to the functional roles defined by GSMA OPG, facilitating interoperability, standardization, and
scalable federation across Europe’s 6G testbeds.
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Table 3: 6G-INCOGNICO Testbed: Infrastructure Overview

Category Asset Details / Specs ‘
. AMD Threadripper PRO 5975WX, 128 GB RAM, 5 TB NVMe, RTX
Dell Precision 7865
Compute 6000 Ada
Servers Dell Precision 5860 Intel Xeon w7-2495X, 128 GB RAM, 3.7 TB NVMe, RTX A4500
Dell Precision 7820 Intel Xeon Gold 6248R, 192 GB RAM, 1.9 TB NVMe, RTX A4500
Mellanox SN3420 32x 100 GbE ports, Spectrum-2 ASIC, Cumulus Linux / SONIC,
Networking Switch VXLAN/RoCE support
MikroTik Router Handles edge routing, NAT, firewall, WAN gateway
Power APC UPS Battery backup and surge protection for core infrastructure
Amarisoft Callbox
. . 5G SA, 200 Mbps DL / 75 Mbps UL
Radio Test Mini
Equipment Amarisoft Callbox
auip 5G SA/NSA, 3 Gbps DL / 2 Gbps UL — full-featured test gNB
Advanced
5G NR smartphone — UE for testing, logging, throughput
OnePlus 8T o
U validation
ser
Samsung Galaxy S23
Equipment Plus & y 5G smartphone with advanced RF capabilities
(UE)
. Industrial 5G router/CPE — supports 5G SA/NSA, GNSS, dual SIM,
Teltonika RUTX50 .
WiFi 5
] Amarisoft gNBs Act as 5G SA/NSA base stations for RAN testing and UE
Access Points . L
(Mini + Adv.) connectivity
Mini PCs Compact x86 platforms for edge/server roles in use cases
Edge Nodes Raspberry Pi 4 ARM-ba.sed edg'e nodes for lightweight workloads, monitoring,
and loT integration
XR Devices Meta Quest 3 Mixed Reality headset for immersive app testing, spatial UX, and
XR development
3.9.5 Targeted use cases

e All verticals are accepted.

e All use case topics are accepted. Testbed prefers use cases targeting one or more of the following

topics:

° Immersive XR Gaming & Metaverse Experiences.

e Al-Assisted Remote Industrial Inspection.

> Real Time Digital Twin for Smart Ports.

> Public Safety & Disaster Response B5G Cells.

°  Predictive Edge Analytics for Connected Mobility.
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4 Verticals and Use Cases

The 6G-PATH project strategically focuses on four primary verticals and ten use cases (UCs) to test and refine
key innovations.

e Farming: Two use cases (water-saving and smart vineyards) will evaluate deployment types, network
slicing with various QoS levels, and Al-driven Edge-Cloud computing.

e Education: Three use cases (XR rural schools, classroom of the future, and XR Health Training) will
explore XR and holographic education, Edge Computing, location-sensitive processing, and Al-driven
video/data processing.

e Health: Two use cases (3D hydrogel patches and elderly monitoring) will assess micro and nomadic
edge nodes, Over-The-Top (OTT) 5G MNO (Mobile Network Operator) and NTN (Non-Terrestrial
Network) integration, XR platforms requiring high bandwidth and low latency and security-related
KPls.

e Smart Cities: Three use cases (connected and sensing city, automated logistics, and security
coordination) will focus on large-scale loT-Edge/Cloud integration, differentiated QoS for MCX
(Mission Critical Communication services) communications and high-throughput video/data
streaming. They will also evaluate reliable, high-resolution services and the security of next-gen
networks for emergency applications.

The 10 6G-PATH internal UCs are described in the project website, including the details on the architecture,
requirements and expected outcomes.
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