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Glossary of terms and abbreviations used

Abbreviation / Description
Term

2TR
3GPP
5G
5GNR
5G PPP
5GC
5GQI
5GS
5GSA
6G

ADB
AEF
AF
AGV
Al
AlaaS
AMF
AN
APC
API
APN
AR
ARPF
ATCLL
AUSF
AWS
B5G
BBU

PATH

two transmit antennas and two receive antennas
3rd Generation Partnership Project

Fifth Generation (Mobile Networks)

5G New Radio

5G Public Private Partnership

5G Core

5G QoS Identifier

5GSystem

5G StaneAlone

Sixth Generation (Mobile Networks)
Authorization, Authentication and Accounting
Android Debug Bridge

Application Enabler Function

Application Function

Autonomous Guided Vehicle

Artificial Intelligence

Artificial htelligence asa-Service

Access Management Function

Access Network

Authentication and Policy Control
ApplicationProgramming Interface

Access Point Name

Augmented Reality

Authentication credential Repository and Processtngction
Aveiro Tech City Living Lab

Authentication Server Function

Amazon Web Services

Beyond 5G

Baseband Unit
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Abbreviation / Description
Term

BLER Block Error Rate

BPF Berkeley Packet Filter

BS Base Station

BSF Binding Support Function

BTS Base Transgver Station

GV2X Cellular V2X

CaaS Containers as-Service

CAPIF Common API Framework

CBS CreditBased Shaper

Cl/ICD Continuous Integration /Continuous Deployment
CLC Cross Layer Control

CLI CommanelLine Interface

CMG Cloud Mobile Gateway

CMM Cbud Mobility Manager

CN Containerised Network

CN Core Network

CNF Containerised Network Function
COTS Commerciabff-the-Shelf

CP Control Plane

CPE Customer Premises Equipment
CPF Control Plane Function

CPRI Common Public Radio Interface
CPU Cental Processing Unit

CQl Channel Quality Indicator

CRD Custom Resource Definition
Csv Character Separated Values
Cu Centralised Unit

CUPS Control User Plane Separation
DB Database

DCU Domain Control Unit
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Abbreviation / Description
Term

DDOS Distributed Denial of Service

DDR Doubk Data Rate

DHCP Dynamic Host Configuration Protocol
DL Downlink

DMAP Digital Media Access Protocol

DN Data Network

DNN Data Network Name

DNS Domain Name System

DOS Denial of Service

DOT Distribute Orgarse Transport

DPDK Data Plane DevelopmenttKi

DRB Data Radio Bearer

DSCP Differentiated Services Code Point
DT Digital Twin

DU Distributed Unit

E2E Endto-End

eBPF Extended Berkeley Packet Filter
ECDSA Elliptic Curve Digital Signature Algorithm
ECN Explicit Congestion Notification
EDGE Enhanced Data for GSM Evolution
EIR Equipment Identity Register

ELCM Experiment Lifecycle Manager

ELK Elasticsearch, Logstash and Kibana
eMBB enhanced Mobile Broadband

EPC Evolved Packet Core

ETSI European Telecommunication Standards Institute
EU Eurgean Union

eUPF opensource User Plane Function
FDD Frequency Division Duplexing

FR Functional Requirement
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Abbreviation / Description
Term

FW Firewall

GA Grant Agreement

GbE Gigabit Ethernet

GBR Guaranteed Bit Rate

GCP Google Cloud Platform

GDPR General Data Protection Regulatio
GMLC Gateway Mobile Location Centre
GPSI Generic Public Subscription Identifier
GSM Global System for Mobile communication
GSMA GSM Association

GUI Graphical User Interface

HARQ Hybrid Automatic Repeat Request
HSS Home Subscriber Server

HTTP, hip HyperText Transfer Protocol

HTTPS, https HyperText Transfer ProtocSkcure
HW, hw Hardware

laaS Infrastructureas-a-Service

ICMP Internet Control Message Protocol
ID, id Identifier

IDS International Data Spaces

IMS IP Multimedia Subsystem

IMSI International Mobile Subscriber Identity
loT Internet of Things

IP Internet Protocol

IPSec Internet Protocol Security

IRU Indoor Radio Unit

IT Information Technology

ITS Intelligent Transport System

JSON JavaScript Object Notation

JWT JSON Web Token
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Abbreviation / Description
Term

K8S Kubernetes

KPI Key Performance Indicator

KVI Key Value Indicator

KVM Kernelbases Virtual Machine

L4S Low Latency, Low Loss, and Scalable throughput
LAN Local Area Network

LBO Local BrealOut

LCM Life Cycle Management

LEO Low Earth Orbit

LMF Location Management Function

LoRa Long Range

LoRaWAN Long Range Wide Area Network

LRU Local Radio Unit

LSP LabetSwitched Path

LSP Link State Propagation

LTE Long Term Evolution

LXC LinuX Container

LXD LinuX [@sign

MaaS Metal asa-Service

MANO (Network) Management and Orchestration
MCS Mission Critical Service

MCS Modulation and Coding Scheme

MEC (or EDGE) Mobile/Multi-access Edge Computing
MIMO Multiple-Input Multiple-Output

MIRO Multi-domain Intelligent Resource Orchestration
ML MachineLearning

mMTC massive Machingdype Communications
MNO Mobile Network Operator

MPLS Multiprotocol Label Switching

MQTT Message Queuing Telemetry Transport
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Abbreviation / Description
Term

N3IWF Non-3GPP Interworking Function

NaC Network as Code

NAC Network API Catalog

NAS Network Atached Storage

NAS Non-Access Stratum

NB-loT Narrow Band loT

NBI Northbound Interface

NEF Network Exposure Function

NF Network Function

NFS Network File System

NFVO Network Function Virtualisation Orchestrator
NG Next Generation

NGAP NextGenerdion Application Protocol

NR New Radio

NRF Network Repository Function

NRPPa NR Positioning Protocol A

NS Network Service

NS Network Slice

NSA Non-Stand Alone

NSD Network Service Descriptor

NSLCM Network Slice Lifecycle Management Model
NSSF Network Slice Selection Function

NTN Non Terrestrial Network

O-RAN Open Radio Access Network

OAl Open Air Interface

OAl Open Archives Initiative

OAM Operation, Administration and Monitoring
OBU On-Board Unit

OCl Open Container Initiative

OMNT Open Molile Network Toolkit
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Abbreviation / Description
Term

ONEmNEF hy S{ 2 dzZNDOS Q dbasell KeNbrk ExptRukeEEction
ONF Open Networking Foundation
ONOS Open Network Operating System
(O Operating System

OSM OpenSource MANO

OSM Order and Service Management
OVN Open Virtual Network

(OLVAS Open vSwitch

PCF Policy Control Function

PDU Packet Data Unit

PDU Protocol Data Unit

PFCP Packet Forwarding Control Protocol
PLMN Public Land Mobile Network

PoC Proofof-Concept

PoP Point of Presence

PR Performance Requirement

PXE Preboot eXcution Environment
QoE Quality of Experience

QoS Quality of Service

RAM Random Access Memory

RAN Radio Access Network

RAT Radio Access Technology

RBAC RoleBased Access Control

RIC RAN Intelligent Controller

RPC Remote Procedure Call

RRH Remote Rdio Head

RRU Remote Radio Unit

RSA RivestShamicAdleman

Rx Receive

SNSSAI Singlec Network Slice Selection Assistance Information
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Abbreviation / Description
Term

SA Stand Alone

SaaS Software asa-Service

SAN Storage Area Network

SBA Service Based Architecture

Bl Souttbound hterface

SC Software Community

SCA Slice Controller Agent

SCP Service Communication Proxy

SCTP Stream Control Transmission Protocol
SD Slice Differentiator

SDK SoftwareDefined Kit

SDN SoftwareDefined Networking

SDR Software Defined Radio

SDS Sotware Defined Storage

SECaaS Security as-Service

SEPP Security Edge Protection Proxy

SFP Small ForrrFactor Pluggable

SIDF Subscriber identify Deoncealing Function
SIM Subscriber Identity Module

SIP Session Initiation Protocol

SM Slice Manager

SMF Session Management Function

SMF SingleMode optical Fibre

SNS JU Smart Networks and Services Joint Undertaking
SRAN Single Radio Access Network

SRS$srs Software Radio Systems

SSL Secure Socket Layer

SSO Single Sigi©On

SST Slice/Service Type

SUCI Subscription Concealed Identifier
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Abbreviation / Description
Term

SUPI Subscription Permanent Identifier
SW, sw Software

TAP Test Automation Platform

TAS TimeAware Shaper

TCE Traffic Conditioning Element

TCP Transmission Control Protocol

TDD TimeDivision Duplexing

TLS Trarsport Layer Security

TMF Tele Management Forum

TR TechnicaReport

TS Technical Specification

TSN Time Sensitive Network

TWAMP TwoWay Active Measurement Protocol
TX Transmit

ucC Use Case

UDM Unified Data Management

UDM User Data Management

UDR Unified Data Repository

UDSF Unstructured Data Storage Function
UE User Equipment

Ul User Interface

uiCcC Universal Integrated Circuit Card
UL Uplink

UP User Plane

UPF User Plane Function

UPG User Plane Gateway

UPS Uninterruptible Power Supply
URLurl Uniform Resource Locator

URLLC Ultra-Reliable Low Latency Communications
USB Universal Serial Bus
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Abbreviation / Description
Term

USIM Universal Subscriber Identity Module
V2X Vehicle to Everything

VE Virtual Environment

VEPC Virtual Evolved Packet Core

VIM Virtual Infrastruture Manager
VLAN Virtual Local Area Network

VM Virtual Machine

VNF Virtual Network Function

VNFD Virtual Network Function Descriptor
VoNR Voice over New Radio

VPN Virtual Private Network

VPP Virtual Power Plant

VR Virtual Reality

Wi-Fi, WiFi Wireless Fidelity

WWW, www World Wide Wé

XML, xml Extensible Markup Language

XR Extended Reality

YAML Yet Another Multicolumn Layout
ZSM ZeraTouch Service Management
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Executive Summary

This deliverable provides an-itlepth overview of the progressd statusof the testbeddor the projec initial
phase The documentntroduces for each of thetestbeds incluéd, a detailed description regarding the 5G
infrastructure available, computational resources, orchestration and monitoring capabilitiessexx@\Pls and
network scenarios available for experimentation. The experimentation framework introduced in D2.1 is detailed
here from the point of view of the software developed to reach the requirememsmeratedin D2.1. In
particular, D3.ldocumentsthe softwarecomponents integrating the initial release of the-8@8TH framework
and the componentplanned for the final releas@he documenalsodoutlinest the advanced experimentation
capabilities embedded into the first version of the platforms to emt@experimentationfeatureswithin the
LINE2SO0GQa SO2aeaisSvo

In addition, this deliverablprovides theroadmap for theproject@ planned evolutioiowards the final release
of the platforms and the 6@2ATH framework. This roadmap encompasses the upcomipigpvements to the
experimentation framework components, addressing technical refinements and additional functi@malithe
development of new advanced features. These advanced featuredaye to supportingmore complexand
robust experimentation inthe platforms integrating these features.
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1 Introduction

This deliverable focuses on the initial release of theFe@H frameworkit provides a detailed description of
each platform in the project and outlingse planned extensions and improvements foetfinal release.

This document details the specific test environments available across the various testbeds in terms of platforms
including hardware and software configurations, networking infrastructure, and 5G infrastructure. The testbeds
are distribued across multiple geographical locations, offering diveesgperimentation features and
configurations that enable a wide range of testing conditions and scenarios.

The initial version of the testbedsreflect€ their readiness to support the early phas# internal
experimentation using the proje@ defined use cases.

The 6GPATH experimentation framework is built on the OPEN 5GENESIS@ustEuting and implementing

the frameworkdescribedn the ETSI TR 103 78]. The ETSI TR 103 761 is a technical report developed by the
European Telecommunication Standards Institute (ETSI) that outlines scenarios and testing frameworks
necessary for validating negeneration wireless communication systems, such aarzeyondand ensuring

that they dmeet€ the rigorous requirements of thessy/stems.

Within the context of the 66PATH project and for the initial release of the-B&TH framework, the OPEN
5GENESIS suite has been extended to support the integratiortoicenfrom Prometheus, Kafka and MQTT,
among other relevant features for experimentation. The details of these extensindsthe components
included in the initial releasare provided in Section 3. The initial release of theF#@'H framework focuses on
delivering core functionalities for supporting experimentation, including experirfeentalisation control, data
collection, and resultisualisationin particular, thecomponents of the 6@PATH framework integratddto this
initial release representhie minimum set required to establish an operational experimentation framework
across all platforms, allowing the experimentation phase of the project to comm&hesGPATH components
are alsodesigned with a lightweight integration approach to ensuraratess compatibility with the testbeds,
facilitating easy deployment and setup.

Several advanced experimentation capabilities have been incorporated into the platforms in this initial.version
The alvanced experimentation capabilities refer to tlspecialsed features and functionalities that extend
beyond those available in commercial 5G equipment. These capabilities are typically the result ofetlgéng
research conducted by specific groups or testbeds, or they may come from the implementation dfgvolv
standards in the telecommunications field. Unlike-thi#-shelf 5G solutions, these advanced capabilities often
include custorrbuilt network functions, novel hardware or software components, and innovative configurations
that dpuste the boundaries of arrent technology. They are designed to support experimental scenasios
integrating new standard features such @APIHCommon API Frameworkgxperimental network slicing,
enhanced Policy Enforcer mechanisms, closp configuration solutionsgnd Alasa-Srvice(AlaaSjeatures.
These capabilities help pave the way for future communication technologies, inctisletpping and validating

6G and beyond.

Finally, the plans for the new components of theB&TH framework and tHatestadvanced experientation
features are also provided.
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1.1 Mapping 6GPATH Outputs

This section aim® émape the 6GPATH Grant Agreement commitments within the formal Deliverable and Task
NEB &préSedtédin Beblel2 dzl LJIdz

RSAONALIGAZ2Y | 3FAYAQ

iKS

LINE 2S00 Qa

Tablel: Adherence to 6PATH GA Deliverable & Tasks Descriptions

6GPATH GA| 6GPATH GA Component

Outline

Component
Title

Respective Document
Chapter(s)

DELIVERABLE

D3.16GPATH experimentation environmerg Initial

Justification

Reports on the activities performed in WP3. Focus on the initial planning phase for all activities and repdhton
activities performed to achieve the first version of the integrated testidls and components.

TASKS

Task # & Title Respectivextract from
formal Task/Subtask
Description

T3.}Testbed
upgrades and
extensions

This task aims to enhance
the existing 5G pilot
testbeds by incorporating
the latest commercial
products andpensource
components that support
the 3GPP standard and
interfaces forboth the RAN
and network components.

T3.2 Backend The 6GPATH platform

components  backend layer commses

extensions several technical
components derived from
partner<previous and
ongoing research projects
and products It aimsto
achieve an overarching
multi-testbed orchestration
and management intelligen
layer.

T3.3 This ask leverages

Southbound  LJI NJi yoskNiEp@vious

and research projects and

Northbound products to evolve the
existing solutions to suppor

PATH

Respective Chapters o
Sectionnumbers

within this document
addressing GA
described Task/Subtas

Section 2 and
Subsection 5.2

Section 4 and
subsection 5.2

Section 3 and
subsection 5.1

Briefly outline how the respective
document section(s) a@r the
described GA Task activities

Section 2 describes thetatusof
the testbedsand subsection 5.2
details the planned upgrades anc
extensions.

Section 4 describes ¢hadvanced
features currently integrated into
the testbeds. Subsection 5.2
describes the advanced features
that will be integrated ito the
final releaseandprovides the
timeline for the integration.

Section3 describes the 6GATH
framework components
integrated into the initial release.
Section 5.1 describes the plan fol
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APls
development

T3.4
Experimenta
tion
Dashboard

T3.5 System
integration

PATH

the 6GPATH requirements.
This includes relesignng,
adapting, and extewlingthe
Application Programming
Interfaces (APIs) for
automating he northbound
communication and
interfacing between the
internal/external
applications and the
experimentation platform
of 6GPATH, as well as the
southbound communicatior
with the underlying B5G
testbed infrastructure.

This task focuses on Qubsection 5.1
leveraging a thireparty
experimeration system
and a KPI visualisation
system stemming from
previous 5G PPP projects.
This development will also
account for all the
necessary software
adaptations to the KPI
visualisation system, which
should enable the
visualisation of KPIs and
KVIs agast target and
baseline values to evidence
incremental improvements
in theinfrastructure@
performance

This task will start by The full deliverable
developing the integration
plans for the twestage 6G
PATH platform and its
integration in the testbeds.
Afterwards, it will be
responsible for integrating
the different extensions anc
components to release the
two versions of the
platform to support the
project trials and pilots.

the components and updates for
the final release.

The experiment dashboard has
been mapped into the analytics
component of the 6&ATH
architecture. This component
described in subsectiv5.1, will be
part of the final release

The deliverable describes the
initial integrations and the plans
for the final integrations.
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1.2 Deliverable Overview ad Report Structure
The deliverable isrganisedn 7 sections, as explained below.

Section lincludes a summary of what you will find in this deliverabida presentation of the different tasks it
covers.

Section 2includes a detailed description oféltestbeds, the experimentation scenarios offered, #tatusof
the integration of the 6G°ATH frameworkand a mapping of the use caSegperimentation requirements to
the testbed€ieatures

Section 3describes the components integrated into the iaitversion of the 66PATH framework.
Section 4provides the advanced experimentation features included in the first release.
Section 5details the integration plans for the final release.

Finally Section @rovidesthe conclusions, an8ection 7contains the references.
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2 6GPATH testbeds descriptions

This section describes the infrastructure available in the different testbeds, the descriptions of the APIs exposed
by each platform for interacting with external components or use casasthe mappin®@f the experimentation
requirements into the features offered by each facility.

Each subsectiofiocuses onone of the seventestbeds.To provide a clear overview of their status, each
subsection includes a figure summarising the main components of edchstimicture, the advanced
experimentation features provided by the platforand the 6GPATH framework components deployed. The
components of the 6@ATH framework are described in Section 3.

2.1 ORO testbed

Figue 1 summariseshe status of ORO tested by October 2024 (MIWe following subsections describe the
components, configurations, planned extensions, and how the platform fulfils the use case requirements

2.1.1 5G Infrastructure @ ORO testbed

s GNSPRLITEHNDGAE Blicharest National University of Science and Technology. ORO and
L/ !¢ 2LISNI (S LandNBlidafdn aidiriériert f@r Inexpemeratianhgtiiork G S & G A
ASa yI YSTRis idstaridd rgriofely extls tp h sirdilar 5G Lab premise in lasi,
w2YFYyAlLT 4 GKS GaDKS2NHKS ! al OKAé ¢SOKYyAOFf ! yABSN.
high-speed broadband (100Gbps) and fully implement a 5G 3GPP Releesamfjantinfrastructure.

Grafana ELCMPortal

T A A Y

Service Standard/Custom infrastructures Advanced experimentation features

Influx DB

c P Mag:fr::gmh managment APls
emmen llonitoring fools slice Manager VNF Onboarding
[ e A (Slice_Conf) CIICD (Nfvo_cat )

. - Services Life cycle
Custom monitoring tools OSM v10 [ EDGE Computing — K8s APls ] | management (Nfvo_LCM) I
|perf ] I CI/CD for automated netapps |
onboarding, testing, certification
Infrastructure
Various 5GSA Validated UE, ( Huawei SRAN18 Nokia Prometheus R
Comemrcial-grade 5G/SA Routers, NSA/SA CMU23.10 _ OROF,
EDGE Devices Nokia AirScale 5GC XRUE ORO |
OAI/ srsRAN !/ OAl/ Monitoring Data
_Ericsson DOTs NSA/SA Open5GS & Device Mgmt.

Figue 1: 6GPATH initial release @ORQG infrastructure @ORO testbed

Both testbeds are equipped with the latest generation of software and hardware solutions fdR5&hd 5GC,
including opersource tools for monitoring. Moreover, tgeinclude an advanced programmable network
solution based on nexgeneration Data Centre IPFABRId MANO functions. The Cloud Native infrastructure

1 For further information also seéittps://ipfabric.io/
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providesa Kubernetes and an OpenStack cluster with generessurces and highpeed networks (10/25GBps
Bothtestbedssupport dynamic orchestration of the network functions, dynamic slices implementation fer end
users, 5G SA network services intelligent connection to EDGE computing nodes, eMBB (1500Mbps/150Mbps
DL/UL)and URLLC with URLLC with <3mswag delay using a spectrum of up to 100MHz in the N78 band. The
setupsuitsintensive and capacity services, demanding use cases (XR/VR/AR, Digif@mw#2X, etc.)and

indoor or outdoor environments.

hwhQa pD [ 6 G/BtaalisédBeRvork isfragiriicturs fiar b@h/5G options, the NSA and SA variants.
The 5G Labs are connected to the commercial LTE Core Network for the NSA variant

The NSA Core architecture is based on the VEPC solution from Ericsson, deployed in an OpenStack infrastructure
¢ Orange laaS. The existing core architecture can support broadband connectivity featuring configurable DL/UL
throughput values up to ~1Gbps for DL and ~100Mbps for UL. For this existing core architecture, the 5G services
are manually configured by usintgdicated QoS, traffiprioritisation, private APNsand network provisioned
capabilities in terms of throughput, with the leading service b&ktBB.

Table2: Summary of the components/solutions available @ORO testbed

5G infra\ RAN 5GCN IP laaS MANO & Security MEC Slicing
testbed  NSA/SA NSA/SA Transport LSBT
Bucharest | Huawei| Ericsson CISCO | OpenS| OSM\0 Fortinet | Collocated S
ﬁllzﬁlelf 2.15vEPQ NXOS Utack | Prometheus 1000D laasS w 5G It;ISS,gI
Nokia | IPFABRIQ ~>>M| - | Arbor Core ase
Nokia | CMU23.10 VMwa DDoS APN
AirScale 5GC re Mitigatio based
OAI/ | OAI/ ESXi n
srsRAN| Open5GS K8s
lasi Ericsson|  Nokia CISCO | OpenS| Prometheus | Fortinet | Collocated S
N%i-/rSSA CMLllefglo NXOS Utack _ Grafana 1000D laasS w 5G EISS,Z\I
IPFABRI] - >4 Arbor UPF ase
OAl/ OAl / K8s DDoS APN
srsRAN| Open5GS Mitigatio based
n

The SA Core architecture usdbkia's 5G SA CMU Core Network solution, which runs emtaalised
infrastructure in the Bucharest 5G Ldhta centre Three main components are integed: the Cloud Mobile
Gateway (CMG), the Cloud Mobility Manager (CMM), and the Authentication and Policy Control (APC).

These components implement the 5G SA 3GPP defined Network FunctionsréNiesented inFigure2, as
follows:

1 TheCMM manages the Authentication and Mobility Management Function (AMF), Waiaties UE tracking
and authentication inside the core.

1 TheCMG manages the Session Management Function (&MRgandles Protocol Data Unit (PDU) sess
Based on the QoS needs and session authentication via the UDM, the UPF is selected for data service

1 The User Plane Function (UPF) handles the data sessions payload, pagoashation, multi-access edge
computing integration and communications the access domain; sits inside the Bucharest 5G Lab CMG and
will be locally deployed in lasi in a Local Br€ait (LBO) approach.
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1 The APC manages the Authentication Server Function (AUSF), waictiles user authorisation
authentication and accountingh@A) tasks.

1 The Unified Data Management (UDM) usi& subscriber management frontend for 5G SA users.

1 The Unified Data Repository (UD$&3 subscriber profile repository.

Moreover, the testbed facility supports different slices based on 3GPP NS&ies, providing eMBB with
throughput up to ~1.5Gbps for DL and ~150Mbps for UL and URLLC witiwaydelay of <4ms.v.
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Figure2Y p D {stestidedvanckitecture General view andriticalcomponents and capabilities

The RAN consists of gNBsupporting5G NSA, an8A Option BFor 5G SA Option B, the gNB connects to AMF

over the NGC interface for Control Plane signalling, and it connects to UPF ovéiGlig interface for user

plane data transferThegNBs are connectedavthe Xn interface.ThegNB provides the NR (New Radio) air
interface access to the UEs. The RAN includes the Service Data Adaptation Protocol layer and the F1 interface
with the Centralked Unit¢ Distributed Unit split This innovative architecture primessmall cell coverage to

Ydzft GALX S 2288 NG D SRKirtualigaRontdzhr@éies to isolate data, reduce latency, and improve
resource efficiency. Bwrchestrating lightweight virtual resources enabling efficient Virtgald Network

2 AgNB (gNodeB) is a node in a cellular network that provides connectivity between user equipmemtd thHe evolved
packet core (EPC). A gNodeB is the functional equivalent of a base station in a traditional cellular network. A gNodeB is
responsible for radio communication with UEs in its coverage area, known as a cell. A gNodeB may be a physical entit
such as a tower, or it may be a virtual entity, such as a software defined radio (SDR).
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Function (VNF) placement and live migration, it can support small cell capacignhanced edge cloud services
by enriching the network infrastructure with an edge cloud.

AMF UPFE
Control Unicast
A L )
' Cu-C E1 CU-U !
: \ \ J 1
I\ F1-C {F1-U :
1 H 1
| DU-MCE DU-MCF |
: —bu —bu :
1 1
| 1

Cloud RAN gNB

____________________________

Figure3: Cloud RAN deployment in O&@estbed

2.1.2 Compute, storge and networking capabilities
Compute and storage resources available in@ieQtestbed are listed iTable3.
Table3: ORO testbed resources

Capability Per VNF Total no Total Infrastructure  MANO/ Services  Monitoring
(V]oR10)) VMs/CNs Resources ETSI Capabilities

Cores RAM Store |Concurrent vCPUs RAM |[Store
IVNF /VNF /VNF VMs/CNs (GB) |((GB)

6800 8000 [OSM, ReAutomation,[Prometheus,

Bucharest 12, K8s NS Stablenet,
rafana

ORO testbed comprises clustered »&6vef deployments inthewo & A 1Sa |4 LI UA | yR
infrastructure resources available are up to 3400 Virtual CRldeing on Intel 11th and 12th generation
enterpriselevel CPUs, more tha6.5 TB of RAM, and mutitred storage, with backup, faiver, and high
availability modes integrated in a flexible, softwatefined environment.

2.1.3 Virtualisation, management and orchestration

Thevirtualisationsystem available at the ORO testtmgpports the fastdeployment of modular servicemdthe

dynamiclaunch offunctions inthe network. The functions may be instantiated, terminated, configuredaled
infout, and updated more rapidly than traditional physical implementations to support tharitiation of the

on-demand communication servicéncluding network slicin¢seeFigure4). Network slicingsupportspriority

management via 5G QoS Flow input, UE TCP session, and 5G QoS Flo(aidDiR&lio Beer)mapping. The
network first maps different IP flows withe exactQoS requirements into the same QoS Flow.

8 x86 is a widely used computer architecture for central processing units (CPUSs). It has become the dominant architecture

for personal computers and servers. The mafr86" is derived from the 8086, an early processor released by Intel
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DNN Internet

SST=eMBB2

Enterprise
backend

Figure4: Orange 5G Lab Slicing Architecture

In particular, the tools used for the management and orchestratiomef/trtualisationpart are the following:

1 OpenStacks the cloud operating system that controls large pooleahputing, storage, and networking
resources throughout a datazentre. It provides standard laaS functionality, orchestration, service
managementuser applicatiomeployment, and cloud infrastructure for virtual machire®d containers.

91 Dockerisan open platform for developing, shipping, and running applications. It sepataegpplications
from the infrastructureto deliver the software quidit. An applicatiomunsin a loosely isolated environment
called a container for fagtonsistent app deployment.

1 Kubernetesis an opersource system for automatingontainerised application deployment, scaling, and
management. lts a cloud-nativeorchestator.

1 OSMis theopensourceETSI NFV Management and Orchestration (MANO) stack for E2E network service
orchestration for telco servicedts key aspects are the Information Model aligned with ETSI NFV SOL006
the unified Northbound Interfaces (NBIs)deal on SOL0O5the Network Services extension across multiple
domains, and thé.ife Cycle Management of Network Slices.

Table4 summarises the onboarding interfaces available in the ORO testbed.

Table4: 5G Lab onboarding platform interfaces

5G Lab testbedinterface Reference standards Implementation
NEV MANO  INfvo cat: ETSI NFV SO_L 006 OSM 10 NBI API for: ‘
= for NFV descriptors 1 VNFD Details

system management of
VNF packages and
Network Service

ETSI NFV SOL 005 1 NSD Details
for REST ARdr management of VN 9 PDU Details
packages and NSDs

Descriptors
Nfvo_lcm: ETSI NFV SOL 005 OSM 10 NBI API, for:
Management of thgfor REST API on lifety 1 NSLCM Details

lifecycle of NFV  |management of NFV network
Network Services [services

(OSM based Day and Day2

Seehttps://www.etsi.org/deliver/etsi_gs/NFMGOL/001 099/006/03.05.0106s NFVSOL006v030501p.pdf
5  See:ttps://www.etsi.org/deliver/etsi gs/NFMSOL/001 099/005/03.05.01 60/gs_rdel005v030501p.pdf
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and configuration dNonstandard extensions for operations for VNF configuration
their virtual configuration of VNFs, adopting the
functions ETSI OSM mechanisms for VNF
configuration.

5G slice Slice_conf 3GPP TS 28.531 Implementation in progress.

ma?agement for REST API to create Network 9
System Instances

BGPP TS 28.541

for the information model on netwol
slices

2.1.4 Monitoring capabilities

Monitoring capabilities at the ORO testbbdnefit from different open software tools used for monitoring (e.g.,
Prometheus) and data presenting through dashbodedg., Grafana)The monitoring stream is focused on two
main streams:

1 Infrastructure monitoringinvolves collecting data from infrastructure commnts such asUE, RAN, Core
Network, Transportyirtualisedinfrastructure, MEGCetc.
1 Network and service performance monitoring, evaluating network resources, services stadusers.

Big Data Cluster

] ' \

1 | 1 1

| | I 1

: : | Python server for :

| I : Advanced Analytics |

: Data processing and enrichment : | :

\ ! I\ !

SN __ _ﬂ ______________ ’ N e Ml __ ’

g M
: SA CORE RAN Configuration Fault 1
I TRANSPORT Management Management :
! 1
I\ Data acquisition layer "

Figure5: h w Is ®stbed monitoring system
The following table lists the various metrics and key data which catiaéned through the monitoring systems
2T hwhQa ¢SadoSRay

Table5: Available metrics in the monitoring system

Transport Monitoring

5G SA trafficalumes G SA Core REST service [Troubleshooting rafana

6 Seehttps://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3274
7 See:ttps://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3400
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5G SA Call Setup List of alarms Ports, Interfaces, LSPs |monitoring tool
5G SA Drop Call Root cause and Impacts Linkutilisation Internal tools
Average reported CQI Tree causes and impact for dLatencyoptimisation

Average number of Users specific alarm TCESs on errors, discards
Network performance monitojutilisation

Physical resource Blocks Load i . -
in realtime or periodically

5G SA average user throughput IP traffic usage

Configuration and measuremergtrieval are accessible through a publish/subscribe mechanism for service and
infrastructure KPIs, including 5G network KPIs and metrics related to computing resource consumption. These
publish/subscribe mechanisms are based on a K2fBpbus and adopspecific information models.

2.1.5 Security capabilities

Inthe ORO testbed, through dynamic services instantiation, the system places the compute resources at the
optimal location for processing in the distributed 5G LAB systemta.¢he proper EDGE computing node. This
instantiation is supportedby implementing TMF APIs and interface®.g., 5G Lab Bucharest and lasi
Implementation).

{ SOdzNBE | 00S&aa (2 htwthid dartiésSréaniitioe SEATH projécBincludingmen Gall third
parties, via IPSec and/or VPN over Internet connectivity

Figure6LINS A Sy Ga (GKS NBY2:3GS | 00Saa I NOKAGSOGdzNE FT2NJ hwh

Third Parties
ORO Firewall
Cluster o
) - N o 6G-PATH
| [ <
FW_IN E I FW_ouT , Partners
I - ) B
_, Open Call
) 3 Parties
: FW_DEV e
FW_PROD ' - o Open Call
6G-PATH Platform 3 Parties
VM VM
PROD_ENV Platform 3 Parties
Developers

Figure6: Remote access architecture for OR® (1 Sa i o6 SR

2.1.6 Configuration and Control APIs

The ORO Testbed infrastructure is fulyPtenabled. It canprovide horizontal (Eastboumdwestbound)
integration with other ORO Testbed Instancand vertical (Northbound southbound) integration with
components anglatforms of a thirdparty origin in 6GPATH.

TheORO Testbed will expose three principal API categories in the scopg of 661 (12 & dzLI-EPNII h wh
1 and integration, deploymengnd experimentation for third parties in the Open Calls.

The availalte APIs and their corresponding categoiaes the following:
5G/6G configuration and control APIs

These APIs are vendarLJISOA FAO (2 GKS LINPGARSNI 2F hwhQa ¢SaidoSHK
below can be extended with momplex/advancd functional APIs.
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Table6: List of 5G/6G Core APIs available in ORQO's Testbed

API Functionality Name  API Path Sample Calls

Next Generation (NG) Cdudr/ngc-profiles M curl--include-k -L-X GET

Profiles stored in the Unifig 'https://<IP_ADDR>:30106/apc/v2/udr/ngcprofiles’
Data Repository (UDR) 1 NG Core Profile data: curinclude-k -L-X GET

1 ngcprofiles 'https://<IP_ADDR>:30106/apc/v2/udr/ngcprofiles/{profid}

Creation/Modification of Profilefudr/ngc- 1 curl--include-k -L-X PUT ‘https://<IP_ADDR
f  PutNgcProfile profilesAprofld} ?:30106/apc/v?/udr{nggprof|Ies{{profld}-T profile.jsonH
ContentType: application/json
Deletion of Profile udr/ngc- M curl--include-k -L-X DELETE
profiles/{profld} 'https://<IP_ADDR>:30106/apc/v2/udr/ngcprofiles/{profld}

1 DeleteNgcProfile

Post ¢ Add, Modify, Delete thyudr/ngc-profiles M curl--include-X POST
list of NG Core Profiles ‘https://<IP_ADDR>:30106/apc/v2/udr/ngurofiles-g -T

1 PostNgcProfiles profiles.json-H ‘contenttype: applicaton/json’ -k -L

Returns the Universal Integratgudr/uiccs M curl--include-k-L-X GET

Circuit Cards (UICCs) stored in ‘https://<IP_ADDR>:30106/apc/v2/udr/uiccs'

the Unified Data Repository M curl--include-k -L-X GET

(UDR) database. 'https://<IP_ADDR>:30106/apc/v2/udr/uiccs/{uiccld}
1 GetUiccs

Examplesof using these APIs include the creation, deletion, amving of a specific profile or a specific
subscriber. The IP RRNB&da 2F GKS KSIRSYR A& aLISOAFAO G2 hwh
replicated foractualusage. It is shown in the list below solely as an example of the running of the API calls:

1 View a specific ngprofile:
curl--include-k -L-X GET 'https://172.28.22.5:30106/apc/v2/udr/1/udr/ngeofiles/testprofile’

1 Create nggrofile:
curl --include -X POST ‘https://172.28.22.5:30106/apc/v2/udr/1/udr/ngoofiles’ -g -T testprofile.json -H ‘contenttype:
application/json*-k -L

1 Delete a specific ngarofile:
curl--include-k -L-X DELETE 'https://172.28.22.5:30106/apc/v2/udr/1/udyé-profiles/testprofile’

1 View a specific subscriber:
curl--include-k -L-X GEThttps://172.28.22.5:30106/apc/v2/udr/1/udr/subscribers/5G_SA 1

EDGE Computing and KuberestAPIs
The ORO Testbed exposes a collection of APIs available in the ®DIGHE permit interaction with the K8s
environment deployed in the Core and EDGE.

KubernetesAPIs reference documentatiofil5] and OROcan provide several of these functionalities, if
implemented in the testbed, within a reasonable request from interested third parties.

Monitoring APIs

The ORO Testbed integrates a monitoring framework as described in Sections 2.1.4 aboframBveork &

available in a GCP deployment and uses indestipdard OpenGragh Elastic APIs to expose the metrics and
values. The monitoring APIs allow seamless integration with 6G¢ | Qa LISNF 2 NX I yOS Y2y A2
permitinterested third parties toview monitoring data from the testbed during their experimentation activities.

8 Also seehttps://ogp.me/

PATH Page |35



https://172.28.22.5:30106/apc/v2/udr/1/udr/subscribers/5G_SA_1
https://ogp.me/

D3.1.6GPATH experimentation environmeaqtnitial

| 26 SOSNE Y2YyAG2NAYy3 REGE FyYyR 2dzildzi FNBY GKS @I NR 2
relayed from the originating sourcié necessarygduringdevelopingand integratinghe 6GPATH framework with
hwhQa (SadoSR®

Figure7 provides a summargf the APIs exposed lilie ORO testbed.

/ Exposed APIS \

Custom monitoring tools " Servitlzg . Standard/Custom infrastructures Advanced experimentation features
anager/Orc
estrator managment APIs Slice Manager VNF Onboarding
(Slice_Conf) CI/ICD (Nfvo_cat)

Nokia 5GC APls ]

[ Iperf ] OSM v10 [ Services Life cycle
[ EDGE Computing-KesaPis | ;]m"““e"‘e"‘ et
CI/CD for automated netapps
\ onboarding, testing, certification /

Infrastructure
Various 5GSA Validated UE, Huawei SRAN18 Nokia Prometheus e
Comemrcial-grade 5G/SA Routers, NSA/SA CMU23.10 — OROF,
EDGE Devices Nokia AirScale 5GC ‘XR.UE ORO
OAI/ srsRAN / OAl/ Momtgnng Data
Ericsson DOTs NSA/SA Open5GS & Device Mgmt.

Figure7: Ovewview of the APIs exposed by the ORO testbed

2.1.7 Description of theNetwork Senarios

Regardinghe 5G RAN configuration, the OROtbed uses the8GPP Rel.16 5G SA optiand theconfiguration
detailsare presented iTable7.

Table7: 5G RAN Configuration in ORO Testbed

SITE NAME gNB ID NR CELL NAME NRDUCELPCI ClI TX and RX MocBAND BW
ID
gNodeB_ 10 UPIB00103|gNBLAB10_UPB_indoor NR371 110 1 B TX and 4 RON78 [100
MHz
gNodeB_ 10 UPIB00103|gNBLAB10 _UPB_box NR37_2P2 210 P @B TXand 4 RIN78 [100
MHz

Additional parameters for the configuration of the scenar@osprovided in Table8.
Table8: 5G/6G Feature Set of ORO Testbed

5G NF RAN ‘ Core Transport MEC

Features NSA/SA NSA/SA Layer Apps
Architecture Platform
3GPP eNB/gNB VEPC/&CN QoS/QoE System management
Rell5/Rel16 Physical/VMs Virtualised Service Flow
Slicing APN APN QoS DSCP E2E slicing
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NSSAI/SST NSSAI/SST MPLS

2.1.8 Mapping of experimentation requirements from the internal use cases to the testbed
features

The ORO Testbed will suppotitte UGEDU1 ¢ XR Rural School¢. KA & dzaS OF asS gAfft NBf &
network infrastructure. ORO will provide data connectivity through the commercially deployed network (5GSA)
and access to a fulyedged 5G/6G Experimentation Platform equipped with the lagestware and hardware

solutions During the internal trials and pilotdor the Education Vertical, the principal activities targeting the

two scenarios of UEDUL will be:

T /2YLRaAlAZ2Yy 27T hwEDOKto theSEGGRATH Rlatforyl Bis activity wil use several
Experimentation Enabling Components to onboard the required assets of the UC components.

1 Deployment of the UC components to the 8ATH platformt This activity will encompass creating the
UseCases Repository assets for HDUL, such as théJseCase images for the Network Applications to
be deployed Digitaliadaand third-party applications through the 6BATH Open Calls.

i Testing and validation of HEDULt This activity will be carried forward to the two test cases to validate
the overall usecase ambitions and expected outcomes, supportethbyKPlIs and KVIs to be collected during
the piloting.

A highlevel depiction of the overall Usgase Topology is prased inFigure8.

EXPERIMENTATION DASHBOARDS < REPOSITORIES
=
o
2 TOPOLOGY METRICS
3
IMAGES USE CASE
= R aan> | | oNBOARDING | | comPOSITION AAA |€ KPIs USE CASES ASSETS
B DASHBOARD | | DASHBOARD
o
S USE CASES TESTBEDS
T
......... g
EXPERIMENT MANAGEMENT EXPERIMENT FEATURES
SLICE POLICY
MANO MONITORING cLe S-AAS IA-AAS e el I

6G-PATH Open Calls

ORO TESTBED

TESTBED OPERATOR INTERFACES

NETWORK APPLICATIONS
| |
CONTENT MANAGEMENTAND | | 1R THIRD PARTY APPS TO
DIGITALIADA < APIs > CREATION / THIRD PARTY APP /| | QTHER THIRD PARTY APPS TO
MODULE FOR DIGITALIADA
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Figure8: High-LevelTopology for UEDUL
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The specifiedunctionalrequirements(FR)for this experimentation will be mapped to the existing architecture
of the Testbed and the planned extensions and upgrades:

Table9: List of furctional requirements of JEDUL

FR Description Mapping to ORO Testbed SoTA

Planned Upgrade or Extension
FR1 |Beyond5G The 5GSA network infrastructure is availa  EXT1Extend 5G SA coverage tg

Network offering connectivity in the geographical ar new locations to include the

Connectivity  where the rual schools aréocalised geographical areas of the Usas¢
beneficiaries (the two rural
schools)

FR2 [|Availability of |Availability of ThireParty Apps to develop
third-LJ- NJi &XRenablel content, from existing curriculu
apps Integration of Device Management
functionality for the XR devices, into the
Digitaliada Platform or as a thighrty
Application running in the EDGE.

FR3 [|Availability of |[XRenabled equipment incluesVR headsetyy UPG3New 5G XR device
XRenabled control surfaces and interactive control acquisition and validatio for
equipment devices, and the IT infrastructure required usage in the 6G Testbed
support the operation of the equipment,
such as laptop computers, tablet compute
and Wi-Fi Networks.

TablelQ: List of Performance Requirements of-HOU1

PR [Title Description
PR1 [Ultra-high >50Gbps bandwidth i EXT1 Extend 5G SA coverage to new location
bandwidth available to the XR include the geographical areas of the tGass
platform and UE beneficiaries (the two rural schools)

1 UPG1E2E Network Slice definition for {H#OU1

1 UPG2gNBs and UPF implementation

1 EXT2 Extend EDGE cluster tend-users service
deployment location for WEDU1

1 UPG4 5G/6G network configuration and sl
adaptation for UCs traffic requirements

1 UPG6Local EDGE/UPF and slice implementation,
configuration

1 UPG7 5G SBA with CP/UP separation and 5G
deployment with EDGE support

PR2 |Ultra-low latency<3ms avaible to UE XR| 1 EXTiExtend 5G SA coverage to new locations to ing

devices the geographical areas of the USase beneficiari¢
(the two rural schools)

1 UPG1E2E Network Slice definition for {#DU1

1 UPG2gNBs and UPF implementation

1 EXT2 Extend EDGE luster to endusers service
deployment location for WEDU1

I UPG4 5G/6G network configuration and sl
adaptation for UCs traffic requirements

9 UPG6 Local EDGE/UPF and slice implementation,
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configuration
1 UPG7 5G SBA with CP/UP separation and 5€e
deployment with EDGE support

PR3

Nearzero Packe
Loss

Minimal E2E packet los

1 EXT1Extend 5G SA coverage to hew locations to ing
the geographical areas of the USmase beneficiarie
(the two rural schools)

1 UPG1EZ2E Network Slice definition fOIGEDU1

1 UPG2gNBs and UPF implementation

1 EXT2 Extend EDGE cluster tendusers service
deployment location for WEDU1

1 UPG4 5G/6G network configuration and sl
adaptation for UCs traffic requirements

1 UPG6 Local EDGE/UPF and slice implementatitice
configuration

1 UPG7 5G SBA with CP/UP separation and 5G
deployment with EDGE support
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2.2 UMA testbed

This section summarises the status of UMA tested by October 2024 (M10), as depleiguar@. Thefollowing
subsection will describe in detail the components, configurations, planned extensions, and how the platform
fulfils the use case requirements

ELCM Portal

Grafana

Experiment Lifecycle Manager (ELCM)

# # A K KA H KK AR

Service Standard/Custom infrastructures Advanced experimentation features

Influx DB

Manager/Orch
Common Monitoring Tools estrator LI
Iperf and ping agents [ HPE 5GC APIs ] Security-as-a-Service
Ci ial/Custom tool [ — ]
ommercial/Custom tools NaC (Nokia) ADB plugin
OneKE Python for Android Slice Manager
[ NemoCloud ] Library
@ University Campus Infrastructure @ La Mayora
RAN HPE OpenN RAN f HPE
UC-FARM from 5G ebula Outdoogrgut N °kri:m 5G
(CSIC,TER, F ers
UMA, HPE) Nokia L rout(ers) Band 77 and Core
Band Band 40
78

analytics

Figure9: 6GPATH Initiatelease@UMA testbed
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2.2.1 5G Infrastructure @ Malaga testbed

The Malaga platform, represented by Victoria Network, includes several 5G deployments at different locations:
GKS | YADGSNERAGE 2 Tceark theé Malaga TEckPark, and thé experim@ritali férm La Mayora in
Algarrobo.This projectill focus on demonstrations and trials at the University Campus and at the experimental
FINY [ al@2Nl® ¢KS pD LINRGI GS y SdseeNds the dentral bo&tiod I Y Ld:
offering both outdoor and indoor 5G radio deployments based on Nokia radio equipment operating on FR1.
Outdoor coverage is achieved through 4 microcells in band B7 (eNodeBs), 4 microcells in band n78 (gNodeBs).
Indoor depbyment provides coverage with two FR1 picocells in bafel Figurel0 showsthe 5G deployment

in the Ada Byron building (University Campus).

¢g2 pD aArAGSa LINRPOARS (KS SE LFgN®lYBoyidesathighfeveNdVervie of a | @ :
the two sites. In site 1, microcellin band 70 TDD 3700 (33Q2200 MHz) with a channel bandwidth of 100

MHz and a macro cell in band 40 TDD 2300 (2300 MHz) with a agmnel bandwidth of 20 MHz are available.

In site 2 a macro cell in band 40 with 20 MHz of channel bandwidth.

Edge servers

5GCore (Main buildin r § —
( g) 4\/‘('
Site 1 5(1 >
(( ’) — (( )) Micro n70 +n40 — >
l l (Water tank ) %} &
Location: y
(La Mayora

Experimental farm)

g1 (C/U)

BBU BBU

. . Site 2
Fiber connection Macro n40

(Telco tower)

Figurell: 5G Private Network at KS S ELISNADMSY & 2 NI & ba)yf 8 NNEP

During February 2024the upgrade ofthe Nokia radios to SRAN23R1 versimas completed The most
interesting features included in SRAN23R1 are the following:

1 CB006878: Dynamic UL Resource Allocation in FR1 TDD Celfeaflinés increases UL throughput by
dynamically allocating unused longysical UL control channel (PUCCH) resources to the physical UL shared
channel (PUSCH).

1 CB008120: Additional Standard Slices Support: This feature extends the support of slice identifiers from non
standard values and enhancédobile Broadband (eMBB) to aBGPP standard Slice/Service Type (SST)
values. The feature also introduces data radio bearer (DRB) inactivity timers, which users can set and control
per slice or DRB profile.

1 CBO008662: Adaptive Reansmission: This feature improves the average cell ginput by up to 3% at a
10% block error rate (BLER) in UL andtllso enhances spectral efficiency and optimises the handling of
the physical resources. Those benefits are achieved with the Hybrid Automatic Repeat Request (HARQ) re
transmission schemeyhich adapts reserved modulation and coding schemes (MCSs) in FDD and TDD
frequency range 1 (FR1).
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I CB009189: Servigdware Scheduling Request and HAREI R@smissions: This feature improves arser
experience. Users can reduce call latency using sesettihgs for data radio bearer (DRB) configuration.
The feature also introduces a 580 identifier for nonRGBR DRBs in frequency range 1 (FR1), 5G SA mode.

Figurel2: Site 1 at the experimental farm "La Mayora”

Figurel3: Site 2 at the experimental farm "La Mayora"
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private deployments described. The 5GC is the 5G network component that managesomatites like
authentication, control signalling, Quality of Service (QoS) policies, mobility, and data traffic forwarding between

the base station and the networks external to the 5G system.

The HPE 5GC is a fuliytualised solution that is compliantwith 3GPP and ETSI standards #edible and
adaptable for a large variety of verticals amsk cases. It includes the following Network Functions (NFs): The
Access and mobility management function (AMF), the Session Management Functions (SMF), tlarigser
Function (UPF), the Unified Data Management (UDM), the Authentication Server Function (AUSF), the Unified
Data Repository (UDR), the Policy Control Function (PCF), and the Network Repository Function (NRF). In
addition, the HPE 5GC is endowed withEaquipment Identity Register (EIR), which provides a mechanism to
restrict malicious user terminals in a mobile network.

Furthermore, the 5GC system exposes the following 3GPP standarpliant interfaces:
1 NZI1:NonAccesstratum (NAS) over N2 between thi&s and the AMF

1 N2: NextGeneration Application Protocol (N&°) over Stream Control Transmission Protocols (SCTP)
between the gNB(s) and the AMF

1 N3: NextGeneration User Plane (NG.U) interface over User Datagram Protocol (UDP) between the gNB(s)
and the UPF(s)

1 N4: Interface between SMF and UPF to allow control and user plane separation
1 N5: Interface between the PCF and the Application Function (AF)
1 NB6: IP connectivity to external Data Networks (DN)

In particular, the PCF is accessible to trusteddtparties (AFs) via the exposed N5. External AFs can configure
network parameters and perform eAm-end 5G QoS modification and control to support missidgtical
servicefMCSs)

Moreover, the HPE 5GC is equipped with a-ipsalled instance of Promkeus, capable of exporting 56C
related KPIs to an external monitoring system or an orchestrator. Such mietriade central processing unit
(CPU), memory, and disk usage, information and statistics on processes and 5GC NFs, service usages, etc.

Finally,the HPE 5GC also provideshad set of northbound RESTful APIs to allow external Operation,
Administration and Monitoring (OAM) systems to easily integrate and automate configuration, performance,
and fault management procedures.
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Figurel4: HPE Aruba Networking Private 5G Core Network

2.2.2 Compute, Storage and Networking Capabilities

As previously mentioned, the Malaga testbed is based on a conglomerate of capabilities, locations, and technol-
23284 OFffSR axA0G2NAIF bSig2N] ¢

Two sites can be distinguished as part of the Victoria Network, and thiéybe especially relevant during the
execution of the 6&@2ATH project.

The first sitethe main data centre, is located in the Ada Byron building of UMA. The design that will be deployed
isbased on a hypeconverged architecture like the one shownrFigurels.

Based on hypeconverged architecturghe following functions can be taken advantage of:

1 Heterogeneous oipremises hardware is allowed

1 Onl hosts and switches connecting

1 No dedicated devices for a specific task (e.g., an(NESvork File Systengerver for storage); every

K2aG R2Sa | oAl 2F SOSNRGKAY3I yR I 00SaasSa 20KS
All hosts have replicated configurations. High alality through the absence of single points of failure

Centralsed management of storage (SDS), networking {Na®d computational resources avértu-
alised

=a =

Non-Converged Converged Hyper-Converged
— O — O
— O — O
—o —o
Server Server Network Switch
I
Network Fibre Channel Network &
Switch Switch Storage Switch e &
! ¥ e
’ —O N
1 A
[ —o )
\ @ / @ \\\ @ — ’//
Storage Storage Storage & Server

Figurel5: HyperConverged Architecture

9  Seehttps://www.nokia.com/networks/programmableetworks/networkascode/networkas-codepartner-program/
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The second site is anothericro datacentreat La Mayora, the farm where the use case will be implemented.
This site will act as an EDGE nadar the customer that will be managed from the core data cerleeeraging
the platform developed in the 6GandboX24] project. This platformallows us to create a trial network with
components from the 6G library (Mobile Cores, Radio, Testing Equipment, UETle& hicro dataentrewill
deploy the trial network dedicated to the 6BATH project use case.

The summary of the resources available at the two locationsamemarisecbelow:
UMA microCPD

1 Computing: 11 Hosts
1 Storage: 12 TB CEPBtorage
1 Networking: 1Gb to the Internet. 10Gb and 40Gb Internally (Management, Service, Storage)

La Mayora microCP

1 Computing: 2 Hosts

9 Storage: 2TB Local Storage

1 Networking: 10Gb and 40Gb Internally (Management, Service, Storage). Connection to the internet is
TBD.

2.2.3 Virtualisation, Management and Orchestration Capabilities

OpenNebuld25] was selected as the private cloud manager for the micro data centres becaitseagabilities
and weltknown flexibility.

jOpen Dashboard & oneadmin i OpenNebula
== Nebula
Dashboard . .
Virtual Machines B System [ = |
Instances
Templates 120 O 11 3
Storage TOTAL PENDING FAILED USERS GROUPS
Network
Infrastructure
System .
Images B Virtual Networks [ = |
Settings
MAGES USED VNETS USEDIPS
nMet
3
Hosts B
Allocated CPU
22100/51000 11 (0]
Allocated Memory MONITORED DISABLED FAILED
.

504.5GB/2.1TB

Figurel6: OpenNebula Dashboard

OpenNebula is an opesource platform for building and managing privateblic, and hybrid clouds. It provides

a simple yet powerful solution for orchestrating varioustualised data centresand cloud infrastructures.
OpenNebula is highly versatile and supports various hypervisors, storage, and network configuratiorgsjtmakin
suitable for a wide range of enterprise and research environments, as shdviguirel7.

10 Seehttps://ceph.io/en/
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Figurel7: OpenNebula overview

The key features offered by OpenNebula are the following:

)l
)l

=A =

= =4

= =4 =4

Multi-Hypervisor Support: OpenNebula supports various hypervisors, including KVM, VMware vCenter, and
LXD containers, allowing users to choosedhe that best suitsheir needs.

Unified Management: Provides a single management interface for managing Mies@lrces across
different hypervisors and dateentres

Automatic Provisioning: Automates the provisioning of virtual machines (VMs), storage, and networking
resources.

Auto-scaling: Enables automatic scaling of applications based on predefined pdaitgesing efficient
resourceutilisation.

Backend Support: Compatible with multiple storage backends, including traditional SAN/NAS, distributed
storage (e.g., Ceph), and local storage.

Virtual Networks: Creates and manages isolated virtual netwaemkisupports softwaredefined networking

(SDN) integrations.

IP Address Management: Manages IP addresses and VLANS for efficient network resisaten.

RoleBased Access Control (RBAC): Providegyfmieed control over user permissions and roles, emgpuri
secure multitenant environments.

User Quotas: Allows administrators to define quotas for users and groups to control resource usage.

Hybrid Cloud: Seamlessly integrates with public cloud providers like AWS, Azure, and Google Cloud, enabling
workload mgration and hybrid deployments.

Cloud Bursting: Allows cloud bursting, where local workloads can be dynamically extended to public clouds
during peak demands.

RealTime Monitoring: Provides reéime monitoring of the health and performance\dgftualisedresources.

Usage Reporting: Generates detailed reports on resource usage for billing, auditing, and capacity planning.
RESTful API: Offers a comprehensive RESTful API for integrating with external systems and automating
workflows.

CLI and GUIt providesa commandine interface (CLI) andgraphical user interface (GUI) for managing the
cloud infrastructure.

Secure Architecture: Implements security best practices, including isolation of virtual networks and secure
user authentication.

Compliance: Facilitas compliance with industry standards and regulations through extensive logging and
auditing capabilities.
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OpenNebula is becoming a reference project in cloud computing in Europe. Its European origin, compliance with
GDPR, and support from E{funded progcts contribute significantly to its growth. OpenNellgexibility,
multi-hypervisor support, and strong community make it an attractive choice for various sectors, including
research, education, and governmeithe platfornf ability to integrate withdifferent storage and network
configurationsand its support for hybrid and muitioud environmentdurther solidifies its position. As the
demand for cloud solutions grows, particularly thasaphasisinglata sovereignty and regulatory compliance,
OpenNdula is welpositioned to expand its influence in European cloud projects.

2.2.4 Monitoring Capabilities

UMA has developed monitoring agents for Android deviegsich aremanaged through Test Automation
Platform (TAP) plugins. TAP, a software solution by #fety$iechnologi€, is designed to automate testing
LINPOS&aasSa YR A& LINI 2F YvYSeaArdakioa O2YLINBKSyaagdgs
varioustesting needs, from basic device functionality checks to complex system validatidceifications.

1 The Iperf Agent for Androids based on Iperf, a network testing tool that measures the bandwidth
between two hosts over a network. In the context of Android, an Iperf agent is an app runniag on
Android device that acts as either tludient or server in network performance tests. This thelps
evaluatethe performance of network infrastructures as experienced by the device.

1 Ping Agent for Androidsimplementedbased on ping, specialisedool designed to monitor andnalyse
network connectivity and performance. This tool typicadlgnds ICMP (Internet Control Message
Protocol) echo requests to specified network hosts (servers or other devices) and mahsuesponse
time. The primary use of a Ping Agent is to assess networichkaind the presence of packet loss, which
are critical factors in network troubleshooting and performance evaluation.

9 The resource monitoring agent for Androidnonitors resources in Android devices, such as radio
resources, CPU, memomnd battery.

1 Promeheusis usedo monitorthe usage of the virtual infrastructure and the 5GC.

1 Nemo Handydrive test tool from Keysightollectsradio performance parametersn the UE side.

2.2.5 Security Capabilities

In the HPE 5GC, Transport Layer Security (TLS) certificatiest mccess to all exposed APIs frarmrauthorised
entities and prevent data breaches. TLS is a cryptographic protocol that allows server identification and
authorisation It guarantees that API calls are transferred to the intended recipient while imgediata
interception.

Regarding thevirtualisation platform Security Capabilities, OpenNebula implements several security
characteristics to ensure the protection and integrity of cloud environments kg security features are as
follows:

1. Authentcation and Authorization:

1 RoleBased Access Control (RBAC): Providegyfimieed control over user permissions, ensuring
that onlyauthorisedusers can access specific resources and perform certain actions.

1 TwoFactor Authentication (2FA): Enhances userthantication by requiring an additional
verification step.

2. Network Security:

11 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repeadingeDir
95/46/EC (General Data Protection Regulation). Official Journal (OJ) L119, 04.05.2088, ppdilable athttps://eur-
lex.europa.eu/legatontent/EN/TXT/?uri=ELEX%3A32016R0679

12 Also seehttps://www.keysight.com/us/en/assets/701:85992/courseoverviews/59922702.pdf
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1 Isolated Virtual Networks: Ensures that virtual networks are isolated to prewenithorisedaccess
and data leakage.

1 Firewall Rules: Allows administrators to define and ecdafirewall rules to control inbound and
outbound traffic to virtual machines.

3. Data Security:

1 Encryption: Supportdglata encryptionat rest and in transit, protecting sensitive information from
unauthorisedaccess.
1 Secure Image Management: Ensures V8k dinages are stored and transferred securely.

4. Compliance and Auditing:

1 GDPR Compliance: Designed with features that tigpnisationsomply with GDPR and other data
protection regulations.

1 Audit Logging: Keeps detailed logs of user activities antdraysvents for auditing and compliance
purposes.

5. Infrastructure Security:

9 Secure Architecture: Follows best practices for securing the infrastructure, includhigisingthe
attack surface and hardening components.

1 VM lsolation: Ensures that virtual aohines are isolated from each other to prevent lateral
movement of threats.

6. API Security:

1 API Access Control: Enforces strict access control policies for APl usage to ensure that only
authenticated andauthorisedrequests are processed.

1 Rate Limiting ad Throttling: Protects APIs from abuse and deafadervice attacks by limiting the
number of requests that can be made in a gipeniod.

All these features allow the creation of private clouds with many security advantages by defaultdays O

2.2.6 Coniguration and Control APIs

The API provided by NaC, a tool from Nokia, will be used to configure the fHu® tool enables the
management and configuration of the following resources:

1 IMSIs management

9 Slices management

1 QoS profile management
I Radio stats

The HPE 5GC also providescenprehensiveset of northbound RESTful APIs to allow external Operation,
Administration, and Monitoring (OAM) systems to easily integrate and automate configuration, performance,

and fault management procedures. These APllsiothe OpenAPI 3.0 specificatidmand can be consumed by

any client that can send HTTP requests and interpret HTTP responses, regardless of its programming language.
LEf ySi62N] FdzyOiAzy O2yFAIdzNI GA 2y &S (nsxhgtDde canNB S|
programmatically adjust settings, deploy new configurations, provision new users, and manage the network
behaviour directly through the APhathout directly interacting with the network elements

13 Also seehttps://swagger.io/specification/
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Figurel8: APIsxposed by the UMA testbed

In addition, reatime and historical data about network performancikagnosis, and troubleshootirngsues can

be retrieved via APIs, facilitating proactive maintenance and problem resolution. For each network function
within the system, metrics are meticulously collected and exposed using Prometheus. These metrics encompass
resource consumption data, 3GIr#lated metrics for signalling and traffic data, and detailed information
regarding the state of the network. Further, the HBGC expos@sset of parameters via Afdlr monitoring the

virtual machines. This includes metrics such as @H&htion, memory allocation, disk usage, networking data,

and more.

Figurel8 provides an overviewf the APIs exposed lilie UMA testbed. These APIs are availabléntegrate
experiment controlwithin the ELCM16], and the advanced features can alsoutiised by third parties, such
as experimenterssoltions,and service providers. The APIs expds&eealready been described in D2.1, except
those exposed by the Close Loop Coordinherausehey areunder design.

To support the configuration of radio and core parameters from the EliGMI] developa plugin for NaC, a
Nokia Python library that enables the configuration and monitoring of the radio, and a plugin for the HRE 5GC
configure the parameters exposed by the HPE 5GC. In addition, TAP ADBaptugiready being used control
Android devces and applications. 5G routers atdfer remote control features that can be used for monitoring.

2.2.7 Description of theNetwork Scenarios

The reference scenarios provided at the different locations for experimentation are described in the following
tables:

Tablell: Band 78 configuration UMBniversitycampus

n78

TDD
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Bandwidth

MIMO-layer

DL MIMO mode

Beams
Subcarrierspacing
Uplink/Downlink slot ratio

Location

Band

Mode

Bandwidth

MIMO-layer

DL MIMO Mode

Beams
Subcarrierspacing
Uplink/Downlink slot ratio

7Location

Band

Mode

Bandwidth

PATH

100 MHz

4 layers

4x4

Single beam

30 kHz

1/4

UniversityCampus

Tablel2: Band 77 configuration @ La Mayora

N77

TDD

100 MHz

4 layers

4x4

Single beam

30 KHz

3/4

La Mayora

Tablel3: Band 40 configuration @ La Mayora

N40

TDD

20 MHz
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MIMO-layer 4 layers

DL MIMO Mode 4x4

Beams Beamforming

Subcarrierspacing 30 KHz

Uplink/Downlink slot ratio 3/4

Location La Mayora

2.2.8 Mapping of experimentation requirements from the internal use cases to the testbed
features

Forthe UGFARML, the 5G private network deployed at the experimental fawt be utilised which serves as

the focus of the usease.This setup allows complete network cooltto meet the requirements of UEARML1

(see Table 2). The 5G deployment operates on band 40 and band 77, and both bands will be tested to ensure
they meet the performance needs of the use case. Multiple slices will be deployed to separate traffic for
teleoperation commands, video/image retransmission, and sensor data. Each slice will be configured to support
the specific performance requirements of the use case. Additionally, radio parameters will be adjusted to
increase uplink bit rates, enabling thetrsmission of highesolution images and videos.
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Tablel4: Performance requirements UEARM1

PR Title Description

PR1 Smart irrigation Connectivity density:> 100/km
Battery life: > 1 year

PR2 Drones Reliability:> 99,999%; Leatcy:<5mg

PR3 Multispectral camera High uplink capacity for transmittir
high-resolutionimages

The UGFARM2 5G public network from Telefonica atlde Open Gateway framework will be used. The Open
Gateway is an initiative from the GSMA to provide ursaé access to mobile network capabilities through
standardisechpplication programming interfaces (APBurrently,Telefonica's network APIs focas payment
features and traffigrioritisation. The second set of APIs will be usedutél the requirenents of the UGFARM

2 described in Tabl#5. In addition, the Intranet service offered by Telefonica will reduce the data path between
the location of the use case and the servers hosting Terraview cloud solution. The Intranet service ensures the
shortestpath between the radio access atite main data centref the UMA testbed, located at the University
Campus.

Tablel5: Performance requirements UEARM2

PR Title Description

PR1 Data Transfer Efficiency Reduce data transfer fromrpperty
to central cloud.

PR2 Low latency Enable reatime decisionmaking

PR3 Minimal overhead The processing time of image
remains the same. No increase.
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2.3 OTE testbed

The OTE Lab testbed, based on 5G SA architegwsed in UECITIERT Automated logistics. It is located in

OTE gremises in Athens, where the Radio Access Network (RAN), Packet Core, and cloud infrastructure are
installed. RAN uses New Ra¢idR)technology, Packet Core uses 5G Core (5GC) technology, based 16t‘Rel
architectue, while cloud infrastructure uses OpenStack Réf. 12

Grafana

ELCM Portal

B A A

Influx DB

Seryics Standard/Custom infrastructures Advanced experimentation features
- (e managment APls
Common Monitoring Tools estrator

Iperf and ping agents

Commercial/Custom tools 5GC APIs [ Slice Manager ]

[ VIAVI monitoring tool ]

Infrastructure

Cloud
HPE 5G Core Infrastructure

RAN from

UEs
Ericsson

(gateways,

0 Stack
tablets) SA Rel. 16 (Openstack)

(BBU, IRU,
radio dot)

Figurel9: 6GPATH Initial release @OTE testbed

2.3.1 5G Infrastructure @OTE testbed

The basic architecture designed for the OTE testbed consists of four main components: 5GClo&RRAN,
Infrastructure andSice Manager.Figure20 presents an overview of the eAd-end network architecture. The
testbed allows internet access and sapfs secured VPN connectivity for developers to accessdclou
infrastructure and install applications and services.

14 Seehttps://www.3gpp.org/specificationgechnologies/releases/releasts
15 Seehttps://docs.openstack.org/releasenotes/tempest/v12.0.0.html
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Figure20: OTE Lab testbed architecture

ForUCCITIER - Automated logistics needs, a radio access network covering an indoor area of 300m2 is installed
in OTE premises, hile an outdoor antenna is also available. NR technology is integrated with the SA Rel. 16
architecture, and the 5G RAN characteristicsdescribed in the table below

Tablel6: 5G RAN characteristics @OTE testbed

Manufacture ‘Model Description

Radio Unit Ericsson ERS4408 LTE/NR TDD with four duplex TX/RX bran
supporting up to 4x5 W output power

Radio Unit Ericsson Radio Dot LTE/NR TDD with four duplex TX/RX bran
supporting up to 4x5 W output power

Network Equipment [Ericsson 6630 Baseband Unit, 15 CPRI/9 eCPRI, LTE+NR wit
12 CCs LTE and 12 CCs NR in dual mixed mot

NR is expected tamprove i K S vy S i 6 2 N s@pport fsthi§tt pedoirtarice] anefficiently use the
available spectrum. Massive MIM@reases coverage and capacity while beamforming isaalspted.

The 5G SA Core network architecture is ctoative and founded on containers and serwsbased architecture

(SBA) Thus, the functionalities are handled by a set of ContaeeériNetwork Funitons (CNFs) that can access
each other services. Thapproach allows thguick launch of new services and of@nhanced adaptability. It
alsoprovidesflexibility in deployment by separating the User Plane (UP) functions from the Control Plane (CP),
offering thechaice ofeither acentralisedapproach or a distributed one regarding the user plane traffic, thus
enabling Edge Computing. A new important feature in 5G is network slicing, estizhlishesndependent

traffic flows with different Quality oService (QoS) conditions.

The current version of the 5G networltsat are installedis based on SA Releabk@ architecture presented in
Figure 4.
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Figure21l: 5G SA Release 16 architecture

The packetore is separatedhto two main parts Figure22): the Control Plane Function (CPF) and the User
Plane Function (UPHpoth parts are implemented as OCI contain®rsin the CPF component, four Network
Functions are installed based on tR&PP standard:

T

T

=a =

Access and Mobility Management Function (AMF): The AMF component in the CPF can be accessed by
any number of gNBs. Each gNB is assumed to be locally configured to access the AMF.

Session Management Function (SMF): It can be configureccesa any number of UPFs, including the
co-located UPFHowever, a UPF may only be controlled by one SMF. Although a gNB may connect to
multiple AMF instances in different instances, each 5GS configuration containing an AMF is an
independent 5GS.

Authentication Server Function (AUSF): It enables the authentication of 3GPP access.over NR

User Data Management (UDM) Function: It supports #ehentication credential Repository and
Processing Function (ARPHE Subscriber identify Deoncealing Functio(SIDIto de-conceal the SUPI
(Subscription Permanent Identifierfrom the SUCI(Subscription Concealed Identifjerthe 5G
Authentication Vector Generation, the UE Subscriptions and ARPF to store the UStbtiokgys

16 See:https://opencontainers.org/
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N1
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gNB N6

Figure22: Architecture adopted in OTE Lab testbed ustiRE5GC and interfaces

HPEpacket core exposes the followingployed3GPP interfaces:

T

T
1
T
1

N1: NAS over N2 between the gNBs and the AMF

N2: NGAP over SCTP between the gNBs and the AMF
N3: NGU over UDPetween the gNBs and the UPFs
N4: PFCP over UDP between the SMF and the UPFs
NG6: IP connectivity to external Data Networks €PN

l RRAGAZ2YIffeéY he¢oQa GSailioSR adzZlR2NIa SR3IS @Edgy Lidzi A
computing bring application hosting frontentraliseddata centres down to the network edge, closer to
consumers and the data generated by applications. Therefore, it aims to reduce latency, ensure efficient network
operation and improve customer experience.

Multi-access Edge Computing (MEC) iseslygecomputing architecture standarthat provides computingand

storage resources closer to the end user. Several architectures for edge implementation have been proposed
(Figure 23). The decisionabout which architecture will be implemented is based on various operational,
performance (mainly latency), or securitylated requirements. For the needs of {GCTIER, the fourth
architectural approach has been implemented, where the weses are located within the core network
functions.
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Figure23: 1. MEC located in the same placgthe Base Station, 2. ME€located in a transmission node, 3. MIEEC
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OpensStack Platform is installed.
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Finally, aslicingmechanismis designedto offer a ckey€ feature in 5G network$y allowing different types of
services and supporting heterogeneous requirements that could not be fulfilled biindef service Multiple

slices are available in the OTE Lab testl#edlice selection mechanism is implementsing a Slice Manager,

an extra software componenthich allows slicing. The Slice Manager is installed in the servers where the 5GC is
also hosted and supports the following operations:

Slice creation
Slice update

!

il

1 Slice cancellation
 Getthelist of slices
il

Get slice configutéon parameters
Tablel7: OTEtestbed capabilities

3GPP 5G RAN 5G Core Network Slicing irtualized Inigc Security
5G Release
Rel. 16 Ericsson NR, [HPESA Rel. 1]Supported. Multiple laaS
with both in- slices could be created
door and out- in advance. Slice selec
door coverage tion could be dynamic
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2.3.2 Compute, Storage and Networking Capabilities

The network components used in the testl&durrent version are installed in generic servers. More specifically,
5GC is provided byewvlett Packard EnterpriséHPE, using the network functions implementation approach,
using the network functions implementation approach installed in an ESXI Platform releaséhtétéd in a

Dell R640 servét Its available resources are 2x Intel(Ryr{&) Gold 6138 CPU at 2.00GHz, 352 GB DDR RAM
and storage of 1TB SATA and 8TB SAS.

Additionally the cloud infrastructure consists of Dell servers with 4 vCPUs, 8 GB RAM, and 50GB storage installed
with Red Hat OpenStack Platform release 16°1.8

Table B shows thati KS (SaG6SRQa OFLIoAftAGASA AyOfdRS ySisg2z2N
security.

Tablel8: Testbed resources

VNF capabilities

Cores: 4
RAM: 8 GB
Storage 40 GB

2.3.3 Virtualisation, Management and Orchestration

The OperSource MANO (OSM) has been used for the orchestration dDfte testbedThe desigiime scope

of OSM include§) the capability to Create/Read/UpdaDelete operations on the Network Service definition
and; (ii) tools for VNF Package Generation. On the other hand, théimeiscope of OSM mainly provid€s an
automated Service Orchestration environment as the central coordination en@iip@lugns for integrating
multiple Virtual Infrastructure ManagersVIMs (including OpenStack, VMWare, OpenVIM) and Kubernetes
Clusters (i) support to integrate Physical Network Functions into Network ServitesOSM Release 2 avill

be used for the 6AH project, which includes relevant features in the direction of increased compliance with
the ETSI NFV standards:

9 Scaling for Kubernetes Applications, which improves scalability in Kubernetes deployments
1 Reduced footprint and improved release processyirgl on Python packages with locked dependency
versions andgignificantlyreduced image sizes

2.3.4 Monitoring Capabilities

The OTE ¢stbedsintegrate casespecific monitoring tools. For the use case CFRHEStomated Logisticghe

VIAVI NITRO software platfo?* will be usedThe application anthe software probeintegrating the monitoring
solution, will be installed on VMs (Fusion Controller, Fusion ESAM to manage Smart SFPs: JMEPs, Fusion
Analytics, software probe VPMA for TWAMP initiatioddardware probe and JMEP Smart SFP will dso

installed in variousetwork parts

17 Also seehttps://docs.vmware.com/en/VMwarevSphere/7.0/rn/vsphereesxi701-releasenotes.html

18 Seehttps://www.dell.com/us-en/work/shop/povw/poweredger640

19 See,nter-alia; https://docs.redhat.com/en/documentation/red _hat openstack_platform/16.1rt-
single/release notes/index#makirapensourcemore-inclusive

20 Seehttps://osm-download.etsi.org/ftp/osm12.0twelve/OSM_Release TWELVE Release d\uté

21 Seehttps://www.viavisolutions.com/erus/solutions/nitro
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A KAFKA interfaéawill be activatedo transfer measurement datt the ELCM.

The application GUI speiei§ the measurement scenariosyns them, and getsesults. The outpubbtainedis
the network performance measurementshe commercial MVINITRO SW platforfi(FUSION applicatid@8])
is used.

The monitoring systemsompriseshardware and software probes that gather measurement datda central
applicdion that collects and presents the data.

ACTAas thetestsare generatedwill provide detailed monitoring metrics in the 5G infrastructened-to-end,

as well asegments of the network. This suppoabetter understanding of success segments or @a@as. The
approach providesbetter network visibility for troubleshooting. The solutiomemotely testsnew service
activation, performance monitoring, and troubleshootingarioushardware and software, open source and
proprietary, probes will be used. 88 At f | f a2 ARSYydGATe (G(KS LINRo6SaQ
placement location with that of the network links and interfaces. The target is to achieveaoesd
measurement of Network KPI valuasd measurements imetwork segmentsi.e. RANindtransport.

ACTA has develop&yithon code for a TWAMP implementation, which optionallybe used on mobile devices
to provide monitoring data from the endser'spoint of view.

The KMVaP is the central management platfdon collecting measurementiata from the probes, whicks
installed in the network ands responsible for collecting data from measurements of network KPIs. The system
accumulats over 150 metrics at various points of a Live Network.

Data collection is an automated process runrizddg/, with a 1 min monitoring granularity and a 10ms sampling
granularity. Thresholds can be set to allow for a cockpit view of ikPéscordancewith the designated
performance targets.

TheKPI metrics measured are latency, packet loss, packet dedaye fioss, traffic throughputne-way results
(from onenetwork locationtowards another point), and twavayresults (from onenetwork locationto another
point and back to the initial point)

An example showing parts of the GUI is displaydelgare24 and Figure25.

2 Seehttps://kafka.apache.org/

23 The VIAVI Network Integrated Te$tealtime analytics and Optirgation (NITRO) solution is the first raahe
intelligence platform that connects testing and service activation data from instruments with softveeseed planning,
provisioning, assurance and optsafion probes and applications, working seamlessly across maobile, fiber, cable, cloud
and enterprise networkg-or further information also seéttps://www.viavisolutions.com/erus/solutions/nitro
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Figure25: Monitoring measurement @OTE testbed
2.3.5 Security Gpabilities

To use the network services, Usist follow the registration process defined b% technology. At the same
time, developers are not allowed acceas this is a closed network that oalythorisednetwork engineers have
access to. Developeramaccess the cloud infrastructure to install applications that will be exploited by the use
casenly by using a VPN account, the credentials of which are created and provided by OTE.

2.3.6 Configuration and Control APIs

Network components are installed in thestbed to allow connectivity and suppddr the automated logistics
applications. These components will be interconnected with external tools, such as monitoring tools and cloud
based applications. To complete the etwdend integration of the network ith the external components,
several standard and custom interfaces will be deployegyrasented inFigure26.
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Figure26: Control and configuration interfaces @OTE testbed

Especially for the Slice Manager integratis souttboundinterface interacts with the slice plugins deployed in
the 5G testbedadopting the following APIs:

1 Authentication to the 5G Core

To get the authentication token from the 5G Core, the plugin implements the following API, which can be
showcased with ta following curl command:

curk-locatiort request POST ‘https://5gcore_api_endpoint/api/1/auth/login'
--header 'ConteniType: application/jsort

--dataraw '{

"username": "USERNAME_HERE",

"password": "PASSWORD_HERE"

}

The plugin looks for the ACCESS HNDi the response to the POST requast shown in the following
example.

| curl--location--request GET 'ENDPOINHheader 'Authorization: Bearer ACCESS_TOKEN_HERE' |

After getting an authentication token, trgystem can make subsequent requests

1 Retrievethe Provisioned Data profiles list

The plugin uses the following API to retrieve the complete list of Provisioned Data Profiles:

| curl-k -X GET "https://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profiles"

1 Retrieve Single Provisioned Datafile info

The following API retrieves information on a specific provisioned Profile:

| curl-k-X GET "https://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profiles/{uuid}"

In the current examplg{uuid} is changed with the required UUID agiss.

9 Delete Single Provisioned Data profiles
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The following API allovibe delete of an existing Provisioned Data Profile

| curl-k -X DELETE "https://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profiles/{uuid}"

In the current example {uuid} a placeholder and changed with the required UUID address.

i Create a new Provisioned Data Profile

The following API creates a new Provisioned Data Profile.

| curl-k -X POST "https://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profiles"

=

Replace (or create) a new Provisioned Data Profile
¢CKA& !'tL NBLXLFOSa +y SEA&AGAY3I t NRPOBAAA2YSR S5FaGF LM

curl-k -X PUT "https://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profikkt"ContentType application/json™-d @./provi-
sioned_data_profile_replace.json

1 Retrieve a PLMN rule for an existing Provisioned Data Profile

This API retrieves the rule for a specific PLMN of an existing provisioned data profile

| curl-k-X GET "https://5gcore_api_endjp/api/1/provisioning/provisioned_data_profiles/{uuid}/{pImn}"

In the current examplgluuid} and {pImn} are changed to the required uuid and plmn values.

9 Create or replace a PLMN rule for an existing Provisioned Data Profile

This API creates a newleyor replaces an existing one) for a specific PLMN for an existing ProviBatzed
Profile

| curl-k-X PUT "https://5gcore_api_endpoint/api/l/provisioning/provisioned_data_profiles/{uuid}/{plmn}" |

91 Delete a PLMN Rule for a Provisioned Data Profile

This API deletes an existing PLMN rule for a Provisioned Data Profile.

| curl-k -X DELETHttps://5gcore_api_endpoint/api/1/provisioning/provisioned_data_profiles/{uuid}/{plmn}"

In the current examplgluuid} and {pImn} are changed to the required uuid ahdmpvalues.

1 Policy associatedith an existing SUPI

This API replaces the policy data profile associatigdlan existing SUPI:

| curl-k -X PUT "https://5gcore_api_endpoint/api/1/provisioning/supis/{supi}/policy_data_profile"

In the current example {J} is a placeholder. Change it with the desired SUPI.
1 Replacdhe provisioned Data Profile associatedth an existing SUPI

This API replaces the provisioned data profile associatttdan existingSUR.

| curl-k -X PUThttps://5gcore_api_endpoint/apil/provisioning/supis/{supi}/provisioned_data_profile"

In the current example {SUPI} is a placeholder. It should be changed with the d&diréd
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2.3.7 Description of theNetwork Scenarios

RAN, Core, Virtuahition, and orchestration are used in the OTE testlio offer 5G SA services and slicing. Table
19 describes the technical details of the RAN configurations

Tablel9: Network configurationoffered by the testbed

Band N78
Mode TDD
Bandwidth 100MHz
MIMO-layer 1 layer
DL MIMO mde 2x2

Beams Single beam

Location OTE lalpremises

The 5G tetbed can provide one or more slice instances of one or more types. A slice type is identdie8 by
NSSAI, composed of a Slice Service Type, SST, and optionally a Slice Differentlaéahy Slize instance is
realized by assigning the network functions within each 5G core system to sped88A through appropriate
configuration. A UE can access any numbeslioéinstances in the network. The UPFs provide access to one or
more exterral Data Networks through Data Network Names (DNNSs) that are umigaach slice instanceAt

the same time,it is possible to provide the same name to access different Data Networks in different slice
instances.

The following options are availabletime OTE Lab testbed:

1 Configure one or morslicesper subscriber

1 The subscriber can be registered and use one or malicesat the same time

9 UPF can be selected arslice base. Different slices can be associatih different UPFs
1 One UPF can be dedied or shared among several slices

2.3.8 Mapping of experimentation requirements from the internal use cases to the testbed
features

The OTE Lab testbed will be used in-Ciizs2 - Automated logistics to support Industry 4.0 vertical
requirements. It will &fer network capabilities such as Network Function Virtualization Management and
Orchestration, network slicing and Slice Managemant monitoring of the network KPIs (throughput, latency,
packet loss, jitter).

Industrial environments like logistics vednouses are set to be transformed by autonomous robots, such as
Autonomous Guided VehiddAGYV). The target of using AGVs is dual: to enhance safety by reducing manual
handling risks and significantiypostproductivity. AGVs will be equipped with advadaEnsors and camerss
communicate seamlessly with a central control platforfihis communication is facilitated by cuttiagge B5G
networking, ensuring redime data exchange and optimal performance:

1 High network reliability and availability are estahfor maintaining constant remote control of the AGV
by a human operator.

9 High throughput since video streaming should be sent to the remote operator.

9 High device density must be supported that the AGV sensors can detect other objects or people and
estimate their distance to avoid accidentsan industrial environment.

1 Leveraging heterogeneous data sources is cruciaifomisingAGYV routes anchinimisingprocess time.
This includes redalme information on product location, current AGV positiomdaits designated
destination.
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The U&Cities2t Automated logistics functional and performance requirements have been identifiecasnd
presented inTable20and Table21.

Table20: UGCities2 functional requirements

FR [Title |Description |

FR1 [Video & Data transfer AGV should be able to send information about the environr
using sensors and video cameras.

FR2 [Autonomy AGV should be able to movetanomously, avoiding obstacl
and paying extra attention to humans moving on the same a

FR3 [Security The network will provide authentication of the devices that
registered inthe network.

Table21: UGCities2 performane requirements

PR |[Title |Description |
PR1 [Availability High availability (99,999%) required, so that the human

operator should be able to reach, and control AGV if necess
PR2 [Reliability Same as above for availability (99,999%).

PR3 |Latency Low inorder to enhance perceived quality of servi¢eSms)
PR4 [Throughput High to be able to stream video and transfer sensors.qatabp:
DL, 100Mbps UL)

PR5 [Density Number of sensors/cameras per sq@b devices pet00n¥)
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2.4 UWS testbed

Figure27 maps the current components the UWS testbed to the reference architecture blocks (in grey) defined
in the project. The purple blocks indicate components to be integrated from the project in the first stage to
enable he onboarding and testing of the use case. Additi@ieiments e.g., more advanced experimentation
features may be added with the help of the project partners. Existing components are subject to further
enhancements and new development, e.g., by inteigiatelevant components developed/recommended in the
project.

Ciatans ELCM Portal

T

Influx DB

" Sefvilcg N Standard/Custom infrastructures Advanced experimentation
SnEgerLIS managment APls
Common Monitoring Tools estrator g features

[ slice Manager ]

CommerciallCustom tools [ Canoricall [ Canonical ] [Open Stack ][ OpenAirInterface]

& Maa$ API APIs FlexRIC APIs
| UWS Monitoring Tool | Juju

@ Paisley Campus Infrastructure

Open Stack

Figure27: 6GPATH Initial Release @UWS testbed

OpenAirinterfaces
Core

UEs & Holo Lens 2 RAN from Ethus
X310 &

OpenAirinterface

2.4.1 5G Infrastructure @WXtestbed

The Beyond 5G Testbed is in room E354 at Paisley Campus, University of the Wesirad, Saidley, Scotland,
United Kingdomilt consists of two different sets of machingsose composing the managed infrastructure and
those used for managing such infrastructure. The University of thet \WeScotland owns the Beyonds5
Testbed, and the B®nd 5G Team operates it

Figure28 shows the topology for the UWS infrastructure, consisting of several layers, includingncémadjed
infrastructure (edge and core), Transport, Management and control, anddiotesiin (Access layer) for Internet
access outside the university. It is noted that edge nodes are deployed in the infrastructure, which will be further
developed to support the demanding XR application in this use case. RAN capabilities are subjecdiogipgr

to offer more reliable and capable performance in line with beyond 5G (towards 6G) expectations.

Two different 5G software are y a G t € SRY ahLISy ! ANJ LYGSNFF OS, withD w! b
versions 2023.w42 and 2023.w42, respectivédpnly one can be instantiated at a given time, 48 or 5G
networks can rursimultaneously

Ly 2yS 2F GKS a/ 2NBé¢ YIOKAYySas GKSNB FNB n +*a YI OKJ

1 1 VM for the complete 4G Core, using the Opet@hir version develop branch.

1 1 VM for the complete 5G Cornesing OpenA#CN version v1.4.0.

1 1 VM for the exposition of RAN network slicing capabilities in 4G networks, using the FlexRAN“version
developed.

24 Seehttps://www.intel.com/content/www/us/en/developer/topictechnology/edgesg/tools/flexran.html
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1 1 VM for the exposition of RAN network slicing capabilities in 5G networks, using FlexRIC version 8534bcbb

When both LXC 5G RAN and KVM VM 5G Core are up and running, the completely operational 5G infrastructures
will become availableAt UWSpremises, 4G and 5G Cores have prepopulated cryptographic information inside
5 SIM cards

3rd Parties

UWS UNIVERSITY OF THE
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INTERDOMAIN
________________________________________________________________________________ v
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MaaS-Controller Juju Controller
(=]
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& CONTROL
e w L J . w
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-------------------- A ST
1 l 11( | J
| Yl 11 J EXTERNAL

MANAGEMENT SUBNETWORK SUBNETWORK
Maa$ / PXE / DHCP / Juju TRANSPORT
SUBNETWOR

e w w w w [ o -
1
D i
(Ccpn) s ; CLOUD
@))) 5 EDGE NODE EDGE NODE ' CORE NODE MANAGED
' ' INFRASTRUCTURE
D))) ‘ usB | (EDGE / CORE )
st E@ passthorugh ok ss10 ou e E e
. RAN L 1 N EDGE 'I - CORE 'J |

Figure28: UWS infrastructure topology
The infrastructure is complementday 2 UEs:

1 1 UE OPPO RENOG6 5G
1 1UE OnePLUT 8T

These mobile phones are connected to the Ettus USRPB@1€n the RAN and CORE are connected and receive
configuration toaccessany machine deployed as a VM in the infrastructure &medrnet access.

25 Also seefor example https:/gitlab.eurecom.fr/mosaic5g/flexric
% Seehttps://www.ettus.com/allproducts/ub210kit/
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Figure29: OpenAirinterface architecture deployed in UWS testbed

-+—UJser Plane—»

2.4.2 Compute, Storage and Networking Capabilities
All the machines are Dell T5810 with 12 coreshipgderthreaded), 2 TBB HDD, and 32GB RAM.

Five physical machines aat Compute (Nova) to deploy services within the infrastructure. Four of the five are
installed using KVM as a hypervisor, whereas the other uses LXC.

The LXC physical machineislbgict @ | ad8A 3y SR (2 %2yS G9R3IAS mMdé | y2iK
FaaAdy SR G2 andzhyg GherBIndchifes a3 A O £ & | 4 4 A S ThésRassighmett v & ¢
are configurable and can be changed if necesshmo machines inth &/ 2NBé FyR 24§ Ay |
completely free and available for service deployment.

The LXC Compute machine is also connectehtettus USRP B210 Software Defined Network Radio Interface
using USBT o allow the USB passthrough to be exposed ®UltKC containers, a live detection and attachment
of the USB have been built and deployed on our premises

All the machines are connected usen@0 GB network as a dattane Error! Reference source not foundhows
a photoof the datacentre in UWS premises dedicated to-BATH experimentation facilities.

_—

Figure30: Computer, Storage andetwork Capabilities at UWS Testbed

2.4.3 Virtualisation, Management and Orchestration

CKSNB INB o LKEAAOIT 2YHNRPBHESOYE WHOBARSAY YR GD2fE
machine with only a virtualisation layer based on KVM and is used to create multiple virtual machines for
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management purposes. Controller, thus, has 4 different virtual machines for managémeata I I { / 2 y (i NZ
G Wdz2 dz / 2y & NRIfKE S/NZ ¥ (i NRciOl SINE 5! RIFR O8c @ SNWAOS&aéd ¢KS
management and orchestration of the UWS testbed is the following:

w aall{ [/ 2yGNRttSN +xaé¢ KI dasaaSgriided.of3farkiRs MagSicheRt s weld dzy (i dz
allows the management of the physical infrastructure to perform.

w GWdz2dz / 2y iNRBftfSNJ) tra¢ KIFIa 0SSy AyadaqlrtftSR AyaiARrRS |
manage the infrastructure services.

w dcPath RO yOS {SNBAOSa¢ oAttt 0S AyaillftfSR AYyaiaRS | f
features tested and available in éath.

w ¢KS talciDkK / 2y GNBftSNE oGAff 0S AyadltfSR Ay-BathRS | f
dashboard and aces to the testbed.

w a5 PARE YR aD2f Al KEé KI @S I|ff GKS &SNWBAOSa NXBI dz
functional, highly higtavailable advanced OpenStack infrastructure (Wallaby 5.6.0 rélgagth advanced
capabilities such as OVN networg®, Vault for encryption of the management plane and kigfailability
with RabbitMG®° and MySQL quorunds Each of these services is deployed in LXC containers to achieve a
fully microservice deployment architecture where each LXC container is isokteldhas only one
functionality.

Core

Edge-2

Edge-1

Figure31: Topological Monitoring Capabilities @UWS testbed

2.4.4 Monitoring Capabilities

Our customisedmonitoring platform has been deployedllowing us to gather metrics related to devices,
network ports, services, and network flows alongst of the infrastructure. They rely on Nagios probes, Linux
kernel probes, and other standard probes such as NetFlow and3FIdw monitor is also extended to discover

27 See,nter-alia: https://docs.openstack.org/releasenotes/pythempenstackclient/

28 Seehttps://www.ovn.org/en/

29 See:https://www. rabbitmg.com/

30 Seehttps://dev.mysgl.com/doc/mysgtlustermanager/8.4/en/mcmquorum.html

31 Seefor example https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/netflow/configurationAnetflow-
configuratiorios-xr-8000/netflow-sflow-key-concepts.pdf
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network topologies that will later basedas a feed for the use case {HDU?2. Figure31 shows a screenshot of
the discovered topology within the testbed.

2.4.5 Security Capabilities

The wholetest is located behind a VPN access that allows controlled accabe tiestbed and deals with
authorisationand protection mechanisms &nableauthorisedremote access while blocking any attempt to get
into the infrastructure from norauthorized users. In summary, the testbed is not publicly exposed, and instead,
accesss performed via VPN services.

Mansazr\els:;r(:h Standard/Custom infrastructures Advanced experimentation
estrator managment APIs features
[ Slice Manager ]

Commercial/Custom tools : Canonical Open Stack || OpenAirinterface

S (e Maa$ API APIs FlexRIC APIs
[ uwsMonitoring Toot | Juju

@ Paisley Campus Infrastructure
UES & Holo Lens 2 RAN from Ethus OpenAirinterfaces Open Stack
X310 & Core
OpenAirinterface

Figure32: APIs exposed by the UWS testbed

2.4.6 Configuration and Control APIs
The testbedexposes3 different APls: Metahsa-Service, OpenStack, and Juju.

1 Metal-asa-Serviceallows the configuratiorof new bare metal computers to baustomisedfor particular
needsin the data centres, thus allowing tltgynamic reusage of physical resources.

1 Jujuallows the automatic installation of servigeghich are first packaged in a standardised way and then
automatically deployed using this APl on demand.

1 Oper3ack allows the complete management wirtual infrastructure and cloud resources, providing both
software-defined networks and virtual networks that che managed accordingly

2.4.7 Description of theNetwork Scenarios

The current deployment of the testbed is limited to an indoor deployment, with mobility limited to the areas of
the building covered by the testbed. The testbed is fully available for experimentatimssiblyproviding
complete inrhouse testng. Wehave Linux systemand we work with Android phones. Under tlsisenario, we

are flexible in allocating what is provided fexperimentation. Currently, there is a limitation on the quality of

access to the Internethus, any remote use case wiib A YLI OGSRS® €2 NK S foSahide 27F
by the current Internet service provider available mremises.

The details of the configurations available are described below.
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Table22: Reference scenario @UWS testbed

Band N41
Mode TDD
Bandwidth 20 MHz
MIMO-layer 1 layer
DL MIMO mode 1x1

Beams Single beam

Subcarriefspacing 30 kHz
Uplink/Downlink slot ratio 1/8

Location University Campus

Table23: Reference scenario @UWS testbed

Band N78
Mode TDD
Bandwidth 20 MHz
MIMO-layer 1 layer
DL MIMO mode 1x1

Beams Single beam

Subcarrierspacing 30 kHz
Uplink/Downlink slot ratio 1/8

Location University Campus

2.4.8 Mapping of experimentation requirements from the internal use cases to the testbed
features

This testbed will host the UEDU2 use case. In this case, the own testis@quired to install agents along the
complete set of physical and virtual nodes to allow the generation and publication aoiin@lete testbe@®
topology. The hologgehic devices will use this informatiaio render the complete topologyor teaching
purposes Holographic devices require high bandwidth and low latendptieract smoothlyg A (i K G K §
digital twin. The testbe® advanced slice management capaietitwill achieve thisThecomplete topology will

be rendered in the cloud and then delivered to the headset to achaeeeptable rendering and response times.

We will push the limits of connectivitys.computationto investigate the best tradeff.
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2.5 FOKUS testbed
This section summarises the status of FOKUS tested by October 2024 (M10), as defiogeneid3. The

components, configurations, planned extensions, and how the platform fulfils the use case reepitisasmill be
described in detail in the following subsections

Grafana

Influx DB . R
SarAce Standard/Custom infrastructures Advanced experimentation features
H Manager/Orch managment APIs
Common Monitoring Tools estrator
Iperf and Ping agents Security-as-a-Service
C jal/Cust: tool Prometheus [ Wiregiard ]
ommercial/Custom tools K8s/ Custom d
: metrics API -
(Aimiaomr ) - ( p— )
Infrastructure
- RAN from Open5GCore

S Commercial 5G CPEs, 5G Phones Amarisoft and OpensGs

(FOKUS, Huawei Band 78

CHARITE,

MCS)

Figure33: 6GPATH Initial Release @FOKUS testbed
2.5.1 5G Infrastructure @OKUSestbed

The Fraunhofer FOKUS Testbed is a multiple vendors testbed for SA (Standaloneg-B&N{Radio Access
Network) integration and testing. The testbetbmonstrates various proajf-concept scenarios, including

various RAN vendors, multiple user equipmeand different backhauls. The architecture of the Fraunhofer
FOKUS testbed iltustrated inFigure34.
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INDOOR Parking |
Deck i
ez P ORAN
= ponnectt | [Roces P Huawe: > | MONITORING & EMULATION
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Figure34: 5G Fraunhofer FOKUS Testbed Infrastructure

The Fraunhofer FOKUS testbed provides the Open5GC&jreoftware bolkit that is developed by Fraunhofer
FOKUS. The software core network is builtdasyreconfigurabilityusing different configuration file setdt

allows testing different scenarios andse casedhy switching between different configuration sets. The
Open5GCore comprises multiple Network Functions (NFs) developed per the 3GPP specified specifications. It
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includes the components: AMF, AUSF, UDM, NRF, SMF, PCF, UPF, NSSF, N3IWF, SCP, LMF, GMLC and
network function.

ﬁ ))))) (((«A\»)))

5G Base Station
Benchmarking
Tool

gNB
Simulation

UE

Internet GW

UE Simulation

gNB
Simulation

UE Android | /
Regular App - (((({ .
(5G NAS, data path)

Non-3GPP Access
(WiFi, 5G/4G OTT, satellite, etc.)

Local Service
Hosting Node

Figure35: Open5GCore 5G SA Core Network

The Open5GCore core network frdagure35 supportsmultiple features from the 3GPP specifications. The
Fraunhofer FOKUS testbaghsone or more features for different tests/projs. These features are described
in Table24.

Table24: Open5GCore features and their description

Feature Description

Basic 5G Core 5G Core setup witka minimal set of components tq
(AMF, AUSF, UDM, NRF, SMF, UPF) provide Authentication and Internet access to the use
Support slices on all protocol layers athtASbased
rerouted slicing at theN2 interface.
Support for 3' Party APl control via NEF for T
Influence ARI
Authentication and handover of UEs between 3GPP
non-3GPP access technologies
Support for Homeouted roaming for authentication an
data path via SCP
UE and gNB provide support for LPP &RPP#ased
location services

Slicing

Application Function

Non-3GPP Access

Roaming

Location Services

The FOKUS testbed is equipped with 5G base stations from multiple vendors. The installatipag afe
different ongoingprojectsand integrations for RAMCore compatibility. The base stations integrated with the
Open5GCe are ADAPTIT, Amarisoft, ASOCS Cyrus, Ericsson, Huawei, NodeH, Nokia andh®&ebzm® (
station providers requestedn alphabetic order ligtas well as open source: Open Air Interface and SRS 5G.
Additionally, Open5GCore was tested agathst KeysighIxLoad too?, which is the testing tool used by most

of the commercial core network developers and the Defensics fuZZiiagrsecurity tests.

The 5G base stations in the testbed operatéhe 3.7- 3.8 GHz campus network band. Coverage is provided in
the test laboratory, outdoors around the FOKUS premises with the radios installed on the I®itdoftpp, and

32 See: hitps://www.keysight.com/us/en/products/networkest/protocol-load-test/ixload.html
33 See:https://www.blackduck.com/fuzzesting.html
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indoors in theparking garage. The indoor and outdoor radios allow different podafoncepts in large and small
coverage zones.

The Open5GCeris integrated and tested with efhe-shelf phones like Apple, Google Pixel, Huawei, Nokia,
SamsungandmanyCPEs (Quectduawei, etc.). Additional ones are now in testing. All the UEs and CPEs in the
lab are accessible remotely, enablimgre tests vithout being present in the lab.

Figure36: Fraunhofer FOKUS testbed

The FOKUS testbed has multiple backhaul options for testing backhaohsss There is a lofiul fibre
connection with terminations in FOKUS to simulatarge distance backhaul with a long cable, and a satellite
backhaul for NTN use cases is asailable. Tie FOKUS testbed provides LEO connectivity via the Starlink
network. In addition to the nomexclusive Starlink device already available on the testhadadditional Starlink
Terminal was acquiredwhich will significantly improve the availability of the Satellite link during the
experimentsToutilise Starlink connections inside the testbed, a VPN tunnel must connect back into the testbed
from the SpaeX HUB offloading point. Currently, the management of the VPN tunnels is shared with the-general
purpose VPN access used for experimenters.

== N
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inteme‘t'

Fraunhofer FOKUS 1

/ Berlin Platform s ‘ \
,

el Nokia BBU
L+ -” [o-RANgNodeB H—
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Figure37: NTN Integration @FOKUS
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The NTNntegration, as depicted inFigure37, was tested by using the Starlink system to connect a remote
nomadic node to a 5G Core running in the FOKUS Testbed. The Nomadic node consisted of an edge server, a
Nokia BBUtogether with a power supply and Starlink,ammobile rack mounted in a protective caiop case.
Depending on the mobile node's location, UEs could handover between 5CGotelécted directly to the 5GCore

or via the NTN backhaul link.

2.5.2 Compute, Storage and Network Capabilities

The Fraunhofer FOKWtbed comprisesix Cisco UCSR00MS5 serverd* with 192 CPU cores (403GHz), 1.5TB
RAM and 10TB Storage capacd#y,shown irFigure38. The servers run a VMware ESXI cluster with multiple
tenants for each projet. Each project has its network layer provided by Cisco switches and routers. The testbed
uses 100Gb fibre backhaul connectivity between the servers. In addition, similar connectivity drtéme$G

RANSs deployed in the environment.

CPU Free: 372.52 GHz

Used: 30.49 GHz Capacity: 403.01 GHz

Memory Free: 885.43 GB

Used: 647.57 GB Capacity: 1.5 TB

Storage Free: 443 TB

Used: 5.57 TB Capacity: 10 TB

Figure38: Infrastructure Capabilities

The testbed also includes a satellite backhaul connection via Starlink dish.

2.5.3 Virtualisation, Management and Orchestration

The Open5GCore is a software amendorindependent toolkit, hence not restricted ¥ the hardware
capabilities. The testbed is used for multiple projects in pardilmhce the deployment typechanges based on

the requirements. The Open5GCore network functions are deployed as system services without any
virtualisation to get maximum pedormance from the hardware. However, isome instancesthe core
orchestration is done via Kubernetes or Virtual Machinéhe Kubernetes server iset up locally for a given
project; thetestbed is not using a common Kubernetes server. The Open5GQGangdstly in the process of
integration withthe Open Nebula platform for deployment purposes.

The testbedsupports management for the Open5GCore network and the(aiieess only). TR core network
components have APIs exposed that allow managing tbeen the network for every component deployed in
the testbed. These are mainly JSBRC APIlsith a webpage embedded in them. Device Farmer softiase
used to access the UEs remotely. It is openrce software thaenables working on the testbed withobeing
physically present

2.5.4 Monitoring Capabilities

The FOKUS testbed is not exporting metrics for the complete testbed, as the infrastructure is shared between
different projects Eachdeployed core network exports its metrics individually. The Open5GExyperts

34 Seehttps://www.cisco.com/c/en/us/support/serversinified-computing/ucsb200-m5-blade-serveVmodel.html
35 Seehttps://github.com/DeviceFarmer
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memory and measurement data via Promethéd for every 5G network functioA.Prometheus server collects
these metrics and visualises thean a Grafana dashboard.

The Open5GCore components natively export memory statisticsstatv memory usageover time. These
statistics are available for the different sets of memory pools used in the component architecture. In addition to
memory statistics, the UPF exports user plane statistics. These include the packets received, forwarded, dropped,
and buffeed. These statistics are collected for every interface of the UPF. This ddtke®ti@e calculation of

i KS s!perittedface throughputn Grafana.

>AMF>
139997923493632/21421529 14:14:31 amf.ng.print_nodes
139997923193632/21421529 :14d: amf.ue.kill
139997923493632/2421529 :14:31 amf.ue.print_contexts
139997923U93632/21421529 14:14: amf . ue.send_paging
139997923U93632/21421529 14:14: exit
139997923193632/21421529 :14d: get_log_cfg
139997923U93632/21421529 14:14: help
139997923193632/21421529 :14d: history
139997923493632/21421529 14:14:31 http_client.curl_verbose.disable
139997923U93632/21421529 14:14: http_client.curl_verbose.enable
139997923493632/2421529 14:14: httpd_h2o.logger
139997923U93632/21421529 14:14:31 httpd_h2o.registered_paths
139997923493632,/2421529 :14:3 list_exec_unit
139997923493632/2421529 114z mem_stat
139997923493632/2421529 L nrf_client.nf_table_print

139997923U93632/21421529 14:14: set_log_level

139997923493632,/2421529 114z version
>AMF=amf . ng.print_nodes

139997923493632/21421529 14:17:62

amf_comm_reply

Figure39: Open5GCore monitoring commattide interface

Along with Promethas APIs, the core provides monitoring thia command lineThe Open5GCore platform has
its command linebuilt-in, as seen irFigure39. This allows executing commands for debugging and checking
states on multiplecomponents. fie core components include print commands for displaying monitoring and
debugging data.
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Figure40: Configuration and control APIs @FOKUS testbed

2.5.5 Security Capabilities

A dedicated VPN server that utilises the Wiregluprotocol [19] to provide secure tunnels into the testbed
network provides access to the FOKUS testlan eactproject, the VPN server provides an isolated instance

that separates the traffic between different testbeds of different projects. The ViPMse&s hosted as a Linux

based virtual machine on the VMware part of the testbed. By using Linux, the VPN is very flexible and can be
adapted if an experimenter needson-standard settings or different VPN protocols. The VPN sewrlep
integratesexternd testbeds or components from Open Callers into the FOKUS testbed infrastructure.

The diagramin Figure 4epicts how a nomadic node and/or a thipairty service could be securely connected
to the core network deployed at the FOKUS testbed over putitiastructure like the Internet

p

.
FOKUS Testbed

Nomadic Node

—

3rdParty Service
Integration

—_—

Firew

/

Figured1: Secure access to the FOKUS testbed
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Figure42: UE Management GUI

2.5.6 Configuration and Control APIs

Figure40 shows the APIs exposed ihet FOKUS testbed. These APIs are used for data collection and state
information gathering of the components. The APIs for monitoring tools are exposed via TAP plugins, which will
be integrated with ELCM to control thégnes. In infrastructure managemenPJks, these are the APIs exposed

by components to export monitoring data wiae Prometheus endpoint defined in eveBG Core component
network function Along with monitoring, the network functiorexpose access and debug AFtse availability

of agiventype of API depends on the type of network function and the designed purpose.

In advance experimentation features, the APIs for SecastyServicd SECaa@nd Policy Enforcer are already
described in the deliverable D2%1 The slice manager will beedeloped inthe next phase; hence, the API
description is not feasiblelhe 5G core components in Open5GCore expd3ks for managing and controlling
the subscribers/network functions. The APIs are categorised into two geisstandardisecdy 3GPP andPIs
outside 3GPP specificatigras shown irfrigure42.

% 6GPATH project: Deliverable 2.Piatform architecture and verticals Initial. Available at:https://6gpath.eu/wp-
content/uploads/2024/12/6 GPATHD?2.1Platformarchitectureand-verticalsv1.0.pdf
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2.5.6.1 5G Components API

The 5G Core components offer APIsdontrolling user access management and data path handling. The API
exposed by NEF triggers thraffic influence mechnism.

The following example shows a curl command triggeangdTTP POST request to creatsubscription via a
traffic influence API in NEF.

curl - XPOST -H"Content - Type: application/json" -d @- "http://192.168.11.45:8080/3gpp - traffic -
influence/v1/afl/ subscriptions”

Along with the create command, the NEF also exposes a delete API for deleting the subscription.
2.5.6.2 Management API

The management of the core componetigsprimarily done by the command line interface provided by every
core componentas shownn Figure39. The core also exposes a JSRRC API for exporting the logs and
executingthe supported commands in the components via a web browser. The webpage needed is integrated
into the source code; hence, nearate front end imecessaryFigure42 and Figure43 highlight the embedded
webpages for handling software UE and 5G core network functions.

Figure43: Open5Gcore component GUI

2.5.7 Description of theNetwork Scenarios
The reference scenario provided for experimentatisdescribed infable25:
Table25: FOKUS band n78 configuration

Band n78
Mode TDD
Bandwidth 100 MHz
MIMO-layer 4 layers
DL MIMO mode 4x4
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Beams Single beam

Subcarriefspacing 30 kHz
Uplink/Downlink slot ratio 217
LocationTestbed Fokus Lab

2.5.8 Mapping of experimentation requirements from the internal use cases to the testbed
features

Use case vertical Hel) which includes 3D Hydrogel Patch and Elderly Monitoring use cases, will be supported
by theFOKUS testbed. Both use cases reqiggoyinga full or partial 5&ore network on the use case locations
along with the appropriate base stati@monnectivity The services are provided o\a5G private networkPublic
infrastructure will be used agbackhaul between the use case locati@uge) and the central location (FOKUS
Testbed located at Fraunhofer FOKUS premisdsy includes public MNVOs and LB@Ikte connectivity to
ensure high availability and resilience due to the critical nature of the use cases.

The functional and performance requirements of the-d€althl and UEHealth2 are given infable26 and
Table277.

Table26: Functional requirements UBealth-1 and UEHealth-2

FR Title Description

FR1|5G Private Network Connectivity| Deployment of the 5G private networks at the edge locadion

FR2 |Backhaul Reliable connectivity between central and edge nodes

FR3|Integration of edge devices E2E functionality of the use cases

Table27: Performance requirements UBealthl and U&lealth2

PR Title ‘Description
PR1 Avaibbility >99.99%
PR2 Reliability >99.99%
PR3 Low backhaul delay <10ms
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2.6 KAU testbed

The Communication Advanced Research Laboratory Wireless TestbedW AsRlbcatedon the Campus of
Karlstad University, Karlstad, Sweden, and is part of the Nortiisstbed. CARW is managed by the Computer
Science Department at Karlstad University in cooperation with Telia (operator) and Ericsson (HW supplier). The
communication infrastructure, built on standafibre and 10GbE, integrates a communication networkhwi

radio terminals (4G, 5G, WiFi and Starlink). The testioethectsseveral useequipment and technologies like
mobile phonesloT devicesand virtualisation and containerization solutions (Kubernktesker).

Figure44 summarisegshe KAU testbed'statusby October 2024 (M10). In the following subsections, we will
further detail testbed components, configurations, and planned extensions and deboibéhe testbed fulfils
the use case requirements.

Grafana ELCM Portal

IR EE YRS

Influx DB

Service Standard/Custom infrastructures Advanced experimentation features
Manager/Orchestrator managment APls

Common Menitoring Tools

Iperf and ping agents l Kubernetes ] [ Cradlepoint APls ] [ L4s ]
Commercial/Custom tools
| DESK ]

COTS 5G Routers Infrastructure Kub t

e.g. Cradlepoint Aoz s

UC-EDU-3

Cots 5G UE RAN Telia/Ericsson (AU, R2)
e.g. Crosscall, Ericsson Radio Dot Northstar 5G Core VMWare Esxi Cisco SW
sixfab 6G Band 78

Figure44: 6GPATH Initial Release @KAU testbed

2.6.1 5G Infrastructure @AUtestbed

CARWW is equipped with a commercial indoor 5G system (Ericsson Radio Dot), with four radio dots deployed in
Karlstad Universi® engineering building and orire the nearby Innovation Park building, which hadsigustry
clusters and startups.

The testbed provides 5G NSA and SA connectivity using 100 MHz in Band n78, and Low Latency diasabilities
than 5 ms onavay delay) through soalled Local BreakOut (LB@r local User PlanFunction (UPF)
deployment. The performance has been validated with a series of 5G devices and hardware components, such
as Cradlepoint R1980 Miktrotik®, Huawei CPE, Quectel RM50)@&nd 5GSAenabledmobile phones (e.g.,
CrossCal daces). The setuguitscapacityintensive services, low latency applications, and other demanding use
cases (VR/AR, smart industry, etc.).

The layout of the 5G section of CARLis depicted irfFigure45. Figure46 showssome of the areas at Karlstad
University covered by the 5G section of the testbed. These include a large experimental space where various use
cases can be staged.

37 Seehttps://cradlepoint.com/product/endpoints/r1906eries/
38 Seehttps://mikrotik.com/
39 Seehttps://www.quectel.com/product/5grm500u-series/
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Figure45: The 5Gsection of the CARW testbed at Karlstad University
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Figure46: Areas atKarlstadUniversity covered by the 5G section of CARL

2.6.2 Compute, Storage and Networking Capabilities
The backhaul infrastructure is based on standardI&ihtylti-mode optical Fibres and 100/10 GbE technologies.

As mentioned, the 5G radio dots are placed in two buildings on the Karlstad University Campus. The radio dots
are directly connected to a Local Radio Unit (LRU) in each buididdoth LRUs forra single cell served by a
baseband unitovering 2 floors of the buildings. The physical infrastructure of the access network comprises
one-to-onefibre links aggregated by a switch supporting 10 GbE connection. The main uplink (to the Internet) is
establshed with 2x10 GbE ports running over the Unive&i8x100 GbE Internet uplink. Starlink and other
communication types (e.g., WiFi) are realised as separate networks and gateways connected into the testbed
network, giving it five possible Internet contiens (Wired, 5G, 4G, Starlink and WiFi). The testbed also facilitates
the automated deployment of applications using containerisation technologies, i.e., microservicegaihe
managing the CARV testbed sekhosts the server infrastructure/data centsede Thedata centreconsists of
multiple servers managed by VMware Vcenter (8) connecte€isgo 10 GBE switches deploying all virtual
machines and network functions running in the cloud, such as Kubernetes and docker. Swacomplement

the data cente, we also have bammetal installations where timeritical workloads are deployed and edge
nodes/UEs (Raspberry Pi, Nvidia Jetsmwl various COTS mobile phones).
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2.6.3 Virtualisation, Management and Orchestration

Kubernetes performs the testbed orchestratioBARIW utilises specific descriptors to describe the service
requirements (e.g., network technology, service type): testbed worker nodes are divided by the type of network
technology they usehut the testbed is technology agnostic in the sense thab#sinot mandate a particular
connection technologyHowever, all devices that should be part of the network orchestration need to support
Wireguard, Docker/Kubernetes and have a routable IP address (i.e., be able to reach the Internet).

2.6.4 Monitoring Capabilties
The testbedhasboth infrastructureand service monitoring capabilities:

1 We monitor the infrastructure by collectingata from different network technology endpoints (e.g., 5G,
Starlink) and the status of the compute infrastructure components, el @nd Memory load. The
monitoring of the computing infrastructure is based on the DESK monitoring framd@2@r&nd utilizes a
set of opensourcecomponents.

91 Application and service performance monitoring esdes network resourcesservice status, etc.
Automated performance monitoring includes continuous monitoring of capacity and latency performance.
Some eBPRBased tools for fingrainedlatency and intepacket delay monitoring are also availalfi#d],

[22]. These tools are currently started manually when fynained monitoring is required.

The monitoring information is collected in an InfluxdB databagart ofit is also made available live through a
Grafana web interface (see https://5g.carl.kau.se/livE)gure 47 displays an examplef part of the live
visualisation

Figure47: Example ofiisualsationof monitored data in CARWY

2.6.5 Security Capabilities

No special security capabilitiese available. Access to nodes within the KAU infrastructure is available through
VPN access.

40 Seehttps://www.influxdata.com/
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2.6.6 Configuration and Control APIs

CARWV offers connectivity over precogfired network slices that can be selected by the experimenter
Currently, two slices areonfigured: one standard eMBl&e slice and one higpriority slice. The slices can be
reconfigured, but only on a slow time scale.

Commercial/Cus Service Standard/Custom Advanced experimentation
tom monitoring Manager/Orc infrastructures features
tools hestrator managment APls

DESK InfluxDB V2 Kubernetes Cradlepoint L4S ECN
Service APIs APIs marks

] Infrastructure Kubernetes

[ COTS 5G Routers

e.G Cradlepoint
Ny
RAN Ericsson Telia/lEricsson VMWare Esxi Cisco SW
[ COTS 5G UE ] Radio Dot Band 78 Northstar 5G Core
7

e.G Crosscall, sixfab 5G

Figure48: Exposed APIs @ KAU testbed

The testbed also offers RAN support fow-latency, lowloss scalable throughput (L4S) signalling. The MAC
scheduler handles L4S traffic separatéiS is controlled by the configuration of the applications/end hosts. For
TCPoased applications, the use of L4S can be controlled through the selection of the OS configuration of the end
hosts. Connectivity over Starlink, WiFi and 4G is also available to the experimenters. Moreover, the infrastructure
allows external third-party) sensors, network devices, or services to extend the testbed.dEneanding
requirements of external devices/services to join the testbed é)do be able to run wireguardii) to operate

as aDocker/Kuberneteshost, and (jii) to have an Internetonnection.

2.6.7 Description of theNetwork Scenarios

The network allows experiments to be freely setup using one or more of the available network technologies, e.g.
5G and Starlink measurements, 5&lge (wired) or any other combination of network technolagievailable in

the testbed. However, one current limitation is that we cannot do experiments where both the server and client
are on the same network technology and orchestrated by the testhdwn one of the endpoints is externdl,

is possible to usehe same technology experimeniBhe currentestbed deployment is limited to indoors, with
mobility limited to the areas of the engineering building covered by the testbed. However, an outdoor coverage
extension is underway and will be available by the eh@024. This will allow experimentation with handovers
between indoors and outdoors anithited outdoor mobility scenarios.

Table28: KAU indoor/outdoor band configurations

Band n78 (indoor, outdoor), n3 (outdoor)
Mode TDD

Bandvidth 100 MHz

MIMO-layer 4 layers
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DL MIMO mode 4x4

Beams 4 n78 outdoor, 1 n78 indoor, 1 n28 outdoor
Subcarrierspacing 30 kHz n78 and 15 kHz n28
Uplink/Downlink slot ratio n78 TDD == DDDSU (10:2:2)

Location Testbed KaULab

2.6.8 Mapping of experimentaton requirements from the internal use cases to the testbed
features

Within 6GPATH, CARNV willsupport the XR health education use case, which focuses on enhancing the training
of ambulance nurses. Practical training is an essential part of such edueatiois typically acquired in two
ways: working in simulated environments with manikins and participatingal medical scenarios. We focus
here on the simulated scenario with manikins, the main target for thd*>&GH experimentation.

Manikins simulate iman anatomy and physiology, allowing learners to extend their knowledge by experiencing
lifelike situations. When training on manikins, the teacher is usually situated in the room next door and provides
the voice response of the manikin and atsmntrols specificreactions in response to the actions taken by the
students, such as the change in breathing when the students move the head of the manikin to clear its airways.
The more authentic the scenarios simulated with the manikins are, the better theitgaexperience. Within
6GPATHiIt is proposeal to move the manikin from its fixed classroom to locations that create a more authentic
medical scenario, such as inside an ambulance, allowing the manikin to be remotely controlled and also allowing
paramedicnursing students virtually to take part in remote simulated acute/ambulance scenarios in an
immersive manner.

Realisingsuch a scenario involves several components. The maaiidncameras are placed at the simulated
medical siteto collect high-quality video and microphones/speakers for audio input/output. THd y As] A ¥ Q
control takes place at a remote site. Furthermore, rendering devices at a (possibly distributed) remote training
site, such as audigideo peripherals (e.g., monitors, or heatbunted displays), will be used by the remote
students to take part in the scenario in an immersive way.

The medical site will be connected over the GMREG network, where the manikin control and audio will be
sent over thehigh-priority slice,and the videowill flow over the default slice. The use of LS ontrol latency

will also be evaluated. Computing nodes the generation of the XR content that integrate the multimodal
inputs collected at the medical site and any further rreaktime information will bedeployed within the CARL

W server infrastructureas will the application server(s) that will provide access to the XR content by the students
at the training site.

A main challenge irealizingthe use case will bimtegratingall the hardware and softwar components needed
in the testbed. While some parts can be easily automated, the manikin and its associated control will likely
require manual intervention to initiate experimentation.
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2.7 ALB/IT testbed

The Aveiro testbed (IT/ALB) is in Aveiro and encosgsatheAveiro Tech City Living Lab (ATGithigh is spread
over the city and on the site of the University of Aveiro, and the B5G infrastructure setup/atBieampus.

Grafana

ELCM Portal

A Bk ok BBk B B BN

Monitoring Tools Advanced experimentation features

itori Prometheus Kibana re T s s
Commeon Monitoring Tools Alaas 3 LivelUrban
Iperf and ping agents __ _ ________ | Platform
's
. - slice Ma
Commercial/Custom tools Kafka Elastic Search — = = i n.a.ger_ — = Dynamic service
MongoDB I OsM 1 I Open Slice | migration MEC
L = = = = [ ——

@ University Campus & City Spaces @ Altice Labs
Infrastructure

MEC Geographically Mobility Conn. Aut. ) CN k8s Suricata /
k3s distributed MEC Data Vehicles Open5Gs Edge LogStash

BiIEIENIEE SRR

Figure49: 6GPATH Initial Release @ALB/IT testbed

Influx DB

2.7.1 5G Infastructure @ALBAT testbed

The ATCLL comprises many Internet of Things (loT) devices with communication, sensing, and computing
capabilities. The communication infrastructure, builtfdore and millimetrewave(mmWave) links, integrates a
communication etwork with radio terminals (WiFi, [T&5, GV2X, 5G and LoRaWAN), multiprotocol, spread
throughout 44 connected points of access in the city. Additionally, public transportation has also been equipped
with communication and sensing units. All these poicdsnbine and interconnect sensors, such as mobility
(radars, LIiDARs, and video cameras) and environmental sensors. Combining edge computing and cloud
management to deploy the services and manage the platform and a data platform to gather and process the
data, the living lab supports a wide range of services and applications: 10T, intelligent transport systems (ITSs)
and assisted driving, environmental monitoring, emergency and safety, among others.

TheALB testbed joins different opesource software aimigito provide an infrastructure capable of supporting
reakHife applications requiring advanced network and service capabilities. It includes user equipment, radio
access technology, core network entities and management and orchestration functionalitiderfore, it
encompasses a data management and analytics platftian allows data from heterogeneous sources to be
gathered and presenteih an integrated format.

The Aveirdestbed® architecture is shown i&rror! Reference source not foundt can support demonstration
scenarios and interact with external models to set up and deploy specific test cases

2.7.2 Compute, Storage and Networking Capabilities

The ATCLL backhaul infrastructure is based on Sitgyie optical Fibre (SMF) link tewblogy (G.652), spanning

a length of 16 Km. It interconnects the 44 edge nodes covering the urban area of Aveiro, deployed on Smart
Lamp Posts or wall boxes on building facades. The physical infrastructure of the access network comprises one
to-one fibre Inks aggregated by a switch supporting 10 GbE connections and SDN functionality through Open
vSwitch (OVSR6] or P4. The uplink to the core is established with 40 GbE ports. @tpes of backhaul
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communication include mithetre-wave and satellite communications. The mesh network composing the
backhaul also includes 5 millimetregave antennas linking Smart Lamp Posts directly for SDN experiments (in the
University of Aveiro Campus, and 3 nodes in the city centre). ThelBogstrial Network (NTN) domain of the
infrastructure relates to 2 Starlink business antennas on the rooftdpeofT building giving the network three
Internet connections. SDN support enables network control through software, utilisingsipeoe contollers

like Ryu and ONCshd control plane protocols OpenFlow and P4 Runtime. These SDN controllers are deployed
in the core of the network and dynamically react to possible changes in demand and network conditions.
Moreover, network algorithms and Machiresarning (ML) techniques are incorporated to monitor and act
within the network. For instance, in the vehicular network (V2X), algorithms within the SDN controller facilitate
Internet connectivity and handovers in the mobile nodes. This platform alsditdtes the automated
deployment of applications using containerisation technologies, microservices, and Kubernetes-foregnd
orchestration support. Additionally, various services in different nodes can be personalised through dynamic
allocation and echestration based on Quality of Service (Qo0S) and dynamic slicing management. Time Sensitive
Network (TSN) functions are also supported onribvork® backhaulTo assist critical services with bounded
latency requirements or with required bandwidth&getnetwork is synchronised to a nasecond precision, and

it is possible to configure the network switches with different types of shapers (e.g., TAS,KeBSyastructure

is complemented at the corby a network and data processing centre. The daatre consists of multiple
servers managed by Proxmox*/Eleploying all virtual machines with services, data platform, apps, 5G core
(Open5GS), and network functions running in the cloud, such as Kubernetes, Open Source MANO (OSM),
ChirpStack, among other

Cellullar Infrastructure / 5GCore 4
; Edge
10.0.22.176 | MongoDB Cloud
RAN \ s T Infrastructure
10.0.22.176 [ H\ ] [ ] [ ] k3s Cluster
Cable Free
metrics-server eNBIgNB @
- ATCLL Services VM k3s Master Node

Ubuntu Virtual Machine

City Congestion
Forcast Service

Edge Coordinator
Service

Ubuntu Virtual Machine

srsRAN
metrics-server

Startup
IConfigs

Ubuniu Virtual Machine

Real-Time Data &
History

Real-Time Data
Data Platform :Jl Re““;‘z“:::“""" e k3s Worker Node
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k3s Worker Node

KafkaCluster

User Manager
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KafkaSink
Connector

k3s Worker Node

MongoDB
Cluster

Ubuntu Virtual Machine
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Figure50: Overall ATCLL 5G and Edge Architecture
There are common entities sap under both IT and ALB sites, namely:

RAN:The RAN infrastructure is comprised of various solutions, including OpenAirinterface (OAIl) ahj srsRA
opensource solutions deployed in Ettus Research USRPs, and CableFree 4G/5G Small Cell n46/n78
indoor/outdoor, commercial solutions. Both op&ource solutions are -®@AN compliant gNB with CU/DU split

and interconnect with RAN Intelligent Controllerd (Ra 0 F2NJ w! b Y2y A (12 NA yRAN C2NJ

41 Seefor example https://www.proxmox.com/en/proxmoxvirtual-environment/overview
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and FlexRIC were attested (soon ORAN SCaRtljsed for metric collection and data processing through ML
strategies.

5G Control PlaneThe Open5GS Core is a set of software components and netwartons that interactwith

each other. Our Open5GS SA Core has the following functions: NRF, SCP, SEPP AMF, SMF, UPF, AUSF, UDM, L
PCF, NSSF and BSF. This Core uses a Service Based Architecture (SBA). The NRF is set up to register control pl
functions, and the NRF then assists them in finding the other essential functions. Mobility and connection
management is handled by the AMF. The UDM, AUSF, and UDR generate SIM authentication vectors and
maintain subscriber profiles. The SMF is in charge dfigesnanagement. The roaming security architecture
includes SEPP, PCF is utilised for charging and enforcing subscriber policies, and the NSSF allows for network slice
selection. The SCP allows for indirect communicatibime 5G SA core user plane is sahsally more
straightforward, with only one functiariThe UPF transports user data packettween the external WAN and

the gNB. It is also connected to the SMF.

This core supports local breakout roaming with the aid of the SEPP mdteleables the Mbile Network
Operator(MNO)to break out internet sessions into the Home Network, providing inbound roamers with the
ability to order data, which is provided directly by the visited netwdirlalso supports VoNR by addiag NF

from the 4G Core, the HS8g main subscriber database used within the IP Multimedia Subsystem (IMS), and
the Kamailio SIP sen‘éto provide public telephony service.

In collaboration with OneSource, their implementation of the NEF can be integrated with Open5GS for network
interaction either directly through the NEF or from an external AF.t&&&ed servicesre Traffic Influence and
I'C {SaaAizy ¢AGK wSHjdek NI, RsGpenbGSaurréntly swpgods tieseH

5G Data/User PlaneQpen5GS allows for Control Useard Separation (CUR8hich disaggregates the User

Plane Function (UPF) from the control plane, enabling MEC and reducing backhaul distances. The Packet
Forwarding Control Protocol (PFCP) implemented in Open5GS (N4 intéofeme3 3GPP standardisatiaius
integrating with external UPF implementations, such as WP8 anccUPF. The first project is a user plane
gateway implemented as an cof-tree plugin of VPP with DPIIX/] for packet processing acceleration. Which
convets the UPF into a programmable router, providing an API for external runtime configuration and VPP
network metric collection. The second project uses xBPF for packet processing and can be configured for various
5G architectures. It also provides an ARIUser plane monitoring.

UEs:The user equipment possibiliti@sclude SIM cards, modems, CPd®] smartphones.

1 The SIM cardsused arethe programmable sysmolSHBUA2 and sysmoSIBAISISIM cardé and
I I 6t SCNPr&gtammalle $IMsThe programmable $ cardscan be programmedvith the
OMNIKEY 3121 smart card reaand pySIMS.

1 5G modemdrom Quectel, SIMCom and SierraWireless are availaltfedevkitsand are managed by
ModemManager.

1 Two indoorCPE®peratingin bands46 and 78.

1 Andfinally, a wide variety of5G smartphonessuch as Googleixel, Xiaomi, OPPO and Samstufng
compatibility with all types of deployed RAN.

MEC:The MEC system deployment was considered to address sit\agcenarios with edge nodes spread out
across various locatienwith a 5G edgenabled deployment to address theserdmobility and the edge

42 See'https://www.kamailio.org/w/

43 Seehttps://cdn.standards.iteh.ai/samples/66256/7b38764abfb24b62a973BE06f087/ETSIS129-522-V17-6-0-
2022-07-.pdf

4 Seehttps://www.sysmocom.de/products/sim/sysmousim/index.html

45 Seehttps://www.hidglobal.com/products/omnikey3121

46 Seehttps://doc.pysim.org/tutorial.html
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environment's dynamic naturevhile improving the Quality of Service (Qo0S). This was accomplished with
extensions to base edge architecture through the appropriate piggcusom resources and components
address the dynamic nature of this environment ahd mobility of the users.

The 5G edgenabled deployment logiassociateceach edge node with a gNB and an edge UPF. The gNBs serve
as a connection point providing radicaess to the endisers using 5@&adio technologywhile the role of the

edge UPF within the context of this architecture is to route the user traffic to its associated nearest edge node.
This deployment ensures that user traffic is routed to the nearesteseand additional hops can be avoided
contributing to an optimised QoS in the service consumption.

ALB, supported by IT infrastructure, will have access to many smart city data for different purppeaadts

traffic information that carbe used for different types of application#pplying the information to achieve the
desired behaviour in redime is possibleThese datand other cityrelated detailsare managed at Live!Urban
platform®’. The Live!Urban concentrates on a single operational comoint the functionalities needed to
visualise, analysend act on urban control systems and infrastructures. Live!lUrban allows the integration of
different services and technologies belonging to different functional domains (verticals) seamlessly and
transparently, using specific APIs to interact with the different systems. Live!lUrban resorts to the functionalities
provided by data management platforms to ingest, process, store and share city information, reinforcing the
capacity to manage and controtycfunctional domains. The solution supports different data systems and devices
from different manufacturers, regardless of the radio access technology (e-goMBoRa, 3G, 4G, 5G).

5G Network Core
Orchestrator Interface |
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User Plane Functions (UPF)

Edge Cluster

i Edge Computing Edge Computing i
; Server Server :
| Edge User Plane Edge User Plane
Function (UPF) Function (UPF) :
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(gNB) (gNB)

OoBU 2
E Y
m 'ODO'
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Figure51: 5G Edgenabled deployment

47 Seehttps://www.alticelabs.com/wgcontent/uploads/2021/06/BR_LiveUrban_ALB_EN.pdf
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Figure52: Live!Urban Platform

2.7.3 Virtualisation, Management and Orchestration

The platform is implemented across several VMs that perform different functions to achieve coherent slices of
defined network services.

TheAuveiro testbed spports descriptors for adapting the service implementations. Additionally -b@dancing
mechanisms can forward the requests of each service for the best reptinaideringthe network and host
state. These elements with the above functionalities areailable in this group of repositories
https://github.com/orgs/napit/teams/6g-path/repositories The server infrastructure side is also getivided.

The infrastructure is compimented at the cordy a network and data processing centre. The datacentre consists
of multiple servers managed by Proxmox®&/8eploying all virtual machines with services, datforms, apps,

5G core (Open5GS), SRSRan and network functions runnitig inloud (Kubernetes). Notice that this
infrastructure supports a cloud continuum with cloud, edge and device continuum. Beyond the server
infrastructure in the core, we run the microservices and the detection and actuation algorithms in the edge
infragructure previously described (NVIDIA Jetson Orin and Jetson Ravidgr a powerful GPU for graphic
intensive processing) and the access nodes in the vehicles (OBUs, DCUSs).

The edge orchestration mechanisms were deployed using Kubernetes with a coaptersfions and plugins to

the base architecture because, by default, the Kubernetes platform is unable to respond to the dynamic demands
of smartcity services, especially in a vehicular environment where the users are in constant movement since it
was deeloped for the cloud. Such extensions include:

1 FogServiceA new type of resource called FogService, whose definition enables the possibility to define the
deployment of services optimized for the edge environment by providing capabilities such as defining
instantiation locations, number of replicas, and sengpecific metrics that can be used to assess the status
2F (KS NBLEAOLA FyR Ayadlydaldrzy ol 48R 2y y2RS8Q4

1 Custom Load BalanceBy default, the Kubernetes lodzhlancing algorithm ensas that each replica
receives the samaumber of network requests as the others. In edgad environments, such logic is
inadequate. As such, a custom Load Balancer was developed to influence the probability of each replica
receiving a requestonsiderirg servicespecific metrics and the network latency reflected on the cluster.

1 Scheduling Pluginghe addition of new plugirsxtended the Kubernetes scheduling process to augment its
capabilities, allowing for a more flexible andmplete scheduling proceghat considers factors such as the
priority of the services, the applications that are already in execution, the dependencies between services,
service performance, etc.

48 Seehttps://www.proxmox.com/en/proxmoxvirtual-environment/getstarted
4 See,among othershttps://forums.developer.nvidia.com/t/performancef-orin-vs-xavier/304129
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)l

Mobility Management mechanismdlew components were developed gather data from gternal sources
and proactively influenceervice performance and distribution across the edge platform. Such data includes
5G and edge computing platform status, city congestion status, user mobility information, etc.

The following are developmerideployment tools and software:

T

Docker or ContainerbDA software platform for building, testing, and deploying applications that packages
software into standardised units called containers. Containers offer a lightweight and isolated environment
that contains althe dependencies, librarieandtools neededo run an application.

Kubernetes An opensource orchestration platformof the management of containees applications. It
provides features such as storage orchestration,-lseéling container capabilitee horizontal scalingnd
batch executiondesigned to allow for the addition of extensions without changing the source code.

Prometheusis an opersource monitoring and alerting system. It collects and stores its metrics as time

series data. Its main féares include a flexible query language to leverage a multidimensional data model,
an intermediary gateway for pushing tinseries data, no reliance on distributed storage, and data gathering

via apull model over Hypertext Transfer Protocol (HTTP).

MongoDB: Opensource distributed database system that stores data in flexible Javascript Object Notation
(JSON) format, with the capability for Aglc queries, indexing angaktime aggregation to provide powerful
ways to access and analyse the data storechin database. It alsoffers high availability and horizontal
scaling capabilities.

Proxmoxis an opersource patform for enterprise virtualiation. Its builtin web interface allows intuitive
management of Virtual Machines (VMs) and containers. The piatfdso offers softwar@lefined storage
and networkingand highavailability clustering.

Ansible An opensource automation engine that automates provisioning, configuration management
application deployment, orchestration and other processksusessimple humanreadable scripts to
automate tasks and eliminates repetition with a low maintenance overhead by av@idditional software
installation

Grafana An opensource monitoring platfornthat allows users to queryjsualise and configure alertsof
the metrics independently of their storage location and enables the creation of dynamic and reusable
dashboards.

Portainer. A lightweight container management Uthat allows you to manage different Docker
environments, hosts, and swarms easllyenabés seamless operation in diverse environments, including
datacentre public cloud, network edge and Industrial l0T devices2All ( KS ed§anidesSareQ a
connected to Portainer, which makesibssible to access the dockexisservices running in eaaode.

Openslice Allows Vertical clients to browse service specificatiamdjoard service descriptions, VNFs, and

their managementln particular, it integrates the following components:

1 Services PortalProvides a portal to allow users to access ses/iand service providers to design
services.

1 Products PortalProvides an NFV portedr users to manage NFVs and onboard thera target MANO

orchestrator.

Testing Portal Allows testing users to build associated tests for a deployable service.

Resourcedortal: Manages and shows the available resources in the underlying infrastructure.

= =4
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2.7.4 Monitoring Capabilities

The ELKstack® is attached to VMs or Kubernetes containers in a sidecar configuration to obtain protocol
monitoring and security practiceShus, goocket IDS is ready to perform monitoring and sectndtyated jobs.

Figure53: Monitoring ramework

IDS is constituted by 5 different CNFs:

9 Suricata will capture IP packets, and for that, it needs privileged access to therkénterface to achieve

a promiscuous mode. It will store all captured IP packets in logs (eve.json) inside a directory mounted by the

second CNF.

Filebeat, which picks up the logs and send them to the following-G@gBtash.

Logstash will be the focud alarm detection. Logstash is an opswource tool for collecting, parsing, and

resending logs for other uses. The inputs can be defined as the sources for parsing, in this case, a stream

from Filebeat. The method for parsing the input logs is definedvimy that detects the alarms in filters. We

also define three outputs from log stashccess to elastic search aadirectory in flat files thaa light HTTP

server will readThis HTTP server will, upon pooling from Prometheus, send a warning to titemstating

which IP will be under attack so the platform can act and finish the threat.

9 Elasticsearch is a document database that stores the alarms obtained on log stash for future use and supports
persistency for Kibana the following CNF.

1 Kibana ishe CNF responsible for the visualisation of the alarm packets. It picks those alarms from the elastic
search DB. It may provide a deep alarm analysis and multiple graphic visualisations in selected contexts.

=a =

Figure54: Datavisualiser

50 Seehttps://aws.amazon.com/whais/elk-stack/

PATH Page 91



https://aws.amazon.com/what-is/elk-stack/

























































































































