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Abstract—In the context of healthcare for elderly patients,
especially in areas located far from rehabilitation clinics, pro-
viding remotely assisted prevention and treatment enabled by
reliable and secure connectivity through micro-networks based
on technologies like 5G and beyond, could be a viable alternative
to regularly transporting the elderly to the clinics, potentially
improving their quality of life. This paper analyses the needs of
such a system featuring fall detection and risk assessment as well
as rehabilitation at home and presents the design of the End-to-
End interoperable and secure software system and the planned
validation.

Index Terms—S5G, Data Analysis, Body Tracking, Access Con-
trol, Fall Risk Assessment

I. INTRODUCTION

European countries are challenged by demographic changes
and the shortage in health professionals. When getting older,
decreased mobility, cognitive impairment, continence prob-
lems, may lead to serious health problems decreasing quality
of life, like falls, pressure ulcers, loss of orientation, skin
irritation. The combination of regular exercise and smartwatch
usage and continuous monitoring with the help of sensors from
smartwatch and 3D body tracking has the potential to improve
sleep quality, increase motivation, and provide several other
quality-of-life benefits for elderly individuals.

Rehabilitation at home can reduce costs as well as prevent
overwhelming care personnel and therapists [1]. In order to
enable a pervasive healthcare solution that can be easily
adopted and installed in the homes of elderly patients, in
rehabilitation clinics as well as in nursing homes, a wireless
solution available also in rural areas, is necessary. Since the
exchanged information is highly sensitive and private, a secure
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data transmission employing a private network of 5G nodes
acting as overlay on top of public Mobile Network Operators
(MNO) and satellite providers is a prerequisite. The review
from [2] offers valuable insights on the current trends of
making use of the 5G technology for healthcare applications,
including health monitoring, as well as prevention of infectious
diseases. The authors from [3] used simulations for exploring
in depth the advantages of employing 5G-NR radio and
5G core networks in terms of throughput and security in
comparison with 4G technology.

This paper presents the design of a complete hardware and
software solution powered by 5G connectivity for ubiquitous
prevention and rehabilitation for elderly patients (see Fig. 1).
Section 2 describes a survey regarding the medical background
and the usecase functional requirements. Section 3 provides
insights on the system design. Section 4 concludes the paper
and pinpoints the future work.

II. ELDERLY CARE - MEDICAL SURVEY

Regarding elderly care, one of the addressed topics of
the presented systems is fall risk assessment. There are
three main categories of fall risk factors: person-related,
medication-related and environment-related. Person-related
risks for falling include, for example, sarcopenia and asso-
ciated frailty [4] or fear of falling and/or a fall in the past
[5]. Medication-related risk factors include polypharmacy, psy-
chotropic medication and anti-hypertensives [6]. Steep stairs,
obstacles on the floor, poor lighting and incorrect footwear are
examples of environment-related risks.

Each year, an estimated 37.3 million falls are serious enough
to require medical attention, and 684,000 people worldwide
die from falls [7]. There are various measures to prevent falls,



TABLE I
FUNCTIONAL REQUIREMENTS
FR Title Description
FR1 Connectivity S-nines, dependent on the available
Availability transport networks at the location
FR2 Audio-Video Dependent on the available
Call Reliability transport networks at the location
and the application software
FR3 Secure Centralized authentication and
Communication authorization at the hospital premises
FR4 Secure Backhaul Additional securing of the backhaul
Communication communication over the transport
network
FRS Network The network at patient’s premises
Coverage should provide coverage on the
available living space
FR6 Device The specific devices (Smart Watch and
Connectivity 3D Body Tracking Sensor) should be
able
to connect to the local NPN Network
FR7 3D Body The 3D Sensor Reha application
Tracking provides friendly user interaction and
sends statistics over the accuracy of
exercising and patient feedback
FR8 Patient Data The application runs on a 5G-enabled
Collecting App device and pre-processes, aggregates
and relays the data measured by the
smart watch

such as exercise, which can be related to a reduction in the
rate of falls [8], [9].

The development of new technologies for monitoring as-
pects of human health that may be associated with infection
is progressing at a rapid pace. The existence of sensors
capable of assessing sleep duration and quality, as well as
the incorporation of vital sign measurement capabilities in
smartwatches, rings, wearables and bed sensors, indicate the
potential for the development of devices that can provide
insights into sleep patterns [10].

Vital signs provide information on the cardiovascular and
respiratory systems [11]. The conjunction of alterations in
heart rate and body temperature may assist medical profes-
sionals in discerning whether patients under home care have
bacterial infections [12].

When deriving the functional requirements, the key pain
points of the usecase were analysed and the resulting func-
tional requirements are presented in Table 1.

III. SYSTEM DESIGN

The hardware and software solution system (see Fig. 1)
includes: (i) smart data collectors and their associated appli-
cations on the edge: a patient wearable - the SmarKo© smart
watch for measuring and analysing vital signs as well as a
Orbbec Persee+ 3D sensor with body tracking for matching
the exercise patterns provisioned by the therapist, (ii) the
Open5GCore software toolkit deployed at the patient location
and the headquarters of the medical facility, providing secure
and flexible connectivity between the edge and the headquar-
ters, (iii) the suite of Web applications designated to be used
by the medical personnel to document and investigate patient

well-being (Admin and Care Portal, Patient Data Analytics
and myReha Therapist Portal) as well as (iv) the patient data
storage and access control set of servers.

A. Beyond 5G Core Network

Regarding the secure connection of services and devices,
a 5G mobile core network, the Open5SGCore software toolkit
[13], was employed. Open5GCore was implemented as a large
collection of micro-services, each with dedicated functionality,
interfaced via a service-based API similar to IT micro-services,
with the API aligned with the 3GPP technical specifications
[14]. With this, it achieves a very high level of flexibility
regarding deployment size and options, including fundamental
control plane functionality such as authentication, authoriza-
tion, mobility, and session management. However, with the
addition of functionalities like device positioning, data analyt-
ics, charging, and lawful interception, the number of network
function types in the standard has grown significantly, now
exceeding 80. Recognizing that many of these components
are not relevant to the use cases of various industries, the new
approach for beyond 5G is to tailor the functionality to the
specific requirements of each use case, starting with a smaller
set of functions and adding only what is necessary.

Specifically for largely distributed use cases with increased
privacy requirements, splitting functionality between the edge
of the network and the central core is assumed. Considering
the split, the edge enables fast execution of local operations,
the central part maintains the communication profile informa-
tion of the device, while the rest can be placed either centrally
or at the edge, depending on the latency requirements, the
number of devices connected to the edge, and the qualities
of the edge-central transport network [15]. To manage com-
munication across various locations, the new core network
incorporates an extra layer of security. This enhancement
allows remote functions to authenticate with the core network
and establish a secure connection between the edge and central
networks. Consequently, the system can dynamically integrate
edge functionalities as needed, offering greater flexibility in
network topology. This ensures that communication capacity
is available exactly where and when required, and can be
retracted when not needed.

As depicted in Fig. 1, the system is implemented as a 5G
Non-Public Network NPN deployed at patient homes and the
care provider’s premises. To transparently connect the appli-
cation services the Open5GCore Edge Routers interface with
the public networks and route traffic through secure backhaul
tunnels, ensuring NPN connectivity comprising the control
plane for authentication and connectivity session management
and the user plane for packet forwarding via the User Plane
Function (UPF). A management interface is available to the
care provider for administrative tasks like provisioning the
identities of the Subscriber Identity Module (SIM) cards used
on the end devices.



B. Secure Medical Data Exchange

The HL7 Fast Healthcare Interoperability Resources (FHIR)
[16] standard for medical data exchange is part of the best-
practices in building digital solutions for eHealth. The resource
defined operations: Create, Read, Update and Delete together
with the support for international terminologies and coding
systems bring the interoperability of solutions to the next
level. An example of using FHIR in productive system is
documented in [17].

In the current system, the patient data collecting Apps, (i)
the Wearable Data Collection and Pre-processing App running
on the smart phone and the (ii) myReha Patient App running
directly on the 3D Sensor, interact with the Patient Data Stor-
age Server, which is an instance of a FHIR Server that encodes
the patient data, including the expected/correct movements for
exercising. The Admin and Care Portal is used by the medical
personnel to document the patient current health status using
a time series of the Barthel-Index anamnesis, describing the
activities of daily life (ADL) and the mobility.

To secure access to the patient and personnel FHIR re-
sources, a Web security mechanism was implemented using
an interceptor in the FHIR Server, that checks the OpenlD-
Connect [18] authorization tokens and applies role-based poli-
cies.

Also important to mention is that users, e.g. patients, are
first provisioned via the Admin and Care Portal by interfacing
an Account Management Service API bound to the Access
Control Server and if successful, also provisioned on the
Patient Data Storage Server.

C. MyReha Platform

MyReha [19] is a tele-assistance system for movement
therapy with real-time feedback that allows patients to carry
out treatment processes introduced in the clinic in an outpatient
or home environment - digitally, flexibly, and individually.
Several projects, studies, acceptance tests, and an effectiveness
study initiated by the German Pension Insurance Berlin-
Brandenburg prove that patients can be cared for more ef-
fectively with MyReha.

In comparison to the rehabilitation platform used in [20],
MyReha is capable of analysing the motion of the entire body
and by supporting the HL7 FHIR standard, is designed to be
from the beginning interoperable. At the end of the exercises
the patient can fill in a questionnaire on the perceived exertion
using the original Borg Scala [21].

The MyReha system consists of a home component (patient
system) and a clinical component (therapist interface). The
treating therapist creates the training plan from a catalog,
which currently includes exercises for patients with knee and
hip prostheses, for the treatment of back pain, and for the
movement therapy of Parkinson’s patients. The therapist can
adjust the exercises according to the progress of the therapy
and can view the results.

The patient is provided with the patient system, consisting
of an optical Orbbec Persee+ 3D sensor running Android as
operating system and pre-installed with the MyReha Patient
App, for home movement analysis for the duration of the
therapy. The patient’s home TV or any other screen becomes
a digital and interactive therapy instrument, integrating medi-
cally valid exercises into the daily life of the patients. Patients
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Fig. 1. High-level topology of 5G powered infrastructure enabling (remote) data collection and analysis




learn how to use the very user-friendly MyReha system during
a brief orientation at the initial examination in rehab. The 3D
motion analysis provides the patient with real-time feedback
(visually and accoustically). The patient trains and sees his
own reflection and the trainer on the home screen.

D. Smart Watch

The SmarKo© smart watch and mobile App from MCS
Datalabs [22] are designed to be interoperable with FHIR
Servers and sends the pre-processed data directly to the FHIR
Server, without any intermediate hop as other smart watches.

The SmarKo© smart watch offers comprehensive health
monitoring features tailored for the elderly. It includes fall
detection with automatic alerts, continuous heart rate monitor-
ing, regular blood pressure and oxygen saturation tracking, and
analysis of sleep patterns and daily activity levels. Addition-
ally, it integrates Heart Rate Variability monitoring, providing
insights into overall well-being.

The smartwatch hardware design includes the Inertial Mea-
surement Unit (IMU) @ which tracks the user’s motion,

air quality and pressure sensor @ a microphone @ for
gathering background noise but which will also have other
uses in the future pertaining to input functionality. The Photo-
Plethysmographic (PPG) sensor @ which measures heart rate
variability and blood pressure, the Microcontroller (MCU)
@, the brain of the device, the Al MCU @ which provides
real-time analysis and workout tracking. Lastly is the Security
Integrated Circuit (IC) @ which is used to make data transfer
secure. Recently, an Electrodermal Activity (EDA) sensor for
pain detection and stress analysis was integrated in the bottom
of the Printed Circuit Board (PCB).

IV. CONCLUSIONS AND FUTURE WORK

In the present paper, the End-to-End design of a system
for keeping elderly active and healthy, including both hard-
and software components, was described. The design has
interoperability and standard-alignment as key ingredients as
well as providing a complete solution for environments like
patient home, nursing home and clinics, due to the secure
connectivity derived from employing a 5G core network
specifically tailored for the usecase. The article paves the way
towards mobile software networks providing connectivity for
elderly applications with a high throughput and strong security,
due to the 3GPP standards, along with the flexibility of using
satellite communication for remote areas that do not have a
good coverage from the public mobile operator. The presented
design allows for fast prototyping using identified building
blocks for both core network and eHealth services.

The future work includes on one side enabling location
services by utilizing the location information provided by
the 5G-NR antennas (gNB) as well as replacing the smart
phone with an eHealth gateway capable of connecting multiple
smart watches via Bluetooth Low Energy and analysing this
information in order to determine the approximate location of
a smart watch that the elderly is wearing, for locating patients
with dementia.
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